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Trademarks

NETGEAR and the NETGEAR logo are registered trademarks of NETGEAR, Inc. in the United States and/or other
countries. Microsoft, Windows, and Windows NT are registered trademarks and Vistais a trademark of Microsoft
Corporation. Other brand and product names are trademarks or registered trademarks of their respective holders.

Statement of Conditions

In theinterest of improving internal design, operational function, and/or reliability, NETGEAR reserves the right to
make changes to the products described in this document without notice.

NETGEAR does not assume any liability that may occur due to the use or application of the product(s) or circuit
layout(s) described herein. Information is subject to change without notice.

Certificate of the Manufacturer/Importer

It is hereby certified that the GS700TS Gigabit Stackable Smart Switch has been suppressed in accordance with the
conditions set out in the BMPT-AmtsblVfg 243/1991 and Vg 46/1992. The operation of some equipment (for example,
test transmitters) in accordance with the regulations may, however, be subject to certain restrictions. Please refer to the
notes in the operating instructions.

The Federal Office for Telecommunications Approvals has been notified of the placing of this equipment on the market
and has been granted the right to test the series for compliance with the regulations.

Voluntary Control Council for Interference (VCCI) Statement

This equipment isin the first category (information equipment to be used in commercia and/or industrial areas) and
conforms to the standards set by the Voluntary Control Council for Interference by Data Processing Equipment and
Electronic Office Machines that are aimed at preventing radio interference in commercial and/or industrial areas.

Consequently, when this equipment is used in aresidential area or in an adjacent areathereto, radio interference may be
caused to equipment such asradiosand TV receivers.

Federal Communications Commission (FCC) Compliance Notice: Radio Frequency
Notice

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
This device may not cause harmful interference.
This device must accept any interference received, including interference that may cause undesired operation.

NOTE: Thisequipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in aresidential installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
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determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one
or more of the following measures:

«  Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on acircuit different from that which the receiver is connected.
e Consult the dealer or an experienced radio/TV technician for help.

EU Statement of Compliance

The NETGEAR GS700TS Gigabit Stackable Smart Switch is compliant with the following EU Council Directives: 89/
336/EEC and LVD 73/23/EEC. Complianceis verified by testing to the following standards: EN55022 Class A,
EN55024 and EN60950-1.

A Warning: ThisisaClass A product. In adomestic environment, this product may cause radio interference,
in which case the user may be required to take appropriate measures.

Canadian Department of Communications Radio Interference Regulations

This digital apparatus (NETGEAR GS700TS Smart Switch) does not exceed the Class A limits for radio-noise
emissions from digital apparatus as set out in the Radio I nterference Regulations of the Canadian Department of
Communications.

Réglement sur le brouillage radioélectrique du ministére des Communications

Cet appareil numérique (NETGEAR GS700TS Smart Switch) respecte les limites de bruits radioélectriques visant les
appareils numériques de classe A prescrites dans le Réglement sur le brouillage radioélectrique du ministére des
Communications du Canada.

Customer Support

For assistance with installing and configuring your NETGEAR system or for questions or problems following
installation:
e Check the NETGEAR Web page at http://www.NETGEAR.com/support

e Cadll Technical Support in North America at 1-888-NETGEAR. If you are outside North America, please refer to
the phone numbers listed on the Support Information Card that was included with your switch.

e Email Technical Support at support@NETGEAR.com.
«  Defective or damaged merchandise can be returned to your point-of-purchase representative.

Internet/World Wide Web

NETGEAR maintains a World Wide Web home page that you can access at the uniform resource locator (URL) http://
www.NETGEAR.com. A direct connection to the Internet and a Web browser such as Internet Explorer or Netscape are
required.
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FCC Requirements for Operation in the United States

FCC Information to User: This product does not contain any user-serviceable components and is to be used with
approved antennas only. Any product changes or modificationswill invalidate all applicable regulatory certificationsand
approvals

FCC Guiddlinesfor Human Exposure: This equipment complies with FCC radiation exposure limits set forth for
an uncontrolled environment. This equipment should be installed and operated with a minimum distance of 20 cm
between the radiator and your body. This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

FCC Declaration Of Confor mity: We, NETGEAR, Inc., 4500 Great America Parkway, Santa Clara, CA 95054,
declare under our sole responsibility that the model GS700TS Gigabit Stackable Smart Switch complies with Part 15 of
FCC Rules. Operation is subject to the following two conditions: a) This device may not cause harmful interference and
b) This device must accept any interference received, including interference that may cause undesired operation.”

Product and Publication Details

Model Number: GS700TS

Publication Date: June 2009

Product Family: Smart Switch

Product Name: GS700TS Gigabit Stackable Smart Switch
Home or Business Product: Business

Language: English

Publication Part Number: 202-10505-01

Publication Version Number: 1.0
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About This Manual

The NETGEAR® GS700TS Smart Switch Software Administration Manual describes how to
install, configure, operate, and troubleshoot the GS700TS Gigabit Stackable Smart Switch using
its included software. This book describes the software configuration procedures and explains the
options available within those procedures.

Who Should Use this Book

Theinformation in thismanual isintended for readers with intermediate to advanced system
management skills.

This document was created primarily for the system administrator who wishesto install and
configure the GS700TS Smart Switch in anetwork. This user guide assumes that the reader has a
general understanding of switch platforms and a basic knowledge of Ethernet and networking
concepts. To install this switch, it is not necessary to understand and use all of its capabilities.
Once basic configuration is performed, the switch operates using the remaining factory default
parameters. However, a greater level of configuration—anywhere from the basic up to the
maximum possible—will allow your network the full benefit of the switch’s features. The web
interface simplifies this configuration at all levels.

How to Use This Book

This document describes configuration commands for the GS700TS Smart Switch software. The
commands can al be accessed from the Web interface.

»  Chapter 1, “Getting Started with Switch Management” describes how to use the SmartWizard
Discovery utility to set up your switch so that you can communicate with it.

»  Chapter 2, “Introduction to the Web Browser Interface” introduces the Web browser interface.
*  Chapter 3, “Managing System Settings’ describes how to configure the System functions.

»  Chapter 4, “Configuring Switching Settings’ describes how to configure the Switching
functions.

»  Chapter 5, “Configuring QoS" describes how to configure QoS functions.

About This Manual X
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»  Chapter 6, “Managing Security” describes how to configure security.

»  Chapter 7, “Monitoring the Switch” describes how to configure switch monitoring.

e Chapter 8, “Maintenance” describes the firmware upgrade procedure and reset functions.
e Chapter 9, “Online Help” describes how to obtain online help and support.

e Chapter A, “Default Settings’ gives GS700TS Smart Switch specifications and lists default
feature values.

_ Note: Refer to the product release notes for the GS700TS Smart Switch Software
application level code. The release notes detail the platform specific functionality
of the Switching, SNMP, Config, and Management packages.

Conventions, Formats, and Scope

The conventions, formats, and scope of this manual are described in the following paragraphs:

* Typographical Conventions. This manual uses the following typographical conventions:

Italics Emphasis, books, CDs, file and server names, extensions
Bold User input, IP addresses, GUI screen text

Fixed Command prompt, CLI text, code

italics URL links

» Formats. This manual uses the following formats to highlight special messages:

Note: Thisformat is used to highlight information of importance or special interest.

‘Q\ Tip: Thisformat is used to highlight a procedure that will save time or resources.

A Warning: Ignoring this type of note may result in amalfunction or damage to the
equipment.

About This Manual Xi
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A Danger: Thisisasafety warning. Failure to take heed of this notice may result in
personal injury or death.

» Scope. Thismanual iswritten for the GS700TS Smart Switch according to these
specifications:

Product Version GS700TS Gigabit Stackable Smart Switch

Manual Publication Date June 2009

Note: Product updates are available on the NETGEAR, Inc. website at
http: //www.netgear.con/support.

How to Use This Manual

The HTML version of this manual includes the following:

« Buttons| > |and| < | for browsing forwards or backwards through the manual one page
at atime.

« A [ = ] button that displaysthe table of contentsand a button. Double-click on alink
in the table of contents or index to navigate directly to where the topic is described in the
manual.

e A button to accessthe full NETGEAR, Inc. online knowledge base for the product
model.

* Linksto PDF versions of the full manual and individual chapters.

Xii About This Manual
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How to Print this Manual

To print this manual, select one of the following options:

e PrintingaPagefrom HTML. Each pagein the HTML version of the manua is dedicated to
amajor topic. Select File > Print from the browser menu to print the page contents.

e Printing from PDF. Your computer must have the free Adobe Acrobat reader installed in
order to view and print PDF files. The Acrobat reader is available on the Adobe Web site at
http://www.adobe.com.

— Printing a PDF Chapiter.

* Click the PDF of This Chapter link at the top left of any page in the chapter you want
to print. The PDF version of the chapter you were viewing opensin a browser
window.

» Click the print icon in the upper left of your browser window.
— Printing a PDF version of the Complete Manual.

* Click the Complete PDF Manual link at the top left of any page in the manual. The
PDF version of the complete manual opensin abrowser window.

» Click the print icon in the upper |eft of your browser window.

_Q Tip: If your printer supports printing two pages on a single sheet of paper, you can
B save paper and printer ink by selecting this feature.

Revision History

Part Number N Date Description
Number
202-10505-01 |1.0 June 2009 Product updated.
About This Manual Xiii
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Chapter 1
Getting Started with Switch Management

This section provides an overview of switch management, including the methods you can choose
to start managing your NETGEAR GS700TS Gigabit Stackable Smart Switch. It also leads you
through the steps necessary to get started, using the SmartWizard Discovery utility. The section
includes this information under the following menu options:

e “System Requirements’

e “Switch Management Interface’

*  “Network with aDHCP Server”

*  “Network without a DHCP Server”
*  “Web Access’

» “Additiona Utilities’

System Requirements

The following hardware and software facilities are required to run the applications described in
this manual:
* Network facilities:

— Ethernet network with or without DHCP server as appropriate

— Ethernet cable to connect the switch to aPC

»  For running the SmartWizard Discovery utility and local or remote Web Management:
— IBM-type PC with CD drive: RAM size and disk specification are not critical
— OS software: Microsoft Windows Vista, Windows XP, or Windows 2000

— Desktop computer running Microsoft Internet Explorer 5.0 or later or Netscape Navigator
6.0 or later, or equivalent

1-1 Getting Started with Switch Management
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_ Note: For complete hardware installation instructions, refer to the GS700TS Smart Switch
Hardware Installation Manual included on your Resource CD, or go to
http: //www.netgear.conm/support.

Switch Management Interface

Your NETGEAR GS700TS Gigabit Stackable Smart Switch contains an embedded web server
and management software for managing and monitoring switch functions. This switch operates as
asimple switch without using the management software. The management software enablesyou to
configure more advanced features, and consequently improve switch efficiency as well as overall
network performance.

Web-Based Management enables you to monitor, configure, and control your switch remotely
using a common web browser, instead of having to use expensive and complicated SNMP
software products. Simply by using your web browser, you can monitor the performance of your
switch and optimize network configuration. Using your browser, for example, you can set up
VLANS, traffic priority, and configure port trunking.

In addition, NETGEAR provides the SmartWizard Discovery utility with this product. This
program runs under Microsoft Windows XP or Windows 2000 and provides a“front end” that
discovers the switches on your network segment. When you power up your switch for the first
time, the SmartWizard Discovery utility enables you to configure its basic network parameters
without prior knowledge of | P address or subnet mask. Following such configuration, this program
leads you into the Web Management interface.

Some features of the SmartWizard Discovery utility and Web Management interface are shown in
the table below.

Getting Started with Switch Management 1-2
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Table 1-1. Switch Management Methods

Management Method Features

SmartWizard Discovery utility | No IP address or subnet mask setup needed
Discover all switches on the network
User-friendly interface under Microsoft Windows
Firmware upgrade capability

Password change feature

Provides entry to web configuration of switch

Web browser interface Password protection

Ideal for configuring the switch remotely

Compatible with Internet Explorer and Netscape Navigator on any platform
Extensive switch configuration possible

Configuration backup and restore

Can be accessed from any location via the switch’s IP address

Intuitive browser interface

Most visually appealing

For amore detailed discussion of the SmartWizard Discovery utility, continue with this section:
“Network with aDHCP Server” or “Network without a DHCP Server”. For a detailed discussion
of the Web Browser Interface, see Chapter 2, “ Introduction to the Web Browser Interface”.

Network with a DHCP Server

Toinstall the switch in a network with a DHCP server, proceed as follows:
1. Connect the GS700TS Smart Switch to a DHCP network.
2. Power on the switch by connecting its AC-DC power adapter.

3. Install the SmartWizard Discovery utility, located on the switch installation CD, on your
computer.

Start the SmartWizard Discovery utility.

Click Discover for the SmartWizard Discovery utility to find your GS700TS Gigabit
Stackable Smart Switch. You should see a screen similar to that shown below.

1-3 Getting Started with Switch Management
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Device List
MAC Address IP Adddress Protocol Wersion Product Mame System Mame | Location
00-0F-B5-97-42-2C 192165.0.239 2.001 002 GET4ETE
< >
DHCF Refresh | Dizcowver |
Device Setting
Configuration Setting Password Change ek Access | Firmwware Upgracde |
Exit
Figure 1-1

6. Notethedisplayed |P address assigned by the DHCP server. You will need this value to access
the switch directly from aweb browser (without using the SmartWizard Discovery utility).

7. Select your switch by highlighting the name of the switch. Then click Web Access. The
discovery utility displays alogin window similar to the following:

la Help

Figure 1-2

8. Useyour web browser to manage your switch. The default password is password. Then use
this screen to proceed to management of the switch covered in Chapter 2, “Introduction to the
Web Browser Interface’.

Getting Started with Switch Management 1-4
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Network without a DHCP Server

This section describes how to set up your switch in a network without a DHCP server, and is
divided into the following tasks:

e Manually assign network parameters for your switch
*  Configure the NIC settings on the host PC
* Loginto the web-based switch management utility

Manually Assigning Network Parameters

If your network has no DHCP service, you must assign a static | P address to your switch. You can
aso assign the switch a static IP address even if your network has DHCP service. Proceed as
follows:

1. Connect the GS700TS Gigabit Stackable Smart Switch to your existing network.

2. Power on the switch by plugging in the AC-DC power adapter. The default IPis
192.168.0.239.

3. Install the SmartWizard Discovery utility on your computer. The SmartWizard Discovery
utility islocated on the switch installation CD.

Start the SmartWizard Discovery utility.

Click Discover for the SmartWizard Discovery utility to find your GS700TS Gigabit
Stackable Smart Switch. You should see a screen similar to that shown in Figure 1-1.

6. Click Configuration Setting. A screen similar to that shown below appears.

1-5 Getting Started with Switch Management
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Device List
PAC Address IP Address Protocol Yersion Product Mame System Mame | Location
00-0F-B5-97-42-2C 192168.0.239 2.001 002 GETAETS
Product Mame GE745TS MAC Address  00-OF-B5-97-42-2C
IP Address | 192 168 a 2 Subnet Mask | 255 255 255 .0
Gateway [ 192 1em 5} 254 System Neme |
Location | Pazsword | ******
I_—DHCP ™~ Enable 3 Dusable—_l
| Set I Cancel
DHCP Refresh | Dizcowver |
Device Setting
Configuration Setting Password Change Web Access | Firmwvare Upgrade |
Exit

Figure 1-3

Select Disable to disable DHCP.

8. Thedefault IP addressis 192.168.0.239 and the default subnet mask is 255.255.255.0. If you
want different values, enter the switch IP address, gateway |P address and subnet mask.

9. Typeyour password and click Set. Please ensure that your PC and the GS700T S Gigabit
Stackable Smart Switch are in the same subnet. Note the settings for later use.

NIC Setting on the Host that Accesses the GS700TS Gigabit
Stackable Smart Switch
The settings of your Network Interface Card (NIC) under MS Windows OS are made with entries

into Windows screens similar to the ones shown below. For comparison, the settings screens of the
switch are also shown although they do not appear in the Windows view.

Getting Started with Switch Management 1-6
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i_ Local Area Connection 3 Prope

General | Authentication | Advanced |

e e 0l - | ||

9 Realiek RTLE139 Famip PC Fast Etf B

This connection uses the following items:

Client for Microsaft Netwarks
21 File and Printer Sharing for Micmsalt Networks
21005 Packet Scheduer

% Intemet Pratocal (TCP/IF)

Device List

MAC Address | IP Address Proiccol Version | Proguct Name | SystemMame | Locatiol
00-0F-B5-97-42-2C 192 168.0.239 2001002 G5748TS

Configuration setting,

ternet Protocol (TCP/1P) Propertie
Product Neme  GETABTS MAC Address  00-0F-B5-97-42-20

IP Adaress 192 166 . 0 2 SubnetMask | 255 . 255 . 285 . O
Gateway 192 168 . 0 . 254 System Name
Location Password s

DHCP. " Enabie * Disable

e
DHCP Refresh Discover

General |

“You can get IP selfings assigned automalicaly f your netwark supports
this capabiity. Otheruise, you heed to ask wour network. administrator for
the appiopriate IP seffings

£ Oblain an|P addess automatically

% Use the following |P address:

IP address: 192 168 0 . B0
Subret mask: 255 256 255 0
Default gatenay: 192168, 0 . 254

£ Obtain DG server addess automatcall

Device Setiing

% Use the following DNS server addresses:

Preferred DNS server
Altemate DNS server

Advanced...
oK Cancel

Configuretion Setting Password Change Weh Access | Firmyvare Upgrade |

Extt

Figure 1-4

You need Windows Administrator privileges to change these settings.

1. Onyour PC, accessthe MS Windows operating system TCP/IP Properties.

2. Set IP address and subnet mask appropriately. The subnet mask valueisidentical to that setin
the switch. The PC | P address must be different from that of the switch but lie in the same

subnet.

3. Click Web Accessin the SmartWizard Discovery utility to enable the management screens as

described in the following section.

Web Access

For Web access, you can either:

»  Select Web Access using the SmartWizard Discovery utility (see Network with aDHCP

Server” or “Network without a DHCP Server”).

»  Accessthe switch directly, without using the SmartWizard Discovery utility.
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You must work from the same network segment that contains the switch (i.e., the subnet mask
values of switch and PC host must be the same) and you must point your browser using the switch
IP address. If you used the SmartWizard Discovery utility to set up IP address and subnet mask,
either with or without DHCP server, use that |P address in your browser window.

If you are starting with an “out of the box” switch and are not using the SmartWizard Discovery
utility, you must initially configure your host PC to be on a network segment to match the default
parameters of the switch, which are:

* |Paddress: 192.168.0.239
e Subnet Mask: 255.255.255.0

You can change the network parameters to match those of your network (this procedureis
described in Chapter 3, “Managing System Settings’). Your host PC network parameters must
then be set to match your network.

Clicking Web Access on the SmartWizard Discovery utility or accessing the switch directly
displays the screen shown below.

|H Help

Login

Password

Figure 1-5

Use this screen to proceed to management of the switch covered in Chapter 2, “Introduction to the
Web Browser Interface’.

Additional Utilities

Alternatively, from the main screen shown on Figure 1-1 you can access these additional
functions:

* “Password Change’

e “Firmware Upgrade’

Getting Started with Switch Management 1-8
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Password Change

You can set anew password of up to 20 ASCII characters.

1. Click Password Change from the Switch Setting section. The Password Change screen
appears. You can set anew password. You must enter the old and new passwords and confirm
the new one.

2. Click Set to enable the new password.

Firmware Upgrade

The GS700TS Smart Switch softwareis upgradeable, and enables your switch to take advantage of
improvements and additional features as they become available. The upgrade procedure assumes
that you have downloaded or otherwise obtained the firmware upgrade and that you have it
available as a binary file on your computer. This procedure uses the TFTP protocol to implement
the transfer from computer to switch.

Note: You can also upgrade the firmware using the Download menu of the switch (see
“Download”).

If you click Firmware Upgrade from the main screen (see Figure 1-1), after you have selected the
switch to upgrade, the following screen appears.

1-9
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Firmware Upgrade s —————————

Upgracde List
Progress Status Product Marme IP Address
GST4ETS 192.165.0.239
<

Upgrade Configuration
Praciuct Mame | 35748TS

1 |

Product IPAddress | 1892165.0.239
Product A=signed Firmware | Chbetgear Projects GST00TSSoftware Brovwse
Upgrade Password |
Apply
Upgrade State
Start Upgrade Close Window,

Figure 1-6

1. Enter the following values into the appropriate places in the form:

* Product Assigned Firmwar e: The location of the new firmware. If you do not know the
location, click Browse to locate the file.

» Upgrade Password: Enter your password; the default password is password.
2. Click Apply to apply the settings to the Upgrade Configuration.

3. Click Start Upgrade to begin loading the upgrade. The system software is automatically
loaded to al stacking members. The Upgrade State field shows upgrading in progress.When
the process is complete, the switch automatically reboots.

Exit

Click Exit from the SmartWizard Discovery screen to close the SmartWizard Discovery utility.
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Chapter 2
Introduction to the Web Browser Interface

This section introduces the web browser interface that enables you to configure and manage your
NETGEAR GS700TS Gigabit Stackable Smart Switch. Your GS700TS Smart Switch provides a
built-in browser interface that enables you to configure and manage it remotely using a standard
Web browser such as Microsoft Internet Explorer or Netscape Navigator. Online Help is also
provided for many of the basic functions and features of the switch.

This section introduces the areas of the browser interface and includes the following topics:
* “Logging Into the NETGEAR Home Screen”
» “Using the NETGEAR Web Management System Options’

Logging Into the NETGEAR Home Screen

Begin your overview of the GS700TS Smart Switch browser interface by logging in:

1. Start the application by one of the following methods, as described in Chapter 1, “ Getting
Started with Switch Management”:

a. Inthe SmartWizard Discovery utility click Web Access.
or
b. Intheweb browser enter the switch’s IP address and press Enter.

The Login screen appears.

|H Help

Login

Password

Figure 2-1
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2. Enter the password (the factory default is passwor d) and click L ogin. The home screen of the
GS700TS Smart Switch browser interface displays.

The Navigation Menu

As shown below, logging in brings you to the view of the web browser interface.

NETGEAR GS74BTS
- & heble Smaet Fwitch

Abpest Gigabis Srac

w000 000006 ag
mon e {an

0008 000006 (LT
LT wmoe
G5THTS w0o0se W
& omrrs monm e

Eapperght & 39HE-T00 Nabymardh

Figure 2-2

The NETGEAR GS700TS web browser interface contains the following views:

Main Navigation Area — Located on the top of the NETGEAR GS700TS web browser interface
and marked as 1 in Figure 2-2. The Main Navigation Areaincludes Primary and Secondary
Navigation Bars. The Primary Navigation Bar contains alist of the different features that can be
configured including System, Switching, QoS, Security, Monitoring, Maintenance and Help. Each
feature expands to a subset of features that can be configured as part of the Secondary Navigation
Bar.

L eft Navigation Tree — Located on the left side of the NETGEAR GS700TS web browser
interface and marked as 2 in Figure 2-2. For each Secondary Navigation Feature the L eft
Navigation Tree contains a subset of features that can be expanded to display all the components.
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Work Area— Located on theright side of the NETGEAR GS700TS web browser interface and
marked as 3 in Figure 2-2. The Work Area contains device tables, general device information, and
configurable device parameters.

For further description of the functions, refer to the appropriate section of this manual:

*  Chapter 3, “Managing System Settings’ describes how to configure the System functions.

»  Chapter 4, “Configuring Switching Settings’ describes how to configure the Switch functions.
*  Chapter 5, “Configuring QoS’ describes how to configure QoS functions.

»  Chapter 6, “Managing Security” describes how to configure Security functions.

e Chapter 7, “Monitoring the Switch” describes how to configure Monitoring functions.

e Chapter 8, “Maintenance” describes maintenance functions, such as firmware upgrade.

*  Chapter 9, “Online Help” describes how to obtain online help and support.

Using the NETGEAR Web Management System Options

The GS700TS web browser interface provides the following options:

» Device Management Buttons— Provides an explanation of the management buttonsin the
NETGEAR GS700TS Smart Switch.

» Informational Services— Provides access to informational services including technical
support, online help and device information.

e Using Screen and Table Options— Provides an explanation of specific GUI characteristics
and tables for configuring the device.
Device Management Buttons

The NETGEAR GS700TS Smart Switch web browser GUI management buttons allow network
managers to easily configure the device from remote locations. The management buttons are
shown below:

Table 2-1. Device Management Buttons

Button Name Description
ADD Adds information to tables or information windows.
APPLY Applies configured changes to the device.
CANCEL Cancels modifications to tables or information windows.
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Table 2-1. Device Management Buttons

Button Name Description

CLEAR ALL Refreshes device information.

CLEAR ALL COUNTERS Resets statistics counters.

CLEAR LOGS Clears logs.

CURRENT MEMBERS Displays current members of a LAG.
DELETE Deletes information from tables or information windows.
GO Selects the specified interface.

REFRESH Refreshes the screen with current data.
TAGGED PORT MEMBERS Displays tagged port members of a VLAN.
TEST Tests copper cables.

UNTAGGED PORT MEMBERS | Displays untagged port members of a VLAN.

Informational Services

Informational services provide access to technical support, online help and device information and
are displayed in the following topics:

* “Help Navigation Tab”

e “Accessing Device Information”

Help Navigation Tab

The Help Navigation Tab provides access to informational services including NETGEAR online
support and an online user guide in PDF format. For a detailed description of how to access and
use these functions, see Chapter 9, “Online Help”.

Accessing Device Information

Each screen of the web browser interface contains a help file with configuration information
relating to the selected screen.

To accessthe help file for a screen:

1. Click the encircled red Question Mark icon, shown in the example below.
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NETGEAR

G5748T5
$tackable Smarl Switch

VLAN Configuration

A o VLAN Conflguration

Figure 2-3

A help window for the screen opens.

Figure 2-4

Using Screen and Table Options

The NETGEAR GS700TS web browser interface contains screens and tables for configuring
devices. This section describes the table options:

» “Selecting an Entry”

* “Adding an Entry”

e “Modifying an Entry”

» “Deleting an Entry”

e “Specia Table Options’
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Selecting an Entry
To select an entry:

1. Check the entry’s Select box. The selected entry is highlighted and the information appearsin
the first row, which contains the editable fields.

LAG Configuration

Reactivate Duplex Auto

LAGZ
LAG2
LAGS
LAGSE
LAGE
LAGT
LAGE

{ I B i iw ct  |

Figure 2-5

To select al entries:

Down

notPresent
notPresent
notPresent
notPresent
notPresent
notPresent

notPresent

Dizable
Dizable
Disable
Disable
Disable
Disable
Dizabls
Disabls

Static
Static
Static
Static
Static
Static
Static

Static

100M

Mone
Mone
Mone
Mone
Mone
Mone
MNans

Nons

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Dizable
Dizable
Disable
Disable
Disable
Disable
Dizabls
Disabls

1. Check the Select box inthe first row to select al entriesin the table. Fields that are unique are

grayed out and displayed as read-only fields.

LAG Configuration

AJAAI A
5
[n]

Figure 2-6

Adding an Entry

An entry may be added to the table by creating a new entry or by duplicating an existing entry.

Down

notPresent
notPresent
notPresent
netPresent
notPresent
notPresent

notPresent

Dlsab\e
Disable
Disable
Disable
Disable
Disable
Digable

Disable

Stat\c
Static
Static
Static
Static
Static
Static
Static

Reactivate Duplex Auto Flow
mmm puspented Negotlatlon

1I]EIH

Nﬂna
Mone
Mone
Mone
None
None
None

Mone

Unknnwn
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Dlsab\e
Disable
Disable
Disable
Disable
Disable
Digable

Disable
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To add an entry by creating anew entry in the table:
1. Enter thefieldsfor the new entry in the provided fields in the first row.

VLAN Configuration

seec | wano A e
s — e— =

default Default

Figure 2-7
2. Click ADD to update the device. The new entry is displayed.

VLAN Configuration

seect [voano A name

default Default

I_ Wian2 Static
Figure 2-8

Modifying an Entry

An entry may be modified by editing its values in the first row.

To modify an entry:

1. Select the entry to be modified. Its contents are displayed in the first row.

VLAN Configuration

scect [vanm>___ [ tame
o — e— =

default Default

|7 z Vian 2 Static
Figure 2-9

2. Modify thefieldsin thefirst row.
3. Click APPLY to update the device.
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Deleting an Entry

To delete entries from atable:

1. Select the entriesto be deleted.

2. Click DELETE to update the device.

Special Table Options

The NETGEAR web browser interface tables have a unique GUI design which includes the
following options:

+ Gold Buttons
e Quick Boxes

* [nterface View and Selection

Gold Buttons

Gold Buttons provide flexibility in viewing and configuring VLANS/LAGs on aport level. The
following example displays gold button basic usage options.

To view the LAG configuration of the ports of Unit 1:
1. Click anywhere on the Unit 1 ports gold button. The Unit 1 ports panel is displayed:

Membership

a1 [ LAG Name E—
LAG Type m CURRENT MEMBERS

T Unit 1

GEPort 01 02 03 04 05 06 07 03 09 10 11 12 13 14 15 16 17 183 19 20 21 22 23 24

() 5 T 1 T ) T T T T T T T

111 ) ) G
Figure 2-10
2. Select the Unit 1 portsto be added as LAG members within the selected LAG by clicking on
their respective boxes.

3. Click APPLY to update the device.

Introduction to the Web Browser Interface 2-8
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

Quick Boxes

Quick Boxes provide users with flexibility in configuring VLANSs for all ports (on a stacking unit
level) or LAGs. Clicking on the quick box toggles between the various options that exist for this
field. A quick box appears to the right of the arrow on the left-hand side of the gold button. The
following example displays quick box basic usage options.

To mark or unmark all Unit 1 ports:

1. Click on the quick box that appearsto the left of the Unit 1 gold button. A T appearsin the
quick box. Thissetsall Unit 1 ports as Tagged.

VLAN Membership

(WVLAN ID Group Operation
(VLAN Name UNTAGGED PORT MEMBERS
VLAN Type TAGGED PORT MEMBERS
» T |Unit 1
Figure 2-11

2. Click on the Unit 1 gold button to display the Unit 1 ports, which are now all Tagged.

VLAN Membership

<
>
z
3

=] Group Operation [ 5 =]
VLAN Name UNTAGGED PORT MEMBERS
— TAGGED PORT MEMBERS

<
:
g
;

~ T|Unit 1

GE Port 01 0z 03 04 05 06 o7 03 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Z xf x| 1 xf x| xf x| 1 xf 1 xf xf xf = 1 7 7| x| xf xf = 1l 1]

GEPort 25 26 27 28 20 30 31 32 33 34 35 36 37 38 30 40 41 42 43 44 45 46 47 48

Il x| 7| x| xf 7| x| 7| 71| 7f 7| 7| 7| 7] 7] 7] 7| 7| 7| ¥f ¥ 7] 7] 7]

Figure 2-12

3. Click again on the Unit 1 quick box, and aU appearsin the quick box and in al the port boxes
f for Unit 1, marking the ports as untagged.
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VLAN Membership

vian 1o =] e [n =
VLAN Name Oefat | UNTAGGED PORT MEMBERS

VLAN Type _ TAGGED PORT MEMBERS

- U | Unit1

GEPort 01 02 02 04 05 06 07 03 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
ul u| vl vl vl ul yf vl vl u| vl vl ul uf vl yl v ul ul vl yl vl vl yl
GEPort 25 26 27 28 20 20 321 22 322 24 325 26 27 28 29 40 41 42 42 44 45 46 47 48

| vl u| vl v| vi u| uj v| v| vl u] vl v] u| uj uj vj vj vj vj vj vj uj
Figure 2-13

4. Click again on the Unit 1 quick box, and the quick box and all the port boxes for Unit 1

appear blank, marking the ports as neither tagged nor untagged.

5. You may click on individual port boxes to toggle their tagged/untagged status

Interface View and Selection

A port or LAG interface may be selected from atable by using the interface selection row, located
above the row of column headers. Clicking on the Unit No. or LAGS displays the portsin the unit

Connect with Innovafion
System Switching Qos Security Monitoring Maintenance Help
Ports | LAG | VLAN | Voice VLAN i STP | Multicast | Address Table
) Port PYID Configuration

Basic
Port PYID Configuration

» WLAN Configuration

» VLAN Mernbership 123456 LAGS All GO TO INTERFACE Go

[setect [anterface [0 |

e 1
ez 1
| T 1
| YT 1
r iws 1
I 16 1
rwr 1
LI P 1
e 1
C 1o 1
| R T 1
I A2 1
| R E 1

To display all ports in a stacking unit:

GS748TS

48-port Gigabit Stackable Smart Switch

1. Click the unit number in the interface selection row. The screen displays atable of all ports in

the selected stacking unit.
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To display all interfaces in all stacking units:

1. Click All in the interface selection row. A confirmation window opens.

‘-?/I This operation may take some time, would you like to proceed?

Ok I Cancel

Figure 2-15

2. Click OK. The screen displays atable of al interfaces in all stacking units.
To display the LAG table:
1. Click LAGSintheinterface selection row. The screen displays atable of al LAGs.

NETGEAR' R AT

Port PVID Configuration

Port PYID Configuration
1234586 an GO TO INTERFACE o0

3456 an B0 TO INTERFACE GO

Figure 2-16

To select an interface;
1. Enter the number of the interface in the GO TO INTERFACE box.
2. Click GO to select the interface, as in the following example.

2-11 Introduction to the Web Browser Interface

v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

NETGEAR GS748TS
Canneet with Innevetion ™ 48-port Gigabit Stackable Smart Switch
System Switching Qos Security Monitoring Maintenance Help

Ports : LAG | VLAN | Voice VLAN : STP | Multicast | Address Table

Port PVID Configuration =

Basic

Port PYID Configuration @
»WLAN Configuration

> LAN Mambarship 234586LAGS Al GO TO INTERFACE 6o

occtfmorce—— Jown |
L
gl
12
13
Aiigd
1igs
1igh
g7
1igh
18
110
g
it 2
gt 3
gl
1igls

1 Ot Oty ol O o Ofcl Oojcs Ofsy o

Figure 2-17
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Chapter 3
Managing System Settings

Using the System Settings Utility

The navigation pane at the top of the web browser interface contains a System tab that enables you
to manage your GS700TS Smart Switch displaying configurabl e features under the following main
menu options:

+ “Management”

e “DeviceView”

» “Stacking”
« “SNMP
» “LLDP

The description that follows in this chapter describes configuring and managing system settingsin
the GS700TS Smart Switch.

Management

The Management menu enables configuration of general device information, defining an IP and
configuring system time. This section contains the following topics:

» “System Information”
* “IPConfiguration”

. “Time

System Information

The System Information screen displays basic device information and allows network managers
to define the System Name, System Location, System Contact, Idle Timeout, Unit Mode and
Jumbo Frames.

3-1
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To configure system parameters:

1. Click System > Management > System I nfor mation. The System Information screen
displays:

NETGEAR Gs748TS

dBpart Bigakli Shockakle Smart Sw

Switching QoS5 Security Monitoring Maintenance Help

System Information

IP Configuratson System Information

System Lacation ———

System Combact I

System Objact 1D

Date & Tene
System Up Time 0 duva, T hewrs, 27 mieutes, 18 swconds
1dla Timeoat E
By
Shard
| B
Jumba Frames After Reset Duatie =
Viersions
= | Hardware Version | Boot Version | Software Version
1 | oSTeTs 00.00.08 108
0372478 Bo0an 002008 (LT
GE724TS 00001 L LT
& asmaTs 0,000 bo.00.08 1004

Figure 3-1

The System Information screen contains the following fields:

» System Name — Enter the user-defined device name. The field may contain 0-160
characters.

e System L ocation — Enter the location where the system is currently running. The field
may contain 0-160 characters.

» System Contact — Enter the name of the contact person. The field may contain 0-160
characters.

» System Object I D — Displays the vendor’s authoritative identification.
» Date& Time—Displaysthe current date and local time.

e System Up Time — Displays the amount of time since the most recent device reset. The
system timeis displayed in the following format: days, hours, minutes, seconds. For
example, 41 days, 2 hours, 22 minutes, 15 seconds.
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Idle Timeout — Enter the amount of time (minutes) that elapses before an idle station is
timed out. Idle stations that are timed out must login to the system. Thefield rangeis5 -
30 minutes. The field default value is 10 minutes.

Base MAC Address— Displaysthe MAC Address. If the deviceisin stack mode, the
Base MAC Address of the master unit is displayed.

Serial Number — Displays the device serial number.
Unit Mode — Indicatesif the deviceis currently in standalone or stacking mode.

Change Unit Mode To... After Reset — Toggle the device unit mode from the current
value of Unit Mode to the value indicated by Stack or Standal one after resetting the
device.

Jumbo Frames Satus — Displays the Jumbo Frame status.

Jumbo Frames After Reset — Select the Jumbo Frame status. The possible field values
are:

— Enable — Enables Jumbo Frames.
— Disable — Disables Jumbo Frames. Thisisthe default value.

The Versions Table displays the following fields:

Unit No. — Displays the stacking member’s current number. Possible values are 1-6.
M odel Name — Displays the device model name.

Hardware Version — Displays the installed device hardware version number.

Boot Version — Displays the current boot version running on the device.

Softwar e Version — Displays the installed software version number.

Enter the System Name, System L ocation, System Contact and Idle Timeout in the
provided fields.

If the displayed Unit M ode needs to be changed, check the Change Unit M ode box.
Select whether to enable or disable Jumbo Frames After Reset.
Click APPLY to update the system settings.

If you selected the Change Unit M ode box, you must reset the device for the new unit mode
setting to take effect. See” Reset” for detailed instructions on resetting the device.
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IP Configuration

The IP Configuration screen contains fields for assigning | P addresses. | P addresses are either
defined as static or are retrieved using the Dynamic Host Configuration Protocol (DHCP). The
DHCP assigns dynamic | P addresses to devices on a network. DHCP ensures that network devices
can have adifferent 1P address every time the device connects to the network.

Note the following when configuring | P Addresses:

» If the deviceis accessed using SmartWizard Discovery, the | P address retrieved through
DHCP is displayed.

» If thedevicefailsto retrieve an |P address through DHCR, the default IP addressis
192.168.0.239.

The IP Interface screen aso contains information for defining default gateways and selecting a
Management VLAN ID.

To define an IP interface:

1. Click System > Management > | P Configuration. The IP Configuration screen displays:

NETGEAR’ GS5748Ts

A0-pord Glygubd Hashable Sl 5

IP Configuration

1P Configuration
¥ Bob Dynansc 1P From DHCP Servor
7 Static 1P Address

10 Addrass
Subrvat Mask
Catuway [

Management YLAN

Mansgament VLA 10 -]

Figure 3-2

The IP Configuration screen contains the following fields:

* Get Dynamic IP from DHCP Server — Enables the IP address to be configured
automatically by the DHCP server. Selecting thisfield disables the | P Address, Subnet
Mask, Gateway and Delete fields. Thisisthe default value.

e Satic |P Address— Enablesthe user to define a static 1P address.
* |P Address— Enter the static |P address used to manage the device.
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* Subnet Mask — Enter the |P address mask.
» Gateway — Enter the default gateway | P address. The following option is available:
— Delete— Deletes the default gateway 1P address.

* Management VLAN ID — Select an existing VLAN to be defined as the management
VLAN. By default, the default VLAN defined on the deviceis VLANL

2. Select the method of assigning the IP address by selecting either Get Dynamic I P from
DHCP Server or Satic |P Address.

3. If you selected Static | P Address, enter the | P Address, Subnet Mask and Gateway address

Select aVLAN in the Management VLAN ID in the provided fields.
Click APPLY to update the system settings.

Time

The Time menu enables local system time or SNTP server configuration, and contains the
following options:

e “Time Configuration”

e “SNTP Server Configuration”

Time Configuration

The Time Configuration screen contains information for defining both the local hardware clock
and the external SNTP clock. If the system time is managed via an external SNTP clock, and the
external SNTP clock fails, the system time reverts to the local hardware clock.

To configure the local system time:

1. Click System > Management > Time > Time Configuration. The Time Configuration
screen displays:
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NETGEAR’

GS748T5
able Smart Swilsh

ABpert Gigakit Sheck

Time Configuration

Time Configuration
Clock Saurca & Local € snTe

Date T

Figure 3-3

The Time Configuration screen contains the following fields:

Clock Source — Select the source used to set the system clock. The possible field values
are:

— Local - Indicates system timeis set locally. Thisis the default value.

— SNTP-Indicatessystemtimeisset viaan SNTP server. The Date and Timefieldsare
disabled once you select the SNTP server.

Date — Enter the local system date. The field format is DD/MMM/YY (Day/Month/Year).
For example: 04/May/50 (May 4, 2050).

Time — Enter the local system time. Thefield format is HH:MM:SS.

For example: 21:15:03.

Time Zone Offset — Select the difference between Greenwich Mean Time (GMT) and
local time. For example, the Time Zone Offset for Parisis GMT +1, while the Time Zone
Offset for New York isGMT 5.

Select the Clock Source by selecting either Local or SNTP.

If you selected L ocal, then enter the local Date and Time in the provided fields.
Select the Time Zone Offset from the list.

Click APPLY to update the system settings.

Note: If you selected SNTP, you must configure the SNTP servers. See“SNTP

Server Configuration” for detailed instructions on configuring the SNTP

Servers.
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SNTP Server Configuration

The SNTP Server Configuration screen allows network administrators to define primary and
secondary SNTP servers. The system timeisinitialy retrieved through the primary SNTP server.
If the device is unable to retrieve the system time through the primary server, the device retrieves
the system time from the secondary server.

To configure SNTP servers:

1. Click System > Management > Time > SNTP Server Configuration. The SNTP Server
Configuration screen displays:
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The SNTP Server Configuration screen contains the following fields:

* SNTP Server 1 —Enter the primary SNTP server |P address. The Primary SNTP server is
the first server used to retrieve the system time.

» Delete— Removesthe currently configured SNTP Server 1.

* SNTP Server 2 — Enter the secondary SNTP server |P address. The Secondary SNTP
server retrieves the system time if the Primary SNTP server becomes unavailable.

» Delete — Removes the currently configured SNTP Server 2.
2. Enter the SNTP Server 1 and SNTP Server 2 in the provided fields.
3. Click APPLY to update the system settings.
To remove SNTP servers:
1. Check the Delete box for each SNTP server that is to be removed.
2. Click APPLY to update the system settings.
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Device View

The Device View menu displays the Device View screen, which provides a graphic representation
of the device, including the port and LED statuses.

To display the Device View screen:

1. Click System > Device View. The Device View screen displays:
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Stacking

All stack members are accessed through a single I P address through which the stack is managed.
Stacks are managed using:

A Web-based Interface
*  An SNMP Management Station

The system supports up to six stacking members per stack to a maximum of 192 ports, or devices
can operate as standal one systems.

During the Stacking setup, one device is selected as the Stacking Master. All other devices are
named as stack members, and assigned a unique Unit ID. The Stack Master provides a Single point
of control and management as well as asingle interface in which to control and manage the stack.
The device software is downloaded separately for each of the stack members. All unitsin the stack
must be running the same software version. The Stacking Master maintains switch stacking and
configuration. The Stacking Master detects and reconfigures the ports with minimal operational
impact in the event of:

e Unit Failure

Managing System Settings 3-8
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e Inter-unit Stacking Link Failure
* Unit Insertion

* Removal of a Stacking Unit

Operation Modes

A stack unit can operate in one of the following modes:
» Sandalone— Indicates the device is operating as a single unit and is not connected in a stack.
* Sacking Master — Manages the stacking configuration for all stack members.

» Secondary Master —Operates as a backup to the Stacking Master. If the Stacking Master isno
longer operating, the Secondary Master takes over the stack management.

»  Sacking Member — Indicates a device within the stacking topology. The stacking member
receives its device configuration from the Stacking Master.

_ Note: When creating stacks, ensure the same connection cable types are used
throughout the stack. For example, use either al fiber cables or all copper
cables.

This section provides an introduction to the user interface and contains the following topics:
e “Understanding Stack Topology”

» “Stacking Ports’

» “Stacking Members and Unit No.”

» “Removing and Replacing Stacking Members’

* “Inserting a Stacking Member”

» “Exchanging Stacking Members’

* “Switching the Stacking Master”

« “Stack Configuration and Management”

Understanding Stack Topology

Stacked devices operate in a Ring or Chain topology. The Ring topology connects al stacked
devicesin acircle. Each stacked device accepts data and sends it to the device towhichitis
physically connected. The packet continues through the stack until it reaches the destination port.
The system automatically discovers the optimal path by which to send traffic. A Chain topology
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connects stacking members from one to the next. This provides a single data path flow. The
stacking memberslinked in the middle of the chain are connected to the stacking member on either
side of them. The members at the end of the chain only have one connection.

Stacking Ring Topology

One of the benefits of the Ring topology isthat it offers redundancy in case the connections
between two units fail, including the case where a unit in the stack fails. If afailure occursin the
stacking topology, the stack reverts to the Chain stacking topology. In the Chain topology, devices
operate in a chain formation. The system automatically switches to a Stacking Failover topology
without any system downtime. An SNM P message is automatically generated, but no stack
management action is required. However, the stacking link or stacking member must be repaired
to return to the Ring topology.

After the stacking issues are resolved, the device can be reconnected to the stack without
interruption and the Ring topology is restored.

Stacking Ports

The mode type determines the Gigabit Ethernet ports that are configurable by the user.
* In Standalone mode all Gigabit Ethernet ports are available.
* In Stack mode two dedicated Gigabit Ethernet ports are used for stack connection.

The factory default of the device is stack mode. Use the System Information screen to change the
unit mode from Standal one to Stack mode.

The ports used for stacking can be either the combo ports or the copper ports. By default, the
copper ports are reserved for stacking. The Stack Management screen allows network managersto
configure the combo ports as the stacking ports.

Two full-duplex stacking link up/down ports are available via HDMI connectors and provide 10
Gps throughput stacking capacity.

Stacking Members and Unit No.

Stacking Unit Numbers are essential to the stacking configuration. Unit No. 1 and Unit No. 2 are
reserved for Master enabled units. Unit Numbers 3 to 6 can be defined for stack members. When
the Master unit boots or when inserting or removing a stack member, the Master unit initiates a
stacking discovering process.

If two members are discovered with the same Unit No., the stack continues to function. However,
only the unit with the older join time joins the stack. A message is sent to the user, notifying that a
unit failed to join the stack.

Managing System Settings 3-10
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Removing and Replacing Stacking Members

Stacking member 1 and stacking member 2 are Stacking Master enabled units. Unit Numbers 1
and 2 are designated as either Master Unit or Secondary Master Unit. The Stacking Master
assignment is performed during the configuration process. One Master enabled stack member is
elected Master, and the other Master enabled stack member is elected Secondary Master,
according to the following decision process:

» If only one Stacking Master enabled unit is present, thisis the stacking Master.

* If two Stacking Master enabled stacking members are present, and one has been manually
configured as the Stacking Master, thisis the Stacking Master.

» If two Master enabled units are present and neither has been manually configured as the
Stacking Master, the one with the longer up time is elected Stacking Master.

» If thetwo Master enabled stacking members are the same age, Unit 1 is elected Stacking
Master.

Two stacking members are considered the same age if they joined the stack within the same ten
minute interval. For example, Stack member 2 isinserted in the first minute of aten-minute cycle,
and Stack member 1 isinserted in the fifth minute of the same cycle, the units are considered the
same age. If there are two Master enabled units that are the same age, thus Unit 1 is elected master.

The Stacking Master and the Secondary Master maintain a Warm Standby. The Warm Standby
ensures that the Secondary Master takes over for the Stacking Master if afailure occurs. This
guarantees that the stack continues to operate normally.

During the Warm Standby, the Master and the Secondary Master are synchronized with the static
configuration only. When the Stacking Master is configured, the Stacking Master must
synchronize the Stacking Secondary Master. The Dynamic configuration is not saved, for
example, dynamically learned MAC addresses are not saved.

Each port in the stack has a specific Unit No., port type, and port number, which are part of both
the configuration commands and the configuration files. Configuration files are managed only
from the device Stacking Master. Thisincludes:

*  Saving to the FLASH memory which retains
» Uploading Configuration files to an external TFTP Server
*  Downloading Configuration files from an external TFTP Server

Whenever areboot occurs, topology discovery is performed, and the master learns all unitsin the
stack. Unit Numbers are saved in the unit and are learned through topology discovery. If aunit
attempts to boot without a selected Master, and the unit is not operating in standalone maode, the
unit does not boot. For example, if a stack member (Unit No. 3 - 6) is separated from the stack due
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to atopology failure, the stacking member is no longer connected to the stack. The device can be
booted, but it cannot be managed through the Stacking Master. The network manager can either
reset the device defaults, or correct the topology failure, and then reconnect the unit to the stack.

Configuration files are changed only through explicit user configuration. Configuration files are
not automatically modified when:

e Unitsare added

* Unitsareremoved

* Unitsarereassigned Unit Numbers

» Unitstoggle between Stacking Mode and Standal one Mode

Each time the system reboots, the Startup Configuration filein the Master unit is used to configure
the stack. If astack member isremoved from the stack, and then replaced with a unit with the same
Unit No., the stack member is configured with the original device configuration. Only ports that
are physically present are displayed in the GS700TS web screens, and can be configured through
the web management system. By default, Unit Numbers are assigned automatically. However, you
can use the browser to assign a specific Unit No.; for example, the same Unit No. asthe unit which
was recently removed.

Inserting a Stacking Member

When a stacking member isinserted into a running stack, it is automatically assigned a unit
number. Note that a unit should not be powered up until it has been connected to the stack. If the
user has aready configured a Unit No. for the new unit, a Unit No. is not assigned automatically
by the system.

Exchanging Stacking Members

If a stack member with the same Unit No. replaces an existing Unit No. with the same Unit No.,
the previous device configuration is applied to the inserted stack member. If the new inserted
device has either more than or less ports than the previous device, the relevant port configurationis
applied to the new stack member.
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Switching the Stacking Master
The Secondary Master replaces the Stacking Master if one of the following events occur:

* The Stacking Master fails or is removed from the stack.
» Linksfrom the Stacking Master to the stacking membersfails.
e A soft switchover is performed viathe web interface.

Switching between the Stacking Master and the Secondary Master resultsin alimited service loss.
Any dynamic tables are relearned if afailure occurs. The Running Configuration fileis
synchronized between the Stacking Master and the Secondary Master and continues running on
the Secondary Master.

Stack Configuration and Management

The Stacking menu contains the following options:

e “Basic”
e “Advanced”
Basic

The Stacking Basic menu contains the following option:

» “Stack Configuration”

Stack Configuration

The Basic Stack Configuration screen allows network managers to define the stacking master
election mode. A unigue Unit Number (1-6) identifies a stack member. The configuration is saved
and managed by the Master unit. The stack configuration has the following default:

» The stacking numbering method is set to auto-numbering.
To configure Basic stacking:

1. Click System > Sacking > Basic > Sack Configuration. The Basic Stack Configuration
screen displays:
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The Basic Stack Configuration screen contains the following fields:

* Master Election — Select the mode by which the Stacking Master is elected. When the
stack is powered up and completes the boot-up process, the Master unit is elected within
0.5 seconds. Master election is based on MAC address selection. The possible field values
are:

— Automatically — Indicates the Stacking Master is selected automatically by software.

— Force Master — Forces the selection of a Stacking Master. This causes the new Master
unit to take control of the current configuration of the Stack. The old Master is reset
and becomes the Secondary Master. Note that only Unit 1 or Unit 2 can be the
Stacking Master.

Select the M aster Election mode.
If you selected Force Master, select either 1 or 2 from the Unit Number list.
Click APPLY to update the device.

Reset the device for the new settings to take effect. See “Reset” for detailed instructions on
resetting the device.
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Advanced

The Stacking Advanced menu contains the following options:
» “Stack Configuration”

e “Stack Management”

Stack Configuration

The Advanced Stack Configuration screen allows network managers to define the stacking master
election mode. A unique Unit No. (1-6) identifies a stack member. The configuration is saved and
managed by the master unit. The stack configuration has the following default:

» The stacking numbering method is set to auto-numbering.
To configure Advanced stacking:

1. Click System > Sacking > Advanced > Sack Configuration. The Advanced Stack
Configuration screen displays:

NETGEAR G374913

ib-pars Bigabit Sinckabls Smar

Srack Configuration

Stack Configuration

Master Dlaction F sutsmanically

1 Foscs Mastar ]

Figure 3-7

The Advanced Stack Configuration screen contains the following fields:

* Master Election — Select the mode by which the Stacking Master is elected. When the
stack is powered up and compl etes the boot-up process, the Master unit is elected within
0.5 seconds. Master election may be based on Master preemptive mode, Master push
button, or MAC address. The possible field values are:

— Automaticaly — Indicates Stacking Master is selected automatically by software.
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— Force Master — Forces the selection of a Stacking Master. This causes the new Master
unit to take control of the current configuration of the Stack. The old Master is reset
and becomes the Secondary Master. Note that only Unit 1 or Unit 2 can be the
Stacking Master.

Select the Master Election mode.
If you selected Force M aster, select either 1 or 2 from the stack list.
Click APPLY to update the device.

Reset the device for the new settings to take effect. See “Reset” for detailed instructions on
resetting the device.

Stack Management

The Stack Management screen allows network managers to assign specific Unit numbersto
stacking members or enable the software to automatically assign Unit numbers. Assignments take
effect after reset.

To configure Stack Management:

1.

Click System > Stacking > Advanced > Stack M anagement. The Stack Management screen
displays:
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Figure 3-8

The Stack Management screen contains the following fields:

* Unit No. — Displays the stacking member’s current Unit number. Possible values are 1-6.
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* Unit No. After Reset — Select the stacking member’s Unit number after the deviceis
reset. The possible field values are:

— 1-6 — Assigns the selected Unit number to the stacking member after the deviceis
reset.

— Auto — Assignsthe Unit number to the stacking member automatically after the device
isreset.

Select the entry whose Unit 1D number is to be changed.
Select the Unit No. After Reset from the list.
Click APPLY to update the device.

Reset the device for the new settings to take effect. See “Reset” for detailed instructions on
resetting the device.

o M D

To switch the stack masters:
1. Open the Stack Configuration screen.
2. Select Force Master.

3. If Unit 1 isthe current Stacking Master, select 2 from the list to switch the stack control to the
Secondary Stack Master. If Unit 2 is the current Stacking Master, select 1 from the list.

4. Click APPLY. A confirmation message displays.

SNMP

Simple Network Management Protocol (SNMP) provides a method for managing network
devices. The device supports the following SNMP versions:

e SNMPv1andv2c
e SNMPversion 3

The SNMP agents maintain alist of variablesthat are used to manage the device. The variablesare
defined in the Management Information Base (MIB). The SNMP agent defines the MIB
specification format, as well as the format used to access the information over the network. Access
strings control access rights to the SNMP agents. SNM P v3 applies access control and a new traps
mechanism. In addition, User Security Model (USM) parameters are defined for SNMPv3,
including:

» Authentication — Provides data integrity and data origin authentication.
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* Privacy — Protects against the disclosure of message content. Cipher Block-Chaining (CBC) is
used for encryption. Either authentication is enabled on an SNM P message, or both
authentication and privacy. However, privacy cannot be enabled without authentication.

» Timeliness — Protects against message delay or message redundancy. The SNMP agent
compares the incoming message to the message time information. Enter the amount of time
the device waits before re-sending informs.

» Key Management — Enter key generation, key updates, and key usage.

The device supports SNM P natification filters based on Object IDs (OIDs). OIDs are used by the
system to manage device features. SNMP v3 supports the following features:

e Security
*  Feature Access Control
» Traps. The device generates copy traps.

The SNMP menu contains the following options:
o “SNMPv1/V2
« “SNMPV3”

SNMPv1/v2

The SNM Pv1/v2 menu contains the following options:
* “Community Configuration”

* “Trap Configuration”

Community Configuration

Access rights are managed by defining communities in the Community Configuration screen.
When community names are changed, access rights are also modified.

To configure SNMP communities:

1. Click System > SNMP > SNM Pv1/v2 > Community Configuration. The Community
Configuration screen displays:
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The SNMPv1/v2 Community Configuration screen contains the following fields:

* Management Sation | P — Enter the management station | P address for which the Basic
SNMP community is defined.

* Management Sation IP Mask — Enter the management station IP mask for which the
Basic SNMP community is defined. If the Management Station IP Mask is set to
255.255.255.255, only the exact | P address specified in the management Station IP field
can access. |f the Management Station IP mask is set to 255.255.255.0, any | P address
matches with the first 3 part of the IP address specified in the Management Station P can
access.

e Community String — Enter the SNMP community string used to authenticate the
management station to the device.

* Access Mode — Select the access rights of the community. The possible field values are:

— Read Only — Indicates Management access is restricted to read-only. Changes cannot
be made to the device configuration and to the community.

— Read Write — Indicates Management accessis read-write. Changes can be made to the
device configuration but not to the community.

— SNMP Admin — Indicates the user has access to all device configuration options, as
well as permissions to modify the community.

2. Select the community entry.

3. Enter the Management Station | P, Management Station |P Mask and Community String
in the provided fields in the first row.

4. Select the Access M ode from thelist in the provided field in the first row.

3-19 Managing System Settings
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

5.

Click APPLY to update the device.

To add anew SNMP community:

1

3.
4.

Click System > SNM P > SNM Pv1/v2 > Community Configuration. The Community
Configuration screen displays.

Enter the Management Station | P, Management Sation IP Mask and Community Sring
in the provided fields in the first row.

Select the Access M ode from the list in the provided field in the first row.
Click ADD to update the device.

To remove an SNM P community:

1

2.
3.

Click System > SNM P > SNM Pv1/v2 > Community Configuration. The Community
Configuration screen displays.

Select the entry to be removed.
Click DELETE to remove the entry.

Trap Configuration

The SNMPv1/v2 Trap Configuration screen contains information for defining filters that
determine whether traps are sent to specific users, and the trap type sent. SNMP notification filters
provide the following services:

I dentifying Management Trap Targets
Defining Trap Filtering
Defining Trap Generation Parameters

Providing Access Control Checks

To configure SNMPv1/v2 trap station management:

1

Click System > SNMP > SNMPv1/v2 > Trap Configuration. The SNMPv1/v2 Trap
Configuration screen displays:
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The SNMPv1/v2 Trap Configuration screen contains the following fields:
* Recipients|P — Enter the IP address to which the traps are sent.

* Notification Type — (Configurable only if the Notification Version is SNMPv2.) Select
the type of notification sent. The possible field values are:

— Traps—Indicates Traps are sent.
— Informs—Informs are sent only when SNMPVv2 is enabled.
»  Community String — Enter the community string of the trap manager.
* Notification Version — Select the trap type. The possible field values are:
— SNMPv1 - Indicates SNMP Version 1 traps are sent.
—  SNMPVv2 — Indicates SNMP Version 2c traps are sent.
* UDP Port — Enter the UDP port used to send notifications. The default UDP port is 162.

» Timeout — Enter the amount of time (in seconds) the device waits before re-sending
informs. The default is 15 seconds.

* Retries— Enter the maximum amount of times the device re-sends an inform request if a
response is not received. The default is 3 times.

2. Select thetrap entry.
Enter the fieldsin the first row.
4. Click APPLY to update the device.
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To add anew SNMP trap:

1. Click System > SNMP > SNMPv1/v2 > Trap Configuration. The SNMPvLl/iv2 Trap
Configuration screen displays.

2. Enter thefieldsin the first row.
3. Click ADD to update the device.
To remove an SNMP trap:

1. Click System > SNMP > SNMPvl/v2 > Trap Configuration. The SNMPv1/v2 Trap
Configuration screen displays.

Select the entry to be removed.
Click DELETE to remove the entry.

SNMPv3

The SNM Pv3 menu contains the following options:
* “EnginelD”

*  “View Name”

*  “View Content”

e “Community Configuration”
* “Group Configuration”

e “User Configuration”

» “Global Trap Configuration”
* “Trap Configuration”

e “Trap Filter Name”

e “Trap Filter Content”

Engine ID

The SNMPv3 Engine ID screen allows network managers to define the SNMP Engine ID or to
assign the default Engine ID to SNMP,

To define the Local Engine ID:
1. Click System > SNMP > SNMPv3 > Engine | D. The SNMPv3 Engine ID screen displays:
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The SNMPv3 Engine ID screen contains the following fields:

* Local EnginelD (10-64 Hex Char acters) — Enter the local device Engine ID. Thefield
valueis a hexadecimal string. Each byte in hexadecimal character stringsis two
hexadecimal digits. The Engine ID must be defined before SNMPv3 is enabled.

» Use Default — Check the box to use the device-generated Engine ID. The default Engine
ID is based on the device MAC address and is defined per standard as:

— First 4 octets — Indicates first bit = 1, the other 3 represent the IANA Enterprise
number.

— Fifth octet — Set to 3 to indicates the MAC address that follows.
— Last 6 octets — Represents the MAC address of the device.

2. Specify the Local Engine I D field or check Use Default to use the device-generated Engine
ID (Checking Use Default will override any entry in the Local Engine ID field).

3. Click APPLY to update the device.

View Name

The SNMPv3 View Name screen allows network managers to define SNMPv3 View Names.
SNMPv3 views provide or block accessto device features or portions of features.

To define SNMPv3 view names:
1. Click System > SNMP > SNM Pv3 > View Name. The SNMPv3 View Name screen displays:
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The SNMPv3 View Name screen contains the following field:

e View Name— Enter the user-defined view name. The view name can contain a maximum
of 30 aphanumeric characters.

Select the entry.
Enter the View Namefield in the first row.
Click APPLY to update the device.

To add anew SNMP View Name:

1
2.
3.

Click System > SNMP > SNM Pv3 > View Name. The SNMPv3 View Name screen displays.
Enter the View Name field in the first row.
Click ADD to update the device.

To remove an SNMP View Name:

1. Click System > SNMP > SNMPv3 > View Name. The SNMPv3 View Name screen displays.
2. Select the entry to be removed.

3. Click DELETE to remove the entry.
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View Content

The View Content screen allows the network manager to assign view attributes to views created in
the “View Content” screen. Views provide or block access to device features or portions of
features. For example, aview can be defined to provide aview that SNMP group A has Read Only
(R/O) accessto Multicast groups, while SNMP group B has Read-Write (R/W) accessto Multicast
groups. Feature access is granted viathe MIB name or MIB Object ID.

To define the SNMP View Content:

1. Click System > SNMP > SNMPv3 > View Content. The SNMPv3 View Content screen
displays:
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The SNMPv3 View Content screen contains the following fields:
Views

* View Name— Sdlect the user-defined view name. The view name can contain a maximum
of 30 alphanumeric characters.

* Object ID Subtree— Enter the device feature OID.

* View Type— Select whether the defined OID branch will be included in or excluded from
the selected SNMP view. The possible field values are:

— Included — Indicates the OID isincluded in the SNMP view.

— Excluded — Indicates the OID is excluded from the SNMP view.
2. Select the View Name from the list in the provided field in the Views table.
3. Enter the Object ID Subtreein the provided field in the first row.
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4,
5.

Select either Included or Excluded from the View Type provided field in the first row.
Click APPLY to update the device.

To add anew SNMP OID entry:

1

o ~ WD

Click System > SNMP > SNMPv3 > View Content. The SNMPv3 View Content screen
displays.

Select the View Name from the list in the provided field in the Views table.

Enter the Object I D Subtreein the provided field in the first row.

Select either Included or Excluded from the View Type provided field in the first row.

Click ADD to update the device.

To remove an SNMP OID entry:

1

Click System > SNMP > SNM Pv3 > View Content. The SNMPv3 View Content screen
displays.

Select the View Name from the list in the provided field in the Views table.

Select the OID entry to be removed.

Click DELETE to remove the entry.

Community Configuration

Access rights are managed by defining communities in the Community Configuration screen.
When community names are changed, access rights are also changed.

To define SNMPv3 communities:
1. Click System > SNM P > SNM Pv3 > Community Configuration. The SNMPv3 Community

Configuration screen displays:
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The SNMPv3 Community Configuration screen contains the following fields:

* Management Sation | P — Enter the management station | P address for which the SNMP
community is defined.

e Community String — Enter the password used to authenticate the management station to
the device.

*  Group Name— Select the SNMP group from alist of SNMP groups defined in the SNMP
Group Configuration screen.

Select the SNMP community entry.

Enter the Management Station and Community String in the provided fields.
Select the Group Name from the list.

Click APPLY to update the device.

To add a new SNMPv3 community:

1. Click System > SNMP > SNM Pv3 > Community Configuration. The SNMPv3 Community
Configuration screen displays.

a M D

Enter the Management Sation and Community String in the provided fieldsin the first row.
Select the Group Name from the list in the provided field in the first row.
4. Click ADD to update the device.
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To remove an SNM Pv3 community:

1. Click System > SNMP > SNM Pv3 > Community Configuration. The SNMPv3 Community
Configuration screen displays.

2. Select the community entry.
3. Click DELETE to remove the entry.

Group Configuration

The SNMPv3 Groups screen provides information for creating SNMP groups and assigning
SNMP access control privilegesto SNMP groups. Groups allow network managers to assign
access rights to specific device features or feature aspects.

To define an SNMP group:

1. Click System > SNMP > SNMPv3 > Group Configuration. The SNMPv3 Groups screen
displays:
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Figure 3-15

The SNMPv3 Groups screen contains the following fields:

Group Name — Enter the user-defined group to which access control rules are applied.
Thefield rangeis up to 30 characters.

Security M odel — Select the SNMP version associated with the group. The possible field
values are:

— SNMPv1 - SNMPv1isdefined for the group.
— SNMPv2 - SNMPv2cis defined for the group.
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— SNMPv3 - SNMPv3is defined for the group.

» Security Level — Select the security level attached to the group. Security levels apply to
SNMPv3 only. The possible field values are:

— No Authentication — Neither the Authentication nor the Privacy security levels are
assigned to the group.

— Authentication — Authenticates SNM P messages and ensures that the SNMP
message’s origin is authenticated.

—  Privacy — Encrypts SNM P messages.
* Operation — Select the group access rights. The possible field values are:

— Read — Management access is restricted to read-only. Changes are made to the
assigned SNMP view.

— Write— Management access is read-write. Changes are made to the assigned SNMP
view.

— Notify — Sends traps for the assigned SNMP view.
Select the SNMP group entry.

Select the Security Model and Security Level from thelistsin the provided fields in the first
row.

Specify the group accessrights for the selected SNMP viewsin the Oper ation provided fields
in thefirst row.

Click APPLY to update the device.

To add anew SNMPv3 group:

1

4.

Click System > SNMP > SNMPv3 > Group Configuration. The SNMPv3 Groups screen
displays.

Select the Security Model and Security Level from the listsin the provided fields in the first
row.

Specify the group accessrights for the selected SNMP viewsin the Oper ation provided fields
in thefirst row.

Click ADD to update the device.

To remove an SNMPv3 group:

1

Click System > SNMP > SNM Pv3 > Group Configuration. The SNMPv3 Groups screen
displays.
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2. Select the group entry.
3. Click DELETE to remove the entry.

User Configuration

The SNMPv3 User Configuration screen provides information for creating users, assigning the
user agroup, an Engine Id, and Authentication attributes.

To define SNM P users:

1. Click System > SNMP > SNMPv3 > User Configuration. The SNMPv3 User Configuration
screen displays:
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Figure 3-16

The SNMPv3 User Configuration screen contains the following fields:
e User Name— Enter the user name. Thefield range is up to 30 al phanumeric characters.

»  Group Name — Enter the group name from alist of user-defined SNMP groups. SNMP
groups are defined in the Groups screen.

» EnginelD — Select either thelocal or remote SNMP entity to which the user is connected.
Changing or removing the local SNMP Engine ID deletes the SNMPv3 user database.

* Authentication — Select the method used to authenticate users. The possible field values
are:
— None— No user authentication is used.

— MD?5 Password — Indicates the HMA C-MD5-96 password is used for authentication.
The user must enter a password.
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— SHA Password — Users are authenticated using the HMAC-SHA-96 authentication
level. The user must enter a password.

— MD5 Key — Users are authenticated using the HMAC-M D5 algorithm.
— SHA Key — Users are authenticated using the HMA C-SHA-96 authentication level.
» Password (1-32 Characters) — Enter the password for the group member.

* Authentication Key — Enter the HMAC-MD5-96 or HMAC-SHA-96 authentication
level. The authentication and privacy keys are entered to define the authentication key. If
only authentication isrequired, 16 bytes are defined. If both privacy and authentication are
required, 32 bytes are defined. Each byte in hexadecimal character stringsis two
hexadecimal digits.

* Privacy Key — Enter the privacy key (LSB). If only authentication is required, 20 bytes
are defined. If both privacy and authentication are required, 36 bytes are defined. Each
byte in hexadecimal character stringsistwo hexadecimal digits.

Select the user entry.

Enter the User Name in the provided field in the first row.

Select the Group Name and Engine I D from the listsin the provided fields in the first row.
Select the Authentication method from the list in the provided field in the first row.

If you selected a password method of Authentication, enter the Password in the provided
field in thefirst row. If you selected a key method of Authentication, enter the
Authentication Key and Privacy Key in the provided fields in the first row.

Click APPLY to update the device.

To add anew SNMPv3 user:

1

g ~ w DN

Click System > SNMP > SNM Pv3 > Users Configuration. The SNMPv3 User
Configuration screen displays.

Enter the User Name in the provided field in the first row.
Select the Group Name and Engine I D from thelistsin the provided fieldsin the first row.
Select the Authentication method from the list in the provided field in the first row.

If you selected a password method of Authentication, enter the Password in the provided
field in the first row. If you selected a key method of Authentication, enter the
Authentication Key and Privacy Key in the provided fields in the first row.

Click ADD to update the device.
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To remove an SNMPv3 user:

1

2.
3.

Click System > SNM P > SNM Pv3 > Users Configuration. The SNMPv3 User
Configuration screen displays.

Select the user entry.
Click DELETE to remove the entry.

Global Trap Configuration

The SNMPv3 Global Trap Settings screen contains parameters for defining SNMP notification
parameters.

To configure SNMP notification global parameters:

1

Click System > SNMP > SNMPv3 > Global Trap Configuration. The SNMPv3 Global
Trap Settings screen displays:
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Figure 3-17

The SNMPv3 Global Trap Settings screen contains the following fields:

« SNMP Notifications — Select whether or not the device can send SNMP notifications.
The possible field values are:

— Disable — Disables SNMP notifications.
— Enable— Enables SNMP natifications. Theis the default value.
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* Authentication Notifications— Select the SNM P authentication failure notification status
on the device. The possible field values are:

— Disable — Disables the device from sending authentication failure notifications.

— Enable — Enables the device to send authentication failure notifications. Thisis the
default value.

2. Select either Enable or Disable in the SNM P Notifications provided field.
Select either Enable or Disable in the Authentication Notifications provided field.
4. Click APPLY to update the device.

Trap Configuration

The SNMPv3 Trap Configuration screen contains information for defining filters that determine
whether traps are sent to specific users, and the trap type sent. SNMP notification filters provide
the following services:

e ldentifying Management Trap Targets
» Defining Trap Filtering

» Selecting Trap Generation Parameters
» Providing Access Control Checks

To define trap station management:

1. Click System > SNMP > SNMPv3 > Trap Configuration. The SNMPv3 Trap Configuration
screen displays:
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The SNMPv3 Trap Configuration screen contains the following fields:

Recipients | P — Enter the |P address to which the traps are sent.

Notification Type — Select the type of notification sent. The possible field values are:
— Traps— Indicates traps are sent.

— Informs— Indicates informs are sent.

User Name — Enter the user name. Thefield rangeis up to 30 alphanumeric characters.

Security Level — Select the security level attached to the group. Security levels apply to
SNMPv3 only. The possible field values are:

— No Authentication — Indicates neither the Authentication nor the Privacy security
levels are assigned to the group.

— Authentication — Authenticates SNM P messages and ensures that the SNMP
message’s origin is authenticated.

— Privacy — Encrypts SNM P messages.
UDP Port — Enter the UDP port used to send notifications. The default is 162.
Filter Name — Select the SNMP filter name from the list of SNMP Notification filters.

Timeout — Enter the amount of time (in seconds) the device waits before re-sending
informs. The default is 15 seconds.

Retries— Enter the maximum amount of times the device re-sends an inform request if a
response is not received. The default is 3 times.

Enter the Recipients | P addressin the provided field in the first row.

Select either Traps or Informsin the Notification Type provided field in the first row.

Enter the User Name in the provided field in the first row.

Select the Security L evel from the list in the provided field in the first row.
Enter the UDP Port in the provided field in the first row.

Select the Filter Name from the list in the provided field in the first row.

Enter the Timeout and Retriesin the provided fields in the first row.
Click APPLY to update the device.
To add anew trap:

1. Click System > SNMP > SNMPv3 > Trap Configuration. The SNMPv3 Trap Configuration
screen displays.
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Enter the Recipients | P addressin the provided field in the first row.

Select either Traps or Informs in the Notification Type provided field in the first row.
Enter the User Name in the provided field in the first row.

Select the Security Level from the list in the provided field in the first row.

Enter the UDP Port in the provided field in the first row.

Select the Filter Name from thelist in the provided field in the first row.

Enter the Timeout and Retriesin the provided fields in the first row.

Click ADD to update the device.
To remove atrap:

1. Click System > SNMP > SNMPv3 > Trap Configuration. The SNMPv3 Trap Configuration
screen displays.

© o N o g b~ 0D

2. Select thetrap entry.
3. Click DELETE to remove the entry.

Trap Filter Name

The SNMPv3 Trap Filter Name screen permits creating filtering names based on OIDs. Each OID
islinked to adevice feature or a portion of afeature. The SNMPv3 Trap Filter Name screen also
alows network managers to filter notifications.

To define the SNMPv3 Trap Filter Name:

1. Click System > SNMP > SNMPv3 > Trap Filter Name. The SNMPv3 Trap Filter Name
screen displays:
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The SNMPv3 Trap Filter Name screen contains the following field:
» Filter Name— Enter the trap filter name.

Select the trap filter entry.

Enter the trap Filter Name in the provided field in the first row.
Click APPLY to update the device.

To add anew trap filter name:

1

2.
3.

Click System > SNMP > SNMPv3 > Trap Filter Name. The SNMPv3 Trap Filter Name

screen displays.
Enter the trap Filter Namein the provided field in the first row.
Click ADD to update the device.

To remove atrap filter name:

1

Click System > SNMP > SNMPv3 > Trap Filter Name. The SNMPv3 Trap Filter Name

screen displays.
Select the trap filter name entry.
Click DELETE to remove the entry.

Trap Filter Content

The SNMPv3 Trap Filter Content screen permitsfiltering traps based on OIDs. Each OID islinked
to adevice feature or a portion of afeature. The SNMPv3 Trap Filter Content screen also allows

network managersto filter notifications.
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To define SNMPv3 Trap Filter settings:

1. Click System > SNMP > SNMPv3 > Trap Filter Content. The SNMPv3 Trap Filter Content
screen displays:
NETGEAR e SRS s
Trap Filter Content
T =
Figure 3-20
The SNMPv3 Trap Filter Content screen contains the following fields:
Trap Filter Settings
» Filter Name — Select the user-defined notification filter from the list.
Trap Filter Settings
e Object ID Subtree— Enter the OID for which natifications are sent or blocked. If afilter
is attached to an OID, traps or informs are generated and sent to the trap recipients.
* Filter Type— Select whether to send traps or informs relating to the selected OID. The
possible field values are:
— Excluded — Do not send traps or informs.
— Included — Send traps or informs.
2. Select the Filter Name from the list in the provided field.
3. Select thetrap filter content entry from the OID table.
4. Enter the Object ID Subtreein the provided field in the first row.
5. Select the Filter Type from thelist in the provided field in the first row.
6. Click APPLY to update the device.
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To add a new trap filter content entry:

1. Click System > SNMP > SNMPv3 > Trap Filter Content. The SNMPv3 Trap Filter Content
screen displays.

Select the Filter Name from the list in the provided field.
Enter the Object 1D Subtreein the provided field in the first row.
Select the Filter Type from thelist in the provided field in the first row.

Click ADD to update the device.
To remove atrap filter content entry:

1. Click System > SNMP > SNMPv3 > Trap Filter Content. The SNMPv3 Trap Filter Content
screen displays.

Select the Filter Name from the list in the provided field.
Select the trap filter content entry.
4. Click DELETE to remove the entry.

o > 0D

LLDP

The Link Layer Discovery Protocol (LLDP) allows network managers to troubleshoot and
enhance network management by discovering and maintaining network topol ogies over multi-
vendor environments. LLDP discovers network neighbors by standardizing methods for network
devices to advertise themselves to other system, and to store discovered information. Device
discovery information includes:

* Device ldentification
» Device Capabilities
» Device Configuration

The advertising device transmits multiple advertisement message setsin asingle LAN packet. The
multiple advertisement sets are sent in the packet Type Length Value (TLV) field. LLDP devices
must support chassis and port 1D advertisement, as well as system name, system ID, system
description, and system capability advertisements.

The LL DP menu enables configuration of LLDP parameters and contains the following options:

° 13 Bw' C”
e “Advanced”
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Basic

The LLDP Basic menu contains the following option:
e “LLDP Configuration”

LLDP Configuration

The Basic LLDP Configuration screen allows network managersto assign global LLDP and
LLDP-MED (LLDP - Media Endpoint Discovery) parameters.

To configure LLDP settings:
1. Click System > LLDP > Basic > LLDP Configuration. The Basic LLDP Configuration
screen displays:
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Figure 3-21

The Basic LLDP Configuration screen contains the following fields:

LLDP Properties

e LLDP —Select the LLDP global status on the device. The possible field values are:
— Disable—Disables LLDP on the device. Thisisthe default value.
— Enable—Enables LLDP on the device.

e LLDPDU Handling—Select LLDPDU (LLDP Data Unit) packet handling when LLDPis
disabled. The possible field values are:

— Flooding — Indicates LLDPDU packets are flooded to all portsin the system.
— Filtering — Indicates LLDPDU packets are filtered. Thisis the default.
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e TLV Advertised Interval — Enter the rate in seconds at which LLDP advertisement
updates are sent. The possible field rangeis 5 - 32768 seconds. The default value is 30
seconds.

» Topology Change Notification I nterval — Displays the amount of time that has elapsed
since the bridge wasiinitialized or reset or the last topology change that occurred. Thetime
is displayed in a day-hour-minute-second format, such as 2 days 5 hours 10 minutes and 4
seconds.

* Hold Multiplier — Enter the amount of time that LLDP packets are held before the
packets are discarded, measured in multiples of the TLV Advertised Interval. The possible
field rangeis 2 - 10. Thefield default is 4. For example, if the TLV Advertised Interval is
30 seconds and the Hold Multiplier is 4, then the LLDP packets are discarded after 120
seconds.

* Raeinitializing Delay — Enter the amount of time in seconds that passes between disabling
and reinitializing LLDP. The possiblefield rangeis 1 - 10 seconds. The field default is 2
seconds.

« Transmit Delay — Enter the amount of time in seconds that passes between successive
LLDP frame transmissions due to changesin the LLDP local systems MIB. The possible
field valueis 1 - 8192 seconds. The field default is 2 seconds.

LLDP-MED Properties

* Fast Sart Duration — Enter the number of times LL DP packets are sent when the LLDP-
MED Fast Start mechanism isinitialized, which occurs when a new Endpoint device links
with the LLDP-MED Network Connectivity Device.

Select the LLDP global status on the device by selecting Enable or Disable in the LLDP field.

If you selected Disableinthe LL DP field, select thetype of LL DPDU Handling from the list
in the provided field.

4. If you selected Enablein the LLDP field, enter the TLV Advertised Interval, Hold
Multiplier, Reinitializing Delay, Transmit Delay and Fast Start Duration in the provided
fields.

5. Click APPLY to update the device.

Advanced

The LLDP Advanced menu contains the following options:

“LLDP Configuration”
“LLDP Port Settings”
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e “LLDP-MED Network Policy”
e “LLDP-MED Port Settings”

» “Loca Information”

*  “Neighbors Information”

, “LLDP Statistics”

LLDP Configuration

The Advanced LLDP Configuration screen allows network managers to assign global LLDP and

LLDP-MED (LLDP - Media Endpoint Discovery) parameters.

To configure LLDP settings:

1. Click System > LLDP > Advanced > LLDP Configuration. The Advanced LLDP

Configuration screen displays:
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The Advanced LLDP Configuration screen contains the following fields:

LLDP Properties

* LLDP—Select the LLDP global status on the device. The possible field values are:
— Disable—Disables LLDP on the device. Thisisthe default value.

— Enable— Enables LLDP on the device.

3-41
v1.0, June 2009

Managing System Settings



GS700TS Smart Switch Software Administration Manual

e LLDPDU Handling—Select LLDPDU (LLDP Data Unit) packet handling when LLDPis
disabled. The possible field values are:

— Flooding — LLDPDU packets are flooded to all portsin the system.
— Filtering — LLDPDU packets are filtered. Thisis the default.

 TLV Advertised Interval — Enter the rate in seconds at which LLDP advertisement
updates are sent. The possible field rangeis 5 - 32768 seconds. The default value is 30
seconds.

» Topology Change Notification I nterval — Displays the amount of time that has elapsed
since the bridge wasinitialized or reset or the last topology change that occurred. Thetime
is displayed in a day-hour-minute-second format, such as 2 days 5 hours 10 minutes and 4
seconds.

* Hold Multiplier — Enter the amount of time that LL DP packets are held before the
packets are discarded, measured in multiples of the TLV Advertised Interval. The possible
field rangeis 2 - 10. Thefield default is 4. For example, if the TLV Advertised Interval is
30 seconds and the Hold Multiplier is 4, then the LLDP packets are discarded after 120
seconds.

* Raeinitializing Delay — Enter the amount of time in seconds that passes between disabling
and reinitializing LLDP. The possible field rangeis 1 - 10 seconds. The field default is 2
seconds.

* Transmit Delay — Enter the amount of time in seconds that passes between successive
LLDP frame transmissions due to changesin the LLDP local systems MIB. The possible
field valueis 1 - 8192 seconds. Thefield default is 2 seconds.

LLDP-MED Properties

* Fast Sart Duration — Enter the number of LL DP packets sent when the LLDP-MED Fast
Start mechanism isinitialized, which occurs when a new Endpoint device links with the
LLDP-MED Network Connectivity Device.

2. Select the LLDP global status on the device by selecting Enable or Disable in the LLDP field.

3. If you selected Disableinthe LLDP field, select thetype of LL DPDU Handling from thelist
in the provided field.

4. If you selected Enablein the LLDP field, enter the TLV Advertised Interval, Topology
Change Natification Interval, Hold Multiplier, Reinitializing Delay, Transmit Delay and
Fast Start Duration in the provided fields.

5. Click APPLY to update the device.
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LLDP Port Settings

The LLDP Port Settings screen alows network administrators to define LLDP port settings,
including the port type, the LLDP port state, and the type of port information advertised.

To define LLDP Port Properties:

1. Click System > LLDP > Advanced > LLDP Port Settings. The LLDP Port Settings screen
displays:
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Figure 3-23

The LLDP Port Settings screen contains the following fields:

* Interface— Displays the specific interface for which LLDP parameters are defined.

* Admin Satus— Select the LL DP packet transmitting and receiving status of the interface.
The possible field values are:

Tx Only — Enables transmitting LLDP packets only.

Rx Only — Enables receiving LLDP packets only.

Tx & Rx — Enables transmitting and receiving LLDP packets.
Disable — Disables LLDP on the interface.

* Management | P Address— Select the management | P address that is advertised from the
interface. The possible field values are:

StopAdvertise — Stops advertising the management | P address from the interface.
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— AutoAdvertise — Advertises the device's current | P address as the management IP
address.

* Notification — Select the topology change notification status on the interface.

— Enable — Enables topology change notification on the interface. Thisisthe default
value.

— Disable— Disables topology change notification on the interface.
» Optional TLVs— Select whether optional TLVs are advertised from the interface.
— Enable— Enables optional TLVs on the interface. Thisis the default value.
— Disable— Disables optiona TLVs on the interface.
Select the I nterface to configure.
Select the Admin Satusfrom thelist in the provided field in the first row.
Select the Management | P Address from the list in the provided field in the first row.
Select the Notification status from the list in the provided field in the first row.
Select the Optional TLVs status from the list in the provided field in the first row.
Click APPLY to update the device.

LLDP-MED Network Policy

The LLDP-MED Network Policy screen alows network administrators to define LLDP-MED
network policies, which include the application, VLAN ID, VLAN type, user priority and DSCP
value.

LLDP Media Endpoint Discovery (LLDP-MED) increases network flexibility by allowing
different IP systems to coexist on asingle network.

LLDP:

Provides detailed network topology information, including what devices are located on the
network, and where the devices are located. For example, what | P phone is connected to what
port, what software is running on what switch, and what port is connected to what PC.

Automatically deploys policies over networks for:

— QoS Palicies

— VoiceVLANs

Provides Emergency Call Service (E-911) via IP Phone location information.
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»  Provides troubleshooting information. LLDP-MED sends network managers alerts for:
— Port speed and duplex mode conflicts
— QoS policy misconfigurations

To configure LLDP-MED Network Policy:

1. Click System > LLDP > Advanced > LLDP-MED Network Policy. The LLDP-MED
Network Policy screen displays:
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The LLDP-MED Network Policy screen contains the following fields:
* Network Policy Number — Select the network policy number. Thefield rangeis1 - 32.

* Application — Select the application for which the network policy is defined. The possible
field values are:

— Voice - Indicates the network policy is defined for a Voice application.

— Voice Signaling — Indicates the network policy is defined for a Voice Signaling
application.

— Guest Voice — Indicates the network policy is defined for a Guest Voice application.

— Guest Voice Signaling — Indicates the network policy is defined for a Guest Voice
Signaling application.

— Softphone Voice — Indicates the network policy is defined for a Softphone Voice
application.

— Video Conferencing — Indicates the network policy is defined for a Video
Conferencing application.
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— Streaming Video — Indicates the network policy is defined for a Streaming Video
application.

— Video Signaling — Indicates the network policy is defined for aVideo Signaling
application.

*  VLAN ID —Enter the VLAN ID for which the network policy is defined.

*  VLAN Type— Select the VLAN type for which the network policy isdefined. The
possiblefield values are:

— Tagged — Indicates the network policy is defined for tagged VLANS.
— Untagged — Indicates the network policy is defined for untagged VLANS.

e User Priority — Select the priority assigned to the network application. The field rangeis
0-7.

» DSCP Value — Select the DSCP value assigned to the network policy. The possible field
valueisO - 63.

Select the Network Policy entry to configure.

Select the Network Policy Number from the list in the provided field in the first row.
Enter the VLAN 1D in the provided field in the first row.

Select the VLAN Type from thelist in the provided field in the first row.

Select the User Priority from thelist in the provided field in the first row.

Select the DSCP Value from the list in the provided field in the first row.

Click APPLY to update the device.
To add anew network policy entry:

1. Click System > LLDP > Advanced > LLDP-MED Network Policy. The LLDP-MED
Network Policy screen displays.

O N o g »~ WD

2. Select the Network Policy Number from thelist in the provided field in the first row.

3. Enter the VLAN ID in the provided field in the first row.

4. Select the VLAN Type from thelist in the provided field in the first row.

5. Select the User Priority from thelist in the provided field in the first row.

6. Select the DSCP Value from thelist in the provided field in the first row.

7. Click ADD to update the device.
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To remove a network policy entry:

1. Click System > LLDP > Advanced > LLDP-MED Network Policy. The LLDP-MED
Network Policy screen displays.

2. Select the Network Policy entry.
3. Click DELETE to remove the entry.

LLDP-MED Port Settings

The LLDP-MED Port Settings screen contains parameters for assigning LLDP-MED network
policies to specific ports.
To configure LLDP-MED port settings:

1. Click System > LLDP > Advanced > LLDP-MED Port Settings. The LLDP-MED Port
Settings screen displays:
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Figure 3-25

The LLDP-MED Port Settings screen contains the following fields:
* Port — Select the port to configure.

e LLDP-MED status— Select the LLDP-MED status for the selected port. The possible
field values are:

— Enable—Enables LLDP-MED on the selected port.
— Disable—Disables LLDP-MED on the selected port.

* Notification — Select the notification status for the selected port. The possible field values
are:

— Enable — Enables notification on the selected port.
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— Disable— Disables notification on the selected port.

* Network Palicies— Click on the gold button to select the network policy numbersto apply
to the selected port.

Select the Port from thelist in the provided field.
Select the LLDP-MED status of the selected port from the list in the provided field.
Select the Notification Status of the selected port from the list in the provided field.

o M 0D

Click on the Networ k Policies gold bar and select the network policy numbersto apply to the
port.

6. Click APPLY to update the device.

Local Information
The LLDP Local Information screen enables viewing detailed port LLDP-MED information.
To view LLDP-MED port information:

1. Click System > LLDP > Advanced > Local | nformation. The LLDP-MED Local
Information screen displays.
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Figure 3-26

The LLDP-MED Loca Information screen contains the following fields:
Device Information

* Chassis|D Subtype — Displays the chassis ID type. For example, MAC address.
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Chassis I D — Displays the chassis identification of the device transmitting the LLDP
frame.

System Name — Displays the administratively assigned device name.

System Description — Describes the device. For example, system hardware type and
version, operating system and network software.

System Capabilities — Describes the primary device function. For example: Bridge,
Router.

Port I nformation

I nterface — Displays the port number.
Port ID SubType — Displays the port ID type. For example, MAC address.
Port 1D — Displays the port identification of the port transmitting the LLDP frame.

Port Description — Displays information about the port, including manufacturer, product
name and hardware/software version.

Adver tisement — Displays the advertisement status of the port. The possible field values
are:

— Enable — Enables advertisement on the port.
— Disable — Disables advertisement on the port.

2. Click REFRESH to refresh the Local Information screen.
To view LLDP-MED detailed port information:

1. Click System > LLDP > Advanced > Local Information. The LLDP-MED Loca
Information screen displays.

2. Click the Interface to view its detailed information. The Port Information window opens

The Port Information window contains the following fields:
Managed Address

Address SubType — Displays the managed address subtype. For example, |Pv4.
Address— Displays the managed address.
Interface SubType — Displays the port subtype.

Interface Number — Displays the port number.
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MAC/PHY Details

» Auto-Negotiation Supported — Displays the port speed auto-negotiation support status.
The possible values are:

— True - Indicates auto-negotiation is supported on the port.
— Fase—Indicates auto-negotiation is not supported on the port.

* Auto-Negotiation Enabled — Displays the port speed auto-negotiation active status. The
possible values are:

— True— Indicates auto-negotiation is enabled on the port.
— Fase—Indicates auto-negotiation is not enabled on the port.

» Auto-Negotiation Advertised Capabilities— Displays the port speed auto-negotiation
capabilities. For example, 1000BASE-T half duplex mode, 100BASE-TX full duplex
mode.

* Operational MAU Type — Displays the Medium Attachment Unit (MAU) type. The
MAU performs physical layer functions, including digital data conversion from the
Ethernet interfaces’ collision detection and bit injection into the network. For example,
100BASE-TX full duplex mode.

802.3 Details
e 802.3 Maximum Frame Size — Displays the advertised maximum frame size supported
on the port.

802.3 Link Aggregation

» Aggregation capability — Indicatesif the port can be aggregated.

* Aggregation status— Indicatesif the port is currently aggregated.

» Aggregation Port 1D — Displays the advertised aggregated port ID.

MED Details

» Capabilities Supported — Displays the MED capahilities enabled on the port.
* Current Capabilities— Indicates the TLV is advertised by the port.

» Device Class— Indicates the device is a network connectivity device.
Network Policies

« Application Type— Displays the network policy application type. For example, Voice.
* VLAN ID - Displays the network policy VLAN ID.

Managing System Settings 3-50
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

* VLAN Type—Displaysthe VLAN type for which the network policy is defined. The
possible field values are:

— Tagged — Indicates the network policy is defined for tagged VLANS.
— Untagged — Indicates the network policy is defined for untagged VLANS.
» User Priority — Displays the network policy user priority.
» DSCP - Displays the network policy DSCP.
3. Click the Network Policies gold bar to display the network policies applied to the port.

Neighbors Information

The LLDP Neighbors Information screen contains information received from neighboring device
LLDP advertisements.

To view LLDP neighbors information:

1. Click System > LLDP > Advanced > Neighbor s I nformation. The LLDP Neighbors
Information screen displays:
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Figure 3-27

The LLDP Neighbors Information screen contains the following fields:

* MSAP Entry — Displays the device’'s Media Service Access Point (M SAP) entry number.
» Local Port — Displays the port number.

* Chassis|D SubType — Displaysthe chassis ID subtype. For example, MAC address.

* Chassis|D — Displays the chassis identification of the device transmitting the LLDP
frame.
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2.

Port 1D SubType — Displays the port ID subtype. For example, MAC address.
Port I D — Displays the port identification of the port transmitting the LLDP frame.
System Name — Displays the administratively assigned device name.

Time To Live — Displays the amount of time (in seconds) in which the information
received in the LLDPDU from the remote device remains valid.

Click REFRESH to refresh the Neighbors Information screen.

To view LLDP Neighbors detailed information:
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Figure 3-28

Click System > LLDP > Advanced > Neighbors Information. The LLDP Neighbors
Information screen displays.

Click the M SAP Entry to view its detailed information. The Neighbors Information window
opens:
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The Neighbors Information window contains the following fields:

Port Details

e Local Port — Displays the port number.

» MSAP Entry — Displays the device's Media Service Access Point (MSAP) entry number.
Basic Details

* Chassis|D SubType — Displaysthe chassis ID subtype. For example, MAC address.

* Chassis|D —Displays the chassis identification of the device transmitting the LLDP
frame.

e Port ID SubType— Displays the port ID subtype. For example, |Pv4 address.
e Port ID — Displays the port identification of the port transmitting the LLDP frame.

» Port Description — Displays information about the port, including manufacturer, product
name and hardware/software version.

» System Name — Displays the administratively assigned device name.

» System Description — Describes the device. For example, system hardware type and
version, operating system and network software.

» System Capabilities — Describes the primary device function. For example: Bridge,
Router.

Managed Address

* Address SubType — Displays the managed address subtype. For example, MAC or |Pv4.
» Address— Displays the managed address.

* Interface SubType — Displays the port subtype.

* Interface Number — Displays the port number.

MAC/PHY Details

* Auto-Negotiation Supported — Displays the port speed auto-negotiation support status.
The possible values are:

— True—Indicates Auto-negotiation is supported on the port.

— Fase—Indicates Auto-negotiation is not supported on the port.
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* Auto-Negotiation Enabled — Displays the port speed auto-negotiation active status. The
possible values are:

— True— Indicates Auto-negotiation is enabled on the port.
— Fase—Indicates Auto-negatiation is not enabled on the port.

» Auto-Negotiation Advertised Capabilities— Displays the port speed auto-negotiation
capabilities. For example, 1000BASE-T half duplex mode, 100BASE-TX full duplex
mode.

* Operational MAU Type— Displays the Medium Attachment Unit (MAU) type. The
MAU performs physical layer functions, including digital data conversion from the
Ethernet interfaces’ collision detection and bit injection into the network. For example,
100BASE-TX full duplex mode.

802.3 Power via M DI

» MDI Power Support Port Class— Displays the advertised power support port class.
* PSE MDI Power Support — Indicatesif MDI power is supported on the port.
 PSE MDI Power Sate— Indicatesif MDI power is enabled on the port.

» PSE Power Pair Control Ability — Indicates if power pair control is supported on the
port.

» PSE Power Pair — Displays the power pair control type supported on the port.
» PSE Power Class— Displaysthe advertised power class of the port.

802.3 Link Aggregation

» Aggregation capability — Indicatesif the port can be aggregated.

* Aggregation status— Indicatesif the port is currently aggregated.

» Aggregation Port ID — Displays the advertised aggregated port ID.

802.3 Details

* 802.3 Maximum Frame Size — Displays the advertised maximum frame size that is
supported on the port.

802.1 VLAN and Protocol

* PVID - Displays the advertised port VLAN ID.
PPVIDs

» VID —Displaysthe protocol VLAN ID.
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Supported — Displays the supported Port and Protocol VLAN IDs.
Enabled — Displays the Enabled Port and Protocol VLAN IDs.

VLAN IDs

VID — Displaysthe Port and Protocol VLAN ID.
VLAN Names — Displays the advertised VLAN names.

Protocol I Ds

Protocol 1D — Displays the advertised protocol IDs.

MED Details

Capabilities Supported — Displays the MED capabilities enabled on the port.
Current Capabilities— Displays the MED TLVs advertised by the port.

Device Class— Displays the LLDP-MED endpoint device class. The possible device
classes are:

— Endpoint Class 1 — Indicates a generic endpoint class, offering basic LLDP services.

— Endpoint Class 2 — Indicates a media endpoint class, offering media streaming
capabilitiesaswell asall Class 1 features.

— Endpoint Class 3 — Indicates a communications device class, offering all Class 1 and
Class 2 features plus location, 911, Layer 2 switch support and device information
management capabilities.

PoE Device Type — Displays the port PoE type. For example, Powered.
PoE Power Source— Displays the port’s power source.

PoE Power Priority — Displays the port’s power priority.

PoE Power Value — Displays the port’s power value.

Har dware Revision — Displays the hardware version.
Firmware Revision — Displays the firmware version.

Softwar e Revision — Displays the software version.

Serial Number — Displays the device serial number.
Manufacturer Name — Displays the device manufacturer name.
Model Name — Displays the device model name.

Asset | D — Displaysthe asset ID.
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L ocation Information

Civic — Displaysthe device's civic or street address |ocation. For example, 123 45th St E.
Thefield value length rangeis 6 - 160 characters.

Coor dinates — Displays the device's location map coordinates - latitude, longitude and
altitude.

ECSELIN — Displays the device’'s Emergency Call Service (ECS) Emergency Location
Identification Number (ELIN). The field rangeis 10 - 25.

Unknown — Displays unknown |ocation information.

Network Policies

Application Type — Displays the network policy application type. For example, Voice.
VLAN ID - Displaysthe VLAN ID for which the network policy is defined.

VLAN Type—Displaysthe VLAN type for which the network policy is defined. The
possible field values are:

— Tagged — Indicates the network policy is defined for tagged VLANS.

— Untagged — Indicates the network policy is defined for untagged VLANS.
User Priority — Displays the network policy user priority.

DSCP — Displays the network policy DSCP.

LLDP Unknown TLVs

Type — Displays the unknown TLV typefield.
Value — Displays the unknown TLV value field.

3. Click the Network Policies gold bar to display the network palicies applied to the MSAP
entry.

4. Click the LLDP Unknown TLVsgold bar to display the MSAP entry’s unknown TLVs.

LLDP Statistics

The LLDP Statistics screen contains L L DP statistics including when table entries were updated or
aged out. The LLDP Statistics screen also contains statistics for LLDP packets received, dropped,
aged out, and TVLs recieved.

Toview LLDP statistics:
1. Click System > LLDP > Advanced > LLDP Satistics. The LLDP Statistics screen displays.
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The LLDP Statistics screen contains the following fields:

* Last Update—Indicates the last time the LL DP statistics were updated. The date and time
are displayed inthe following format, day-month-year hour:minute:second.

« Total Inserts— Indicates the total number of new entries since the last time the table was
last updated.

« Total Deletes — Indicates the total number of deleted entries since the table was last
updated.

» Total Drops— Indicates the total number of entries that could not be added to the table
due to lack of resources. These entries are dropped.

» Total Age-outs— Indicates the total amount of entries that were aged out since the table
was last updated.

» Interface— Indicates the stacking member for which the LLDP statistics are displayed.

e TxFramesTotal — Indicates the total amount of LLDP packets transmitted on the port.

* Rx Frames— Indicates the total amount of LLDP packets received on the port, including:
— Total — Indicates the total amount of valid LLDP packets received on the port.

— Discarded — Indicates the total amount of LLDP packets that were discarded on the
port.

— Errors—Indicates the total amount of LLDP packets that were errors on the port.

* RxTLVs-Indicates the total amount of Type Length Value received on the port,
including:
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— Discarded — Indicates the total number of TLV s discarded on the port.

— Unrecognized — Indicates the total number of TLV which were not recognized by the
port.

* RxAgeoutsTotal — Indicatesthe total amount of LL DP entries that were aged out on the
port.

2. Select astacking member in the Unit No. field. The LLDP statistics for the stacking member
are displayed.
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Chapter 4
Configuring Switching Settings

Configuring Switching Settings

The navigation pane at the top of the web browser interface contains a Switching tab that enables
you to manage your GS700TS Smart Switch with features under the following main headings:

. “Ports’

. “LAG"
« “VLAN’

. “Voice VLAN"
. “STP’
“Multicast”

e “Address Table”

The description that follows in this chapter describes configuring and managing switching settings
in the GS700TS Smart Switch.

Ports

The Ports menu contains the following option:
* “Port Configuration”

Port Configuration

The Port Configuration screen contains fields for defining port parameters enabled on the ports.
To configure port parameters:

1. Click Switching > Ports > Port Configuration. The Port Configuration screen displays.
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Figure 4-1

The Port Configuration screen contains the following fields:

Port — Displays the port number.

Port Description — Enter a user-defined port description.

Status— Select the port’s operational status. The possible field values are:
— Up—Indicates the port is operational .

— Down —Indicates the port is hot operational.

— Suspended — Indicates the port is suspended either through the locked port security

option or through the Access Control List configurations.

Reactivate Suspended — Select the reactivation status for a port disabled through the
locked port security option. The possible field values are:

— Enable — Enables reactivation.
— Disable—Disables reactivation.
Port Speed — Select the data transmission rate for the port. The port type determines

which speed setting options are available. Port speeds can only be configured when auto

negotiation is disabled. The possible field values are:
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— 10M —Indicates the port is currently operating at 10 Mbps.
— 100M — Indicates the port is currently operating at 100 Mbps.
— 1000M — Indicates the port is currently operating at 1000 Mbps.

Duplex M ode — Select the port duplex mode. Thisfield is configurable only when auto
negotiation is disabled and the port speed is set to 10M or 100M. The possible field values
are:

— Half —Indicates the interface supports transmission between the device and the client
in only one direction at atime.

— Full — Indicates the interface supports transmission between the device and its link
partner in both directions simultaneously.

— Auto — Indicates the interface supports transmission between the device and the link
partner based on the transmission mode of the link partner.

Auto Negotiation — Select the port auto negotiation status. Auto negotiation is a protocol
between two link partners that enables a port to advertise its transmission rate, duplex
mode, and flow control abilitiesto its partner. The possible field values are:

— Enable — Enables auto negotiation. Thisis the default value.
— Disable — Disables auto negotiation.

Back Pressure — Select the back pressure mode of the Port. Back Pressure modeis used
with half duplex mode to disable ports from receiving messages. Back Pressure modeis
disabled by default. The possible field values are:

— Enable — Enables back pressure mode.
— Disable — Disables back pressure mode.

Flow Control — Select the flow control status of the port. Operates when the port isin full
duplex mode. Flow control is disabled by default. The possible field values are:

— Enable—Enables flow control.
— Disable —Disables Flow control.

MDI/MDIX — Select the MDI/MDIX status of the port. Hubs and switches are
deliberately wired opposite the way end stations are wired, so that when a hub or switch is
connected to an end station, a straight through Ethernet cable can be used and the pairs
will match up properly. When two hubs or switches are connected to each other or two end
stations are connected to each other, a crossover cable is used to ensure that the correct
pairs are connected. The possible field values are:
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— MDI (Media Dependent Interface) — Connects end stations.

— MDIX (Media Dependent Interface with Crossover) — Connects HUBs and switches.

— Auto — Provides automatic cable type detection.
e LAG ID - Select the LAG ID to which the selected port is assigned.
Select the interface.
Enter or modify the fieldsin the first row.
Click APPLY to update the device.

LAG

A Link Aggregated Group (LAG) optimizes port usage by linking a group of ports together to
form asingle LAG. Aggregating ports multiplies the bandwidth between the devices, increases
port flexibility, and provides link redundancy. Ports added to a LAG lose their individual port

configuration. When ports are removed from the LAG, the original port configuration is applied to
the ports. Ensure the following, when configuring LAGs.

All ports within a LAG must be of the same mediatype.

A VLAN isnot configured on the port.

The port is not assigned to adifferent LAG.

Auto-negotiation mode is not configured on the port.

The port isin full-duplex mode.

All portsin the LAG have the same ingress filtering and tagged modes.
All portsin the LAG have the same back pressure and flow control modes.
All portsin the LAG have the same priority.

All portsin the LAG have the same transceiver type.

The device supports up to eight LAGs with eight portsin each LAG.

LACP LAGs support up to 16 ports, with eight ports active at any given time.

The LAG menu contains the following options:

“Basic”
“ Advanced”
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Basic

The LAG Basic menu contains the following options:
* “LAG Configuration”
“LAG Membership”

LAG Configuration

The Basic LAG Configuration screen containsfields for configuring LAG parameters. The system
supports 8 LAGs, and each LAG can contain up to 8 ports.

To define LAG parameters:

1. Click Switching> LAG > Basic > LAG Configuration. The Basic LAG Configuration
screen displays:
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Figure 4-2

The Basic LAG Configuration screen contains the following fields:

* Interface— Displaysthe LAG number.

e Description — Enter a user-defined LAG description.

» Satus-— Select the current link operation. The possible field values are:
— Up-—Indicatesthe LAG is currently linked and forwarding traffic.
— Down—Indicatesthe LAG is currently not linked.

* Reactivate Suspended — Select the action to apply to a suspended LAG. The possible
field values are:
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— Enable — Reactivates the suspended LAG.
— Disable—Does not reactivate the suspended LAG.
* Type-Displaysthe LAG type. The possible field values are:
— Static— Indicatesthe LAG is configured manually.
— LACP-Indicatesthe LAG is configured automatically.

o Speed — Select the data transmission rate for the LAG. The LAG type determines what
speed setting options are available. The possible field values are:

— 10M —Indicatesthe LAG is currently operating at 10 Mbps.
— 100M —Indicatesthe LAG is currently operating at 100 Mbps.
— 1000M — Indicates the LAG is currently operating at 1000 Mbps.
* Duplex Mode — Displays the duplex mode of the LAG. The possible field values are:

— Full — Indicates the interface supports transmission between the device and its link
partner in both directions simultaneously.

— None - Indicates Duplex mode is not enabled onthe LAG.

» Auto Negotiation — Select the auto negotiation status of the LAG. Auto Negotiationisa
protocol between two link partnersthat enables a port to advertise its transmission rate and
flow control abilitiesto its partner. Auto Negotiation is enabled by default. The possible
field values are:

— Enable — Enables auto negotiation.
— Disable— Disables auto negotiation.

* Flow Control — Select the flow control status of the LAG. Operates when the LAGisin
full duplex mode. Flow Control is disabled by default. The possible field values are:

— Enable—Enables flow control.
— Disable—Disables flow control.
2. Sedlect theinterface.
Enter or modify the fieldsin the first row.
4. Click APPLY to update the device.
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LAG Membership
The Basic LAG Membership screen allows network managers to assign portsto LAGs.

To assign portsto LAGs:

1

o b~ w D

Click Switching > LAG > Basic > LAG Membership. The Basic LAG Membership screen
displays:
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Figure 4-3

The Basic LAG Membership screen contains the following fields:
e LAGID-Seectthe LAGID.
* LAG Name- Displaysthe user-defined LAG name.
 LAG Type— Select the LAG type. The possible field values are:
— Static—Indicatesthe LAG is configured manually.
— LACP-Indicatesthe LAG is configured dynamically.
Select the LAG ID and LAG Type.
Click on the unit's gold button. The unit's port panel displays.
Select the ports to be members of the LAG.
Click APPLY to update the device.

Click CURRENT MEMBERS. The Current Members window opens and displays the
member portsincluded inthe LAG:
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Advanced

The LAG Advanced menu contains the following options:
 “LAG Configuration”

¢ “LAG Membership”

* “LACP Configuration”

* “LACP Port Configuration”

LAG Configuration

The Advanced LAG Configuration screen contains fields for configuring LAG parameters. The
system supports 8 LAGs, and each LAG can contain up to 8 ports.

To define LAG parameters:

1. Click Switching> LAG > Advanced > LAG Configuration. The Advanced LAG
Configuration screen displays:
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Figure 4-5

The Advanced LAG Configuration screen contains the following fields:

* Interface— Displaysthe LAG number.

» Description — Enter auser-defined LAG description.

» Status— Select the current link operation. The possible field values are:
— Up-—Indicatesthe LAG is currently linked and forwarding traffic.
— Down—Indicatesthe LAG is currently not linked.

* Reactivate Suspended — Select the action to apply to a suspended LAG. The possible
field values are:

— Enable — Reactivates the suspended LAG.
— Disable—Does not reactivate the suspended LAG.
* Type-Displaysthe LAG Type. The possible field values are:
— Static—Indicatesthe LAG is configured manually.
— LACP-Indicatesthe LAG is configured automatically.

*  Speed — Select the data transmission rate for the LAG. The LAG type determines what
speed setting options are available. LAG speeds can only be configured when auto
negotiation is disabled. The possiblefield values are:

— 10M —Indicatesthe LAG is currently operating at 10 Mbps.
— 100M —Indicatesthe LAG is currently operating at 100 Mbps.

4-9 Configuring Switching Settings
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

— 1000M —Indicates the LAG is currently operating at 1000 Mbps.
* Duplex Mode - Displays the duplex mode of the LAG. The possible field values are:

— Full — Indicates the interface supports transmission between the device and its link
partner in both directions simultaneously.

— None—Indicates Duplex modeis not enabled on the LAG.

» Auto Negotiation — Select the auto negotiation status of the LAG. Auto Negotiationisa
protocol between two link partners that enables a port to advertise its transmission rate,
duplex mode, and flow control abilitiesto its partner. Auto Negotiation is enabled by
default. The possible field values are:

— Enable — Enables auto negotiation.
— Disable — Disables auto negotiation.

* Flow Control — Select the flow control status of the LAG. Operates when the portisin
full duplex mode. Flow Control is disabled by default. The possible field values are:

— Enable—Enables flow control.
— Disabled — Disables flow control.
2. Select theinterface.
Enter or modify the fieldsin the first row.
Click APPLY to update the device.

LAG Membership
The Advanced LAG Membership screen allows network managers to assign portsto LAGs.
To assign portsto LAGs:

1. Click Switching> LAG > Advanced > LAG Membership. The Advanced LAG
Membership screen displays:
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The Advanced LAG Membership screen contains the following fields:
e LAGID-Seectthe LAGID.
 LAG Name- Displays the user-defined LAG name.
* LAG Type-— Select the LAG type. The possible field values are:
— Static— Indicatesthe LAG is configured manually.
— LACP-Indicatesthe LAG is configured automatically.
Select the LAG ID and LAG Type.
Click on the unit's gold button. The unit’s port panel displays.
Select the ports to be members of the LAG.
Click APPLY to update the device.

Click CURRENT MEMBERS. The Current Members window opens and displays the
member portsincluded inthe LAG:

o g~ W N
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Figure 4-7

LACP Configuration

Aggregated links can be set up manually or automatically established by enabling LACP on the
relevant links. Aggregated ports can be linked into link-aggregation port-groups. Each group is
comprised of ports with the same speed. The LACP Configuration screen contains afield for
configuring aglobal LACP priority value.

To configure LACP:

1. Click Switching> LAG > Advanced > LACP Configuration. The LACP Configuration
screen displays:
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Figure 4-8
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The LACP Configuration screen contains the following field:

* LACP System Priority — Enter the system priority value. Thefield range is 1-65535. The
field default is 1.

2. Enter the LACP System Priority in the provided field.
3. Click APPLY to update the device.

LACP Port Configuration

The LACP Port Configuration screen provides information and parameters for configuring the
LACP Priority and Timeout fields on interfaces.

To configure LACP port priority:

1. Click Switching> LAG > Advanced > LACP Port Configuration. The LACP Port
Configuration screen displays:
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The LACP Port Configuration screen contains the following fields:

* Interface— Displaysthe interface number to which timeout and priority values are
assigned.

* LACP Priority — Enter the LACP port priority value. Thefield rangeis 1-65535.
» Timeout — Select the administrative LACP timeout. The possible field values are;
— Long - Indicates along timeout value (90 seconds).

— Short — Indicates a short timeout value (3 seconds). Thisis the default.
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2. Select theinterface.
3. Enter the LACP Priority and select the Timeout in the provided fieldsin the first row.
4. Click APPLY to update the device.

VLAN

VLANSsarelogica subgroupswith alLocal AreaNetwork (LAN) which combine user stations and
network devices into asingle unit, regardless of the physical LAN segment to which they are
attached. VLANSs alow network traffic to flow more efficiently within subgroups. VLANS use
software to reduce the amount of time it takes for network changes, additions, and movesto be
implemented.

VLANSs have no minimum number of ports, and can be created per unit, per device, or through any
other logical connection combination, since they are software-based and not defined by physical
attributes.

VLANSsfunction at Layer 2. Since VLANSs isolate traffic within the LAN, aLayer 3 router
working at a protocol level isrequired to alow traffic flow between VLANS. Layer 3 routers
identify segments and coordinate with VLANS. VLANSs are Broadcast and Multicast domains.
Broadcast and Multicast traffic is transmitted only in the VLAN in which the traffic is generated.

VLAN tagging provides a method of transferring VLAN information between VLAN groups.
VLAN tagging attaches a 4-byte tag to packet headers. The VLAN tag indicates to which VLAN
the packets belong. VLAN tags are attached to the VLAN by either the end station or the network
device. VLAN tags also contain VLAN network priority information.

The VL AN menu contains the following options:

« “Basic”
e “Advanced”
Basic

The VLAN Basic menu contains the following options:
“VLAN Configuration”

VLAN Configuration

The Basic VLAN Configuration screen provides information and parameters for configuring and
working with VLANSs. The maximum number of active VLANsis 128.

Configuring Switching Settings 4-14
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

To define VLAN properties:

1. Click Switching>VLAN > Basic > VLAN Configuration. The Basic VLAN Configuration
screen displays:
NETGEAR RESNPRSIN- o Lor4 -
Figure 4-10
The Basic VLAN Configuration screen contains the following fields:
* VLANID —Enter the VLAN ID. Thefield rangeis 2-4093.
* VLAN Name - Enter the user-defined VLAN name.
* Type-Displaysthe VLAN type. The possible field values are:
— Static—Indicatesthe VLAN is user-defined.
— Default — Indicates the default VLAN ID is 1. It cannot be modified by the user.
2. Selectthe VLAN entry.
3. Enterthe VLAN ID and VLAN Namein the provided fieldsin the first row.
4. Click APPLY to update the device.
To add anew VLAN:
1. Click Switching>VLAN > Basic > VLAN Configuration. The Basic VLAN Configuration
screen displays.
Enter the VLAN ID and VLAN Namein the provided fields in the first row.
Click ADD to update the device.
4-15 Configuring Switching Settings

v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

ToremoveaVLAN:

Note: Prior to deleting a VLAN, ensure al multicast group configuration entries associated with
the VLAN are deleted. Refer to “Multicast Group Configuration” for deleting multicast
group entries.

1. Click Switching>VLAN > Basic > VLAN Configuration. The Basic VLAN Configuration
screen displays.

Select the VLAN entry.
Click DELETE to remove the entry.

Advanced

The VLAN Advanced menu contains the following options:
* “VLAN Configuration”

s “VLAN Membership”

e “Port PVID Configuration”

VLAN Configuration

The Advanced VLAN Configuration screen provides information and parameters for configuring
and working with VLANS. The maximum number of active VLANsis 128.

To define VLAN properties.

1. Click Switching>VLAN > Advanced > VLAN Configuration. The Advanced VLAN
Configuration screen displays:
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The Advanced VLAN Configuration screen contains the following fields:
* VLANID —Enter the VLAN ID. Thefield rangeis 2-4093.
* VLAN Name — Enter the user-defined VLAN name.
* Type-Displaysthe VLAN type. The possible field values are:
— Static—Indicatesthe VLAN is user-defined.
— Default — Indicates the default VLAN ID is 1. It cannot be modified by the user.
2. Selectthe VLAN entry.
3. Enter the VLAN ID and VLAN Namein the provided fieldsin the first row.
4. Click APPLY to update the device.
To add anew VLAN:

1. Click Switching > VLAN > Advanced > VLAN Configuration. The Advanced VLAN
Configuration screen displays.

2. Enter the VLAN ID and VLAN Namein the provided fieldsin the first row.
3. Click ADD to update the device.

ToremoveaVLAN:

Note: Prior to deleting aVVLAN, ensure all multicast group configuration entries associated with
the VLAN are deleted. Refer to “Multicast Group Configuration” for deleting multicast
group entries.

1. Click Switching > VLAN > Advanced > VLAN Configuration. The Advanced VLAN
Configuration screen displays.

2. Selectthe VLAN entry.
3. Click DELETE to remove the entry.

VLAN Membership

The VLAN Membership screen contains a table that maps ports to VLANS. Ports are assigned
VLAN membership by toggling through the Port Control settings.

To define VLAN group membership:

1. Click Switching>VLAN > Advanced > VLAN Membership. The VLAN Membership
screen displays:
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The VLAN Membership screen contains the following fields:

* VLANID — Select the VLAN ID to be displayed and configured. VLAN ID 1 cannot be
modified.

* VLAN Name - Displays the name of the VLAN.
VLAN Type—-Displaysthe VLAN type. The possible field values are:
— Static—Indicatesthe VLAN is user-defined.
— Default — Indicatesthe VLAN is the default VLAN. The default VLAN is enabled.

*  Group Operation — Select the VLAN membership for al ports and LAGs. The possible
field values are:

— Tag All — Defines all selected interfaces as tagged VLAN members. Packets
belonging to the respective VLAN are tagged. The packets contain VLAN
information.

— Untag All — Defines all selected interfaces as untagged VLAN members. Packets
belonging to the respective VLAN are untagged.

— Remove All — Removes all the interfaces participating in the VLAN.
2. Selectthe VLAN ID from thelist in the provided field.
3. Select the Group Operation from thelist in the provided field.
4. Click APPLY to update the device.
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To tag or untag selected ports or LAGS:

1

2.
3.
4.

Click Switching > VLAN > Advanced > VLAN Membership. The VLAN Membership
screen displays.

Click agold button to display the ports or LAGs.
Click the boxes below the selected ports or LAGsto mark them astagged (T) or untagged (U).
Click APPLY to update the device.

To tag or untag all the ports within a stacking unit or all the LAGs:

1

3.

Click Switching > VLAN > Advanced > VLAN Membership. The VLAN Membership
screen displays.

Click the stacking unit’s quick box or the LAG quick box, repeatedly if necessary, until aT or
U appearsin the quick box, marking all the unit’s ports or LAGs as tagged or untagged,
respectively.

Click APPLY to update the device.

To view VLAN tagged port members:

1

2.

Click Switching > VLAN > Advanced > VLAN Member ship. The VLAN Membership
screen displays.

Click TAGGED PORT MEMBERS. The VLAN Tagged Ports window opens.

VLAN 1
Tagged Ports

Unit 1
gl,a5

LAG
2

Coovrioht ©1936-2007 Netasar®

Figure 4-13
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To view VLAN untagged port members:

1. Click Switching>VLAN > Advanced > VLAN Membership. The VLAN Membership
screen displays.

2. Click UNTAGGED PORT MEMBERS. The VLAN Untagged Ports screen opens:

VLAN1
Untagged Ports

Unit 1

a2,g3,04,05,97,08,09,010,g11,012,g913,
al4,015,016,017,018,919,020,021,022,023,024,
925,026,927,928,929,030,031,032,033,g34,035,g36,
a37,038,039,040,941,042,043,044,045,946,947,948

Unit 2

91,02,93,95,96,97,08,9,910,011,912,913,
al4,g15,916,917,918,019,020,021,022,023,0924,
025,026,027,028,029,030,031,032,033,034,035,036,
a37,038,939,040,041,042,043,044,045,046,047,048

Unit 3

al,g2,93,04,95,06,07,09,910,011,g12,g13,
al4,015,016,017,018,919,020,021,022,023,024,
925,026,927,928,929,030,031,032,033,g34,035,g36,
a37,038,039,040,941,042,043,044,045,946,947,948

Unit 4

g1,02,93,94,95,95,07,08,09,910,911,013,
al4,g15,916,917,918,019,020,021,022,023,0924,
025,026,027,028,029,030,031,032,033,034,035,036,
a37,038,939,040,041,042,043,044,045,046,047,048

Unit 5
al,g2,93,04,05,06,07,08,49,010,g11,012,g13,
al4,015,017,018,019,920,021,022,023,024,
925,026,927,928,929,030,031,032,033,g34,035,g36,
a37,038,039,040,941,042,043,044,045,946,947,948

Unit 6
g1,02,93,94,95,96,07,08,09,910,911,912,013,
al4,g15,916,017,918,019,021,022,023,924,
025,026,027,028,029,030,031,032,033,034,035,036,
a37,038,939,040,041,042,043,044,045,046,047,048

LAG
1,3,4,5,6,7,8

Copyright ©1996-2007 Netgear®

Figure 4-14

Port PVID Configuration

The Port PVID Configuration screen contains parameters for assigning Port VLAN ID (PVID)
valuesto interfaces. All ports must have adefined PVID. If no value is defined, the default VLAN
PVID isused. VLAN ID 1 belongsto the default VLAN which cannot be deleted from the system.
Oncethe PVID is changed from 1 to another VLAN ID on an interface, the default VLAN on that
interface is automatically removed.

To configure Port PVID parameters:

1. Click Switching>VLAN > Advanced > Port PVID Configuration. The Port PVID
Configuration screen displays:
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Figure 4-15

The Port PVID Configuration screen contains the following fields:

* Interface—Displaystheinterface (port number or LAG number) to whichthe PVID tagis
assigned.

* PVID —Enter the PVID value. The possible field range is 1-4093.
2. Sdlect aninterface.

Enter the PVID in the provided field in the first row.
4. Click APPLY to update the device.

Voice VLAN

Voice VLAN allows you to enhance Vol P service by configuring portsto carry IP Voice traffic
from 1P phones on a specific VLAN. Vol P traffic has a preconfigured OUI prefix in the source
MAC address.

Network managers can configure VLANSs on which voice I P traffic is forwarded. Non-Vol P traffic
isdropped from the Voice VLAN in auto Voice VLAN secure mode. Voice VLAN aso provides
QoSto VoI P, ensuring that the quality of voice does not deteriorate if the IP traffic is received
unevenly. The system supports one Voice VLAN.

4-21 Configuring Switching Settings
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

There are two operational modes for 1P Phones:

» IP phones are configured with VL AN-mode as enabled, ensuring that tagged packets are used
for all communications.

» If the IP phone's VLAN-mode is disabled, the phone uses untagged packets. The phone uses
untagged packets while retrieving the initial 1P address through DHCP. The phone eventually
uses the Voice VLAN and starts sending tagged packets.

The Voice VL AN menu contains the following options:

« “Basic’
 “Advanced”
Basic

The Voice VLAN Basic menu contains the following options:
e “Properties’

Properties

TheVoice VLAN Basic Properties screen contains information about Voice VLAN on the device,
including the ports enabled and included in the Voice VLAN.

To define Voice VLAN settings:

1. Click Switching > Voice VLAN > Basic > Properties. The Voice VLAN Basic Properties
screen displays:
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4.

The Voice VLAN Basic Properties screen contains the following fields:

VoiceVLAN Satus— Select the VoiceVLAN status on the device. The possible field
values are:

— Disable—Disables Voice VLAN on the device. Thisisthe default value.
— Enable—Enables Voice VLAN on the device.
VoiceVLAN ID — Select the Voice VLAN ID number.

Class of Service— Select the CoS tag to add to incoming packets not containing aVvPT
received on the Voice VLAN. The possible field values are 0-7, where zero is the lowest
priority, and seven is the highest priority.

Remar k CoS— Enable or disable reassigning the CoS tag value to packets received on the
Voice VLAN. The possible field values are:

— Disable— Disables remarking the packet CoS tag value. Thisisthe default value.
— Enable — Enables remarking the packet CoS tag value.

Voice VLAN Aging Time — Enter the Voice VLAN aging time. The Voice VLAN aging
time sets the maximum inactivity time for aVVoice VLAN port member after its MAC
address is aged out. If the time since the last MAC address with telephony MAC address
was aged out exceeds the Voice VLAN aging time, the port is dropped from the Voice
VLAN. The default timeis one day. Thefield format is Day, Hour, Minute. The Voice
VLAN aging time starts after the MAC address is aged out from the Dynamic MAC
Addresstable. The MAC Address Dynamic Aging default time is 300 sec. For more
information on defining MAC Address age out time, see “Dynamic Addresses’.

Select the device VoiceVL AN Satusin the provided field.

If you selected Enable in the VoiceVLAN Satusfield, select the VoiceVLAN 1D, Class of
Service, Remark CoS and enter the Voice VLAN Aging Timein the provided fields.

Click APPLY to update the device.

Advanced

The Voice VLAN Advanced menu contains the following options:
“Properties’

“Port Setting”

“Ooul”
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Properties

The Voice VLAN Advanced Properties screen contains information about Voice VLAN on the
device, including the ports enabled and included in the Voice VLAN.

To define Voice VLAN settings:

1. Click Switching > Voice VLAN > Advanced > Properties. The Voice VLAN Advanced
Properties screen displays:
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The Voice VLAN Advanced Properties screen contains the following fields:

* VoiceVLAN Satus— Select the Voice VLAN status on the device. The possible field
values are:

— Disable—Disables Voice VLAN on the device. Thisisthe default value.
— Enable—Enables VVoice VLAN on the device.
* VoiceVLAN ID — Select the Voice VLAN ID number.

» Classof Service— Select the CoS tag to add to incoming packets not containing a VPT
received on the Voice VLAN. The possible field values are 0-7, where zero is the lowest
priority, and seven is the highest priority.

* Remark CoS— Enable or disable reassigning the CoS tag value to packets received on the
Voice VLAN. The possible field values are:

— Disable — Disables remarking the packet CoS tag value. Thisis the default value.
— Enable — Enables remarking the packet CoS tag value.
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4.

* Voice VLAN Aging Time — Enter the Voice VLAN aging time. The Voice VLAN aging
time sets the maximum inactivity time for a Voice VLAN port member after its MAC
Addressisaged out. If thetime since the last MAC Address with telephony MAC Address
was aged out exceeds the Voice VLAN aging time, the port is dropped from the Voice
VLAN. The default timeis one day. Thefield format is Day, Hour, Minute. The Voice
VLAN aging time starts after the MAC Address is aged out from the Dynamic MAC
Addresstable. The MAC Address dynamic aging default timeis 300 sec. For more
information on defining MAC address age out time, see “ Dynamic Addresses”.

Select the device VoiceVLAN Satusin the provided field.

If you selected Enable in the VoiceVL AN Satusfield, select the VoiceVLAN ID, Class of
Service, Remark CoS and enter the Voice VLAN Aging Time in the provided fields.

Click APPLY to update the device.

Port Setting

The Voice VLAN Port Setting screen allows network managers to add ports or LAGsto the Voice
VLAN.

To add ports or LAGsto the Voice VLAN:

1. Click Switching > Voice VLAN > Advanced > Port Setting. The Voice VLAN Port Setting
screen opens:
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The Voice VLAN Port Setting screen contains the following fields:
» Interface— Displaystheinterface for which the Voice VLAN settings are applied.
* Voice VLAN Mode — Select the Voice VLAN mode. The possible field values are:

— None— Maintains the current Voice VLAN port/LAG settings. Thisis the default
value.

— Auto — Enablesthe port/LAG to join the Voice VLAN if traffic with an IP Phone
MAC Addressis transmitted on the port/LAG. The port/LAG is aged out of the Voice
VLAN if the IP phone’'s MAC address (with an OUI prefix) is aged out and exceeds
the defined aging time. If the MAC Address of the I P phones OUI was added
manually to aport/LAG in the Voice VLAN, the user cannot add it to the Voice
VLAN in Auto mode, only in Manual mode.

* Voice VLAN Security — Select the port/LAG security mode on the Voice VLAN. Port
Security ensures that packets arriving with an unrecognized OUI are dropped.

— Enable — Enables port/LAG security on the Voice VLAN.

— Disable — Disables port/LAG security on the Voice VLAN. Thisis the default value.
*  Membership — Displays the Voice VLAN member status. The possible field values are:

— Active—Indicates the Voice VLAN membership is active for the interface.

— Not Active — Indicates the Voice VLAN membership is not active for the interface.
Select the interface.

Select the Voice VL AN Mode, Voice VLAN Security and M ember ship in the provided
fieldsin the first row.

4. Click APPLY to update the device.

OuUl

The OUI screen lists the Organizationally Unique Identifiers (OUIs) associated with the Voice
VLAN. Thefirst three bytes of the MAC Address contain a manufacturer identifier, while the last
three bytes contain a unique station I1D. Using the OUI, you can add specific manufacturer’sMAC
addresses to the OUI table. Once the OUIs are added, all traffic received on the Voice VLAN ports
from the specific IP phone with alisted OUI isforwarded on the Voice VLAN.

To define OUIs:
1. Click Switching > Voice VLAN > Advanced > OUI. The Voice VLAN OUI screen displays:
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The Voice VLAN OUI screen contains the following fields:

» Telephony OUI(s) — Enter the OUI to enable on the Voice VLAN. The following OUls
are enabled by default.

00-E0-BB — Assigned to 3COM |P Phones.
00-03-6B — Assigned to Cisco | P Phones.

00-E0-75 — Assigned to Polycom/Veritel |P Phones.
00-DO0-1E — Assigned to Pingtel 1P Phones.
00-01-E3 — Assigned to Siemens | P Phones.
00-60-B9 — Assigned to NEC/Philips IP Phones.
00-0F-E2 — Assigned to H3C IP Phones.

» Description — Enter an OUI description up to 32 characters.
2. Select the OQUI entry.
3. Enter the Telephony OUI(s) and Description in the provided fields in the first row.
4. Click APPLY to update the device.
To add anew Voice VLAN OUI:
1. Click Switching > Voice VLAN > Advanced > OUI. The Voice VLAN OUI screen displays.
2. Enter the Telephony OUI(s) and Description in the provided fieldsin the first row.
3. Click ADD to update the device.

4-27

Configuring Switching Settings
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

To remove aVoice VLAN OUI:

1. Click Switching > Voice VLAN > Advanced > OUI. The Voice VLAN OUI screen displays.
2. Select the OQUI entry.

3. Click DELETE to remove the entry.

To restore Voice VLAN OUI factory defaults:

1. Click Switching > Voice VLAN > Advanced > OUI. The Voice VLAN OUI screen displays.
2. Click RESTORE DEFAULTSto restore the factory defaults.

STP

Spanning Tree Protocol (STP) provides network topology for any arrangement of bridges. STP
also provides a single path between end stations on a network, eliminating loops. L oops occur
when alternate routes exist between hosts. Loops in an extended network can cause bridges to
forward traffic indefinitely, resulting in increased traffic and reducing network efficiency.

The STP menu contains the following options:

« “Basic’
e “Advanced”
Basic

The STP Basic menu contains the following options:
e “STP Configuration”

STP Configuration
The Basic STP Configuration screen contains parameters for configuring STP on the device.
To configure STP on the device:

1. Click Switching > STP > Basic > STP Configuration. The Basic STP Configuration screen
displays:
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The Basic STP Configuration screen contains the following fields:
Global Settings

Spanning Tree State — Select the STP state on the device. The possible field values are:
— Disable—Disables STP on the device.
— Enable— Enables STP on the device. Thisisthe default value.

STP Operation Mode— Specifiesthe STP mode enabled on the device. The possiblefield
values are:

— STP-Enables Classic STP on the device.
— RSTP - Enables Rapid STP on the device. Thisisthe default value.
— MSTP - Enables Multiple STP on the device.

Configuration Name — Enter the user-defined configuration name. The maximum length
is 32 characters.

Configuration Revision Level — Defines an unsigned 16-bit number that identifies the
revision of the current STP configuration. The revision number is required as part of the
STP configuration. The possible field range is 0-65535.

BPDU Handling — Determines how the Bridge Protocol Data Unit (BPDU) packets are
managed when STP is disabled on the port or device. BPDUs are used to transmit
spanning tree information. The possible field values are:
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» Filtering — Filters BPDU packets when Spanning Treeis disabled on an interface or
globally on the device. Filtering is used when a bridge interconnects two regions and
thereis aneed to have a separate spanning tree for each region. Filtering the BPDU in
the bridge connecting the two regions will serve this purpose.

» Flooding — Floods BPDU packets when Spanning Treeis disabled on an interface or
globally on the device. Thisis the default value.

* Bridging— Forwards BPDU packets (subject to ingress and egress VLAN rules) when
Spanning Tree is disabled on an interface or globally on the device.

Satus

Bridge I dentifier — Displays the Bridge priority and MAC address.

Time Since Topology Change — Displays the amount of time that has elapsed since the
bridge was initialized or reset or the last topology change that occurred. Thetimeis
displayed in a day-hour-minute format, such as 2 days 5 hours and 10 minutes.

Designated Root — Displays the Root Bridge priority and MAC address.

Root Port — Displays the port number that offers the lowest cost path from this bridge to
the Root Bridge. Thisfield is significant when the bridge is not the Root Bridge.

Max Age (Sec) — Displays the device Maximum Age Time. The Maximum Age Timeis
the amount of time in seconds a bridge waits before sending configuration messages. The
default Maximum Age Timeis 20 seconds.

Forward Delay (Sec) — Displays the device Forward Delay Time. The Forward Delay
Time is the amount of timein seconds a bridge remainsin alistening and learning state
before forwarding packets. The default is 15 seconds.

Hello Time (Sec) — Displaysthe device Hello Time. The Hello Time indicates the amount
of timein seconds a Root Bridge waits between configuration messages. The default is 2
seconds.

CST Regional Root — Displays the Common STP regional bridge priority and MAC
address.

Select Enable or Disable in the Spanning Tree State provided field.
Select the STP Operation Mode in the provided field.

4. If you selected Disablein the Spanning Tree Sate field, select the BPDU Handling mode
from the list in the provided field.

5. Click APPLY to update the device.
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Advanced

The STP Advanced menu contains the following options:

“STP Configuration”
“CST Configuration”
“CST Port Configuration”
“RSTP”

“MST Configuration”
“MST Port Configuration”

STP Configuration

The Advanced STP Configuration screen contains parameters for enabling STP on the device.

To configure STP on the device:
1. Click Switching > STP > Advanced > STP Configuration. The Advanced STP

Configuration screen displays:
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The Advanced STP Configuration screen contains the following fields:

STP Configuration

Spanning Tree State — Select the STP state on the device. The possible field values are:
— Disable—Disables STP on the device.

— Enable—Enables STP on the device. Thisisthe default value.

STP Operation M ode — Select the STP mode on the device. The possible field values are:
— STP-Enables STP on the device.

— RSTP- Enables Rapid STP on the device. Thisisthe default value.

— MSTP - Enables Multiple STP on the device.

Configuration Name — Enter the user-defined configuration name. The maximum length
is 32 characters.

Configuration Revision Level — Defines an unsigned 16-bit number that identifies the
revision of the current STP configuration. The revision number is required as part of the
STP configuration. The possible field range is 0-65535.

BPDU Handling — Select the method of handling STP BPDUs (Bridge Protocol Data
Units) when STP is disabled on the device or interface. The possible field values are:

— Filtering — Indicates BPDUs are filtered.
— Flooding — Indicates BPDUs are flooded to all ports in the system. This is the default.
— Bridging — Indicates BPDUs are bridged to all portsin the VLAN.

Satus

Bridge I dentifier — Displays the Bridge priority and MAC address.

Time Since Topology Change — Displays the amount of time that has elapsed since the
bridge was initialized or reset, and the last topographic change that occurred. Thetimeis
displayed in a day-hour-minute format, such as 2 days 5 hours and 10 minutes.

Designated Root — Displays the Root Bridge priority and MAC address.

Root Port — Indicates the port number that offers the lowest cost path from this bridge to
the Root Bridge. Thisfield is significant when the bridge is not the Root Bridge. The
default is zero.

Max Age (Sec) — Displays the device Maximum Age Time. The Maximum Age Timeis
the amount of time in seconds a bridge waits before sending configuration messages. The
default Maximum Age Timeis 20 seconds.
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» Forward Delay (Sec) — Displays the device Forward Delay Time. The Forward Delay
Time is the amount of timein seconds a bridge remainsin alistening and learning state
before forwarding packets. The default is 15 seconds.

* Hélo Time (Sec) — Displaysthe device Hello Time. The Hello Time indicates the amount
of time in seconds a Root Bridge waits between configuration messages. The default is 2
seconds.

» CST Regional Root — Displays the Common STP regional bridge priority and MAC
address.

Select Enable or Disable in the Spanning Tree State provided field.
Select STP, RSTP or MSTP in the STP Operation M ode provided field.

4, |If STPor STP operation mode were selected, Enter a Configuration Name, a Configuration
Revision Level in the provided fields.

5. Select an Bridge Protocol Data Unit (BPDU) packet option from the BPDU Handling field.
Thisfield isavailable only when STP is disabled.

6. Click APPLY to update the device.

CST Configuration

The Common Spanning Tree (CST) describes the topology connecting STP/RSTP Bridges and
MSTP regions.

To configure CST on the device:

1. Click Switching > STP > Advanced > CST Configuration. The CST Configuration screen
displays:
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The CST Configuration screen contains the following fields:

CST Configuration

Bridge Priority — Enter the bridge priority value. When switches or bridges are running
STP, each is assigned a priority. After exchanging BPDUSs, the device with the lowest
priority value becomes the Root Bridge. The default value is 32768. The bridge priority
valueis provided in increments of 4096.

Hello Time — Enter the device Hello Time. The Hello Time indicates the amount of time
in seconds a Root Bridge waits between configuration messages. The default is 2 seconds.

Max Age — Enter the device Maximum Age Time. The Maximum Age Time isthe
amount of time in seconds a bridge waits before sending configuration messages. The
default Maximum Age Timeis 20 seconds.

Forward Delay — Enter the device Forward Delay Time. The Forward Delay Time is the
amount of time in seconds a bridge remainsin alistening and learning state before
forwarding packets. The default is 15 seconds.

Spanning Tree Maximum Hops — Specifies the total number of hops that occur in a
specific region before the BPDU is discarded. Once the BPDU is discarded, the port
information is aged out. The possible field range is 1-40. The field default is 20 hops.

Designated Root

Root Bridge | D — Displays the priority and MAC Address of the root bridge.

Configuring Switching Settings 4-34

v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

4.

* Root Port — Displays the port number that offers the lowest cost path from this bridge to
the Root Bridge. Thisfield is significant when the bridge is not the Root Bridge. The
current root port is zero when the device is not connected to the network.

* Root Path Cost — Displays the cost of the path from this bridge to the Root Bridge. The
current root path cost is zero when the device is not connected to the network.

MSTP Satus

* MST ID — Specifies the instance to which the VLAN is assigned.
* VID -Displaysthe VLAN ID.

Enter the Bridge Priority in the provided field.

Select Hello Time, Max Age, Forward Delay or Spanning Tree Maximum Hops and enter
the value in the provided field.

Click APPLY to update the device.

CST Port Configuration

The CSP Port Configuration screen contains parameters for assigning Common Spanning Tree
(CST) valuesto interfaces.

To configure CST ports on the device:

1. Click Switching > STP > Advanced > CST Port Configuration. The CST Port
Configuration screen displays:
. N E TG E A R. d8-part Digobn !Iuknb?!‘snffit:s-
T P ——]
Figure 4-23
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The CST Port Configuration screen contains the following fields:

I nterface — Displays the port or LAG for which the STP information is displayed.
STP Satus— Select the STP status on the interface. The possible field values are:
— Enable — Enables STP on the interface. Thisisthe default.

— Disable—Disables STP on the interface.

Fast Link — Select the Fast Link state on the interface. If Fast Link modeis enabled for a
interface, the Port State is automatically placed in the Forwarding state when the port link
isup. Fast Link optimizes the STP protocol convergence. The possible field values are:

— Enable— Enables Fast Link on the interface.
— Disable—Disables Fast Link on the interface. Thisis the default.

Port Sate — Displaysthe current STP state of a port. If enabled, the port state determines
what forwarding action is taken on traffic. Possible port states are:

— Forwarding — Indicates STP is enabled on the port, and the port is forwarding packets
based on the STP topology.

— Disabled — Indicates STP is currently disabled on the port. The port forwards traffic
while learning MAC addresses.

— Blocking — Indicates the port is currently blocked and cannot forward traffic or learn
MAC addresses.

— Listening — Indicates the port isin Listening mode. The port cannot forward traffic nor
can it learn MAC addresses.

— Learning — Indicates the port isin Learning mode. The port cannot forward traffic,
however it can learn new MAC addresses.

Speed — Displays the speed at which the port is operating.

Path Cost — Enter the method used to assign default path cost to STP ports. The possible
field rangeis 1 - 200000000. The default path cost assigned to an interface varies
according to the selected CST configuration method (Hello Time, Max Age or Forward

Delay).

Priority — Select the port priority value. When switches or ports are running STP, each is
assigned a priority. After exchanging BPDUS, the device with the lowest priority value
becomes the Root Port. The port priority has arange of 0-240 in increments of 16. The
default valueis 128.
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2. Select the STP Satusand Fast Link statusin the provided fields.
3. Enter the Path Cost in the provided field.

4. Select the Priority from thelist in the provided field.

5. Click APPLY to update the device.

RSTP

While Classic STP preventsforwarding loopsin ageneral network topol ogy, convergence can take
between 30-60 seconds. Thistime may delay detecting possible loops and propagating status
topology changes. Rapid Spanning Tree Pratocol (RSTP) detects and uses network topologies that
alow afaster STP convergence without creating forwarding loops. The Global System LAG
information displays the same field information as the ports, but representsthe LAG RSTP
information.

To define RSTP on the device:

1. Click Switching > STP > Advanced > RSTP. The Rapid STP screen displays:
NETGEAR W
I':‘:I: :‘:’lﬂh\ Al ' GO TO INTERF F\'_L'_ G
Figure 4-24
The Rapid STP screen contains the following fields:
* Interface— Displaysthe port or LAG on which Rapid STP is enabled or disabled.
* Role—Displaysthe port role assigned by the STP algorithm to provide to STP paths. The
possible field values are:
— Root — Provides the lowest cost path to forward packets to the root switch.
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— Designated — Indicates the port or LAG through which the designated switch is
attached to the LAN.

— Alternate — Provides an aternate path to the root switch from the root interface.

— Backup — Provides a backup path to the designated port path toward the Spanning
Tree leaves. Backup ports occur only when two ports are connected in aloop by a
point-to-point link, or when aLAN has two or more connections connected to a shared
segment.

— Disabled — Indicates the port is not participating in the Spanning Tree.

* Mode- Displaysthe current STP mode. The STP mode is selected in the STP
Configuration screen. The possible field values are:

— STP-Indicates Classic STPis enabled on the device.
— RSTP-Indicates Rapid STPis enabled on the device.

* Fast Link Operational Status— Displaysthe Fast Link status for the interface. If Fast
Link is enabled for aport, the port is automatically placed in the forwarding state. The
possible field values are:

— Enabled — Indicates Fast Link is enabled on the interface.
— Disabled — Indicates Fast Link is disabled on the interface.
* Satus— Displaysthe RSTP status for the interface. The possible field values are:
— Enabled — Indicates RSTP is enabled on the interface.
— Disable—Indicates RSTP is disabled on the interface. Thisis the default value.

» Point-to-Point Admin Satus — Select whether a point-to-point link is established. Ports
defined as Full Duplex are considered Point-to-Point port links. The possible field values
are:

— Enable— Enables a point-to-point link, or configure to automatically establish a point-
to-point link. To establish communications over a point-to-point link, the originating
PPP first sends Link Control Protocol (LCP) packets to configure and test the data
link. After alink is established and optional facilities are negotiated as needed by the
L CP, the originating PPP sends Network Control Protocol (NCP) packets to select and
configure one or more network layer protocols. When each of the chosen network
layer protocols has been configured, packets from each network layer protocol can be
sent over the link. Thelink remains configured for communications until explicit LCP
or NCP packets close the link, or until some external event occurs. Thisis the actual
switch port link type. It may differ from the administrative state.
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— Disables— Disables point-to-point link.

— Auto — Enables the device to automatically establish a point-to-point link. Thisisthe
default value.

» Point-to-Point Operational Status— Displays the point-to-point operational statuswhich
depends on the connecting link.

» Activate Protocol Migration — Activate sending Link Control Protocol (LCP) packetsto
configure and test that the datalink is enabled.

2. Sedlect theinterface.
Select the Point-to-Point Admin Status from the list in the provided field in the first row.

4. To configure and test the data link, check Activate Protocol Migration in the provided field
in the first row.

5. Click APPLY to update the device.

MST Configuration

Multiple Spanning Tree (MST) alows the user to group and associate VLANS to spanning tree
instances. Each Spanning Tree Instance has an independent topology of other Spanning Tree
Instances. The architecture provides multiple forwarding paths for data traffic, thus enabling load
balancing in the network and fault tolerance provision. For example, while port A is blocked in
one STPinstance, the same port can be placed in the Forwarding state in another STP instance.

To define MSTP;

1. Click Switching > STP > Advanced > M ST Configuration. The MST Configuration screen
displays:
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The MST Configuration screen contains the following fields:
 MST ID - Specifies the instance to which the VLAN is assigned.

* Priority — Specifies the selected spanning tree instance device priority. The field rangeis
0-61440. Thefield default is 32768.

* VLAN ID —Mapsthe selected VLANS to the selected instance. Each VLAN belongs to
one instance.

» Bridgeldentifer —Indicates the bridge ID of the selected instance.

» Designated Root — Indicates the priority and MAC address of the bridge with the lowest
path cost to the instance ID.

* Root Path Cost — Indicates the selected instance's path cost.
* Root Port — Indicates the selected instance’s root port.

2. Selectthe MST ID and enter Priority field

3. Click APPLY to update the device.

MST Port Configuration
Network Administrators can assign MST port settings in the MST Port Configuration screen.
To define MST port settings:

1. Click Switching > STP > Advanced > M ST Port Configuration. The MST Port
Configuration screen displays:
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Figure 4-26

The MST Port Configuration screen contains the following fields:

* Select MST — Select an MST to be displayed.

* Interface— Displaysthe Port or LAG for which the MSTP settings are displayed.

* Port Priority — Defines the interface priority for the specified instance. Thefield rangeis
0-240. The default value is 128.

* Port Path Cost — Indicates the port contribution to the Spanning Tree instance. The range
should always be 1-200,000,000. The field default is 100.

e Port ID —Indicates the port priority and interface number of the source port.

e Port Mode— Indicates MST is enabled on the interface. The possible field values are:
— Enabled — Enables MST on the interface.
— Disabled — Disables MST on the interface.

» Port Forwarding State — Indicates whether the port is enabled for the specific instance.
The possiblefield values are:
— Disabled — Indicates that STPis currently disabled on the port.
— Blocking — Indicates that the port is currently blocked and cannot forward traffic or

learn MAC addresses.
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Listening — Indicates that the port isin Listening mode. The port cannot forward
traffic nor can it learn MAC addresses.

Learning — Indicates that the port isin Learning mode. The port cannot forward
traffic, however it can learn new MAC addresses.

Forwarding — Indicates that the port isin Forwarding mode. The port can forward
traffic and learn new MAC addresses.

Broken — Indicates that the port is currently in the Broken mode as the bridge
detected a malfunction. The port cannot forward traffic nor can it learn MAC
addresses.

e Port Role—Indicatesthe port role assigned by the STP algorithm to provideto STP paths.
The possible field values are:

Root — Provides the lowest cost path to forward packets to the root device.

Designated — Indicates the port or LAG through which the designated device is
attached to the LAN.

Alternate — Provides an alternate path to the root device from the root interface.

Backup — Provides a backup path to the designated port path toward the Spanning
Tree leaves. Backup ports occur only when two ports are connected in aloop by a
point-to-point link or when aLAN has two or more connections connected to a shared
segment.

Disabled — Indicates the port is not participating in the Spanning Tree.

Master — Indicates the port provides connectivity from the MSTP region to the
outlying CIST root.

» Designated Cost — Indicates that the default path cost is assigned according to the method
selected on the STP Configuration screen.

» Designated Bridge — Displaysthe ID of the bridge that connects the link or shared LAN
to the root.

» Designated Port — Displays the ID of the port on the designated bridge that connects the
link or the shared LAN to the root.

2. Select an MST to be displayed
Enter or modify Port Priority and Port Path Cost fields in the first row.
4. Click APPLY to update the device.
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Multicast

Multicast forwarding allows a single packet to be forwarded to multiple destinations. L2 Multicast
serviceis based on L2 switch receiving a single packet addressed to a specific Multicast address.
Multicast forwarding creates copies of the packet, and transmits the packets to the relevant ports.

* Registered Multicast traffic — If traffic addressed to aregistered Multicast group isseeniitis
handled by an entry in the Multicast Filtering Database and forwarded only to the registered
ports.

* Unregistered Multicast traffic — If traffic addressed to an unregistered Multicast group is
seen it ishandled by a special entry in the Multicast Filtering Database. The default setting of
thisisto flood all such traffic (traffic in unregistered Multicast groups).

Layer 2 switching forwards Multicast packets to all relevant VLAN ports by default, treating the
packet as a Multicast transmission. Multicast traffic forwarding is functional. However, irrelevant
ports also receive the Multicast, causing increased network traffic. Multicast forwarding filters
enable forwarding of Layer 2 packets to port subsets, defined in the Multicast filter database.

The device supports forwarding L2 Multicast Packets. Multicast forwarding is enabled by default,
and not configurable by user.

The Multicast menu contains the following options:

« “Basic’
 “Advanced”
Basic

The Multicast Basic menu contains the following options:

*  “IGMP Snooping Configuration”

IGMP Snooping Configuration

The IGMP Snooping Configuration screen contains information for enabling and defining IGMP
Snooping on the device. When IGMP snooping is enabled, all IGMP packets are forwarded to the
CPU. The CPU analyzes the incoming packets and determines which portsto join which Multicast
groups, which ports have Multicast routers generating IGMP queries, and what routing protocols
are forwarding packets and Multicast traffic. A port requesting to join a specific Multicast group
issues an | GMP report specifying that Multicast group. This resultsin the creation of the Multicast
filtering database.
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To configure Basic IGMP Snooping:
1. Click Switching > Multicast > Basic > |GM P Snooping Configuration. The Basic IGMP
Snooping Configuration screen displays:
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The Basic IGMP Snooping Configuration screen contains the following fields:
IGMP Snooping Configuration

* IGMP Snooping Status — Select the IGMP Snooping status on the device. The possible
field values are:

— Disable — Disables IGMP Snooping on the device. Thisis the default value.
— Enable — Enables IGMP Snooping on the device.

I nterface Settings
* VLAN ID —Displaysthe VLAN ID.
» Satus— Select the IGMP Snooping status on the VLAN. The possible field values are;
— Enable— Enables IGMP Snooping on the VLAN.
— Disable — Disables IGMP Snooping on the VLAN.
2. Select the IGMP Snooping Statusin the provided field.
3. Click APPLY to update the device.
To configure IGMP Snooping on a VLAN:

1. Click Switching > Multicast > Basic > | GMP Snooping Configuration. The Basic IGMP
Snooping Configuration screen displays.
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2. Selectthe VLAN ID entry in the Interface Settings table.
3. Select the Satus from the list in the provided field in the first row.
4. Click APPLY to update the device.

Advanced

The Multicast Advanced menu contains the following options:
* “IGMP Snooping Configuration”

e “Multicast Group Configuration”

*  “Multicast Group Membership”

* “Multicast Forward All”

IGMP Snooping Configuration
To configure Advanced |GMP Snooping:

1. Click Switching > Multicast > Advanced > |1 GM P Snooping Configuration. The Advanced
IGMP Snooping Configuration screen displays:

NETGEAR GS748TS
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system Switching Qos Security Monitoring Maintenance Help
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Figure 4-28
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The Advanced |GMP Snooping Configuration screen contains the following fields:

IGMP Snooping Configuration

Satus— Select the IGM P Snooping status on the device. IGMP Snooping is operational if
both the Status and Bridge Multicast Filtering fields are enabled. The possible field values
are;

— Disable — Disables IGMP Snooping on the device. Thisisthe default value.
— Enable — Enables IGMP Snooping on the device.

Bridge Multicast Filtering Status — Select the bridge Multicast filtering status on the
device. The possible field values are:

— Disables— Disables Multicast filtering on the device. If Multicast filtering is disabled,
Multicast frames are flooded to all portsin the relevant VLAN. Disabled isthe default
value.

— Enables— Enables Multicast filtering on the device.

I nterface Settings

VLAN ID - Displaysthe VLAN ID.

Satus — Select the IGMP Snooping status on the VLAN. The possible field values are:
— Enable - Enables IGMP Snooping on the VLAN.

— Disable — Disables IGMP Snooping on the VLAN.

Auto L earn — Select the Auto Learn status on the device. If Auto Learn is enabled, the
devices automatically learns where other Multicast groups are located. The possible field
values are:

— Enable— Enables auto learn.
— Disable—Disables auto learn.

Host Timeout — Enter the amount of time in seconds the host waits to receive a message
before timing out. The default value is 260 seconds.

M Router Timeout — Enter the amount of the time in seconds the Multicast router waitsto
receive a message before it times out. The default value is 300 seconds.

L eave Timeout — Enter the amount of time in seconds the host waits, after requesting to
leave the IGMP group and not receiving a Join message from another station, before
timing out. If a Leave Timeout occurs, the switch notifies the Multicast device to stop
sending traffic Thefield range is 0 - 2147483647. The default value is 10 seconds.
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2.

3.

Select the IGMP Snooping Satus and Bridge Multicast Filtering Statusin the provided
fields.

Click APPLY to update the device.

To configure IGMP Snooping on a VLAN:

1

o b~ D

Click Switching > Multicast > Advanced > | GM P Snooping Configuration. The Advanced
IGMP Snooping Configuration screen displays.

Select the VLAN ID entry in the Interface Settings table.

Select the Satus and Auto L earn status from the listsin the provided fields in the first row.
Enter the Host, MRouter and L eave Timeoutsin the provided fields in the first row.

Click APPLY to update the device.

Multicast Group Configuration

The Multicast Group Configuration screen contains fields for creating, deleting and modifying
Multicast service groups. The Multicast Group Configuration table contains up to 32 Multicast
service groups.

To configure Multicast groups:

1

Click Switching > Multicast > Advanced > Multicast Group Configuration. The Multicast
Group Configuration screen displays:
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The Multicast Group Configuration screen contains the following information:
* VLANID —Displaysthe VLAN ID.
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4.

* VLAN Name - Displays the user-defined VLAN name.

* Multicast Address— Enter the Multicast group MAC Address associated with the VLAN.
* Type-Indicatesthe VLAN ID statusin relation to the Multicast group.

— Static — Attachesthe VLAN ID to the Multicast group as static member.

— Dynamic — Dynamically joinsthe VLAN ID to the Multicast group.

Select the group entry.

Enter the Multicast Addressin the provided field in the first row.

Click APPLY to update the device.

Multicast Group Membership

The Multicast Group Membership screen displays the ports and LAGs attached to the selected
VLAN and the Multicast service group. The Port and LAG tables also reflect the manner in which
the port or LAGs joined the Multicast group.

To configure Multicast group membership:
1. Click Switching > Multicast > Advanced > Multicast Group Member ship. The Multicast
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The Multicast Group Membership screen contains the following information:
Multicast Group Membership
* VLAN ID —Enter the VLAN ID.
* VLAN Name - Displays the user defined VLAN name.
e Multicast Address— Enter the Multicast group MAC address.
Multicast Group
* Interface— Displaysthe ports and LAGs for which the Multicast settings are displayed.
* Interface Satus— Select the interface status. The possible field values are:
— Static — Indicates the interface is joined to the Multicast group statically.
— Forbidden — Indicates the interface is forbidden to join the Multicast group.
— Excluded — Indicates the interface is not included in the Multicast group.
Select the VLAN ID from the list in the provided field.
Select the Multicast Address from the list in the provided field.
Select the interface entry in the Multicast Group table.
Select the Interface Status from the list in the provided field in the first row.
Click APPLY to update the device.

Multicast Forward All

The Multicast Forward All screen contains fields for attaching ports or LAGsto adevicethat is
attached to a neighboring Multicast router/switch. Once IGMP Snooping is enabled, Multicast
packets are forwarded only to the appropriate port or VLAN.

To define Multicast forward al settings:

1. Click Switching > Multicast > Advanced > Multicast Forward All. The Multicast Forward
All screen displays:
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Figure 4-31

The Multicast Forward All screen contains the following information:
Multicast Forward All
* VLAN ID —Enter the VLAN ID.
* VLAN Name - Displaysthe user defined VLAN name.
Multicast Forward All
» Interface— Displaystheinterface for which the Multicast settings are displayed.
* Interface Satus— Select the interface status. The possible field values are:
— Static — Indicates the interface is added to the Multicast forward group statically.
— Forbidden — Indicates the interface is forbidden to join the mulitcast group.
— Excluded — Indicates the interface is not included in the Multicast group.
2. Selectthe VLAN ID from thelist in the provided fields.
3. Select the port or LAG interface entry in the Multicast Group table.
4. Select the Interface Status from the list in the provided field in the first row.
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5. Click APPLY to update the device.

Address Table

Packets addressed to destinations stored in either the Static or Dynamic databases are immediately
forwarded to the port. The Dynamic MAC Address Table can be sorted by interface, VLAN, or
MAC Address. Dynamic MAC addresses are learned from packets from sources that arrive at the
device, while Static addresses are configured manually.

An address becomes associated with a port by learning the port from the frame's source address
but if aframe that is addressed to a destination MAC address is not associated with a port, that
frame isflooded to al relevant VLAN ports. To prevent the bridging table from overflowing, a
dynamic MAC address, from which no traffic arrives for a set period, is erased.

The Address Table menu contains the following options:

«  “Basic’
e “Advanced”
Basic

The Address Table Basic menu contains the following options:
* “Address Table”

Address Table

The Basic Address Table screen displays the MAC Address table according to the defined
categories.
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To query the Basic Address Table:

1. Click Switching > Address Table> Basic > Address Table. The Basic Address Table screen
displays:
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The Basic Address Table screen contains the following fields:

» Search By —Display the MAC Address list according to selected category and query field.
The possiblefield values are:

— VLAN ID - Display the MAC Address table entries that relate to the specific VLAN
ID.

— MAC Address— Display the MAC Address table entries that relate to MAC Address.
— Interface — Display the MAC Address table entries that relate to the specific interface.
* VLAN ID - Displaysthe VLAN ID number to which the entry refers.
* MAC Address— Displays the MAC address to which the entry refers.
* Interface — Displays the interface to which the entry refers.
2. Select the Search By key from thelist in the provided field.
Enter the value to be searched for in the provided box.

Click GO to execute the query.
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To delete all addresses from the Basic Address Table:

1. Click Switching > Address Table> Basic > Address Table. The Basic Address Table screen
displays.
2. Click CLEAR ALL to deleteall entriesin the address table.

Advanced

The Address Table Advanced menu contains the following options:
» “Static Addresses’

* “Dynamic Addresses’

* “Address Table”

Static Addresses

The Static Addresses screen contains alist of static MAC addresses. Static Addresses are added
and removed from the Static Addresses screen. To prevent static MAC addresses from being
deleted when the device is reset, ensure the port attached to the MAC addressis locked.

To configure the Static MAC Address table:
1. Click Switching > Address Table > Advanced > Satic Addresses. The Static Addresses
screen displays:
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Figure 4-33

The Static Addresses screen contains the following fields:
* VLAN ID - Select the VLAN ID number to which the entry refers.
e  MAC Address— Enter the MAC address to which the entry refers.
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5.

* Interface— Enter the interface to which the entry refers.

* Satus-— Select the MAC Address duration period status within the table. The possible
field values are:

— Permanent — Indicates the MAC address is permanent.
— Deéelete on Reset — Indicates the MAC address is deleted when the device is reset.

— Delete on Timeout — Indicates the MAC address is deleted when the Address Aging
Interval expires.

— Secure—Indicatesthe MAC Addressis defined for locked interfaces.
Select the address table entry.
Enter the MAC Address and Interface in the provided fields in the first row.

Select the MAC Address duration period Status from the list in the provided field in the first
row.

Click APPLY to update the device.

Dynamic Addresses

The Dynamic Addresses screen contains information about the aging time before adynamic MAC
addressis erased.

To configure the Dynamic MAC Address table:

1

Click Switching > Address Table > Advanced > Dynamic Addresses. The Dynamic
Addresses screen displays:
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Figure 4-34

The Dynamic Addresses screen contains the following field:
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* Address Aging — Enter the amount of time the MAC address remainsin the Dynamic
MAC Addresstable beforeit istimed out if no traffic from the source is detected. The
rangeis 10 - 630 seconds. The default value is 300 seconds.

2. Enter the Address Aging in the provided field in the first row.
3. Click APPLY to update the device.

Address Table

The Advanced Address Table screen displays the MAC Address table according to the defined
categories.

To query the Advanced MAC Address Table:

1. Click Switching > Address Table > Advanced > Address Table. The Advanced Address
Table screen displays:
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Figure 4-35

The Advanced Address Table screen contains the following fields:

*  Search By — Display the MAC Address which can be sorted according to VLAN 1D,
MAC Address or Interface. The possible field values are:

— VLAN ID - Display the MAC Address table entries that relate to the specific VLAN
ID.

— MAC Address— Display the MAC Address table entries that relate to MAC address.
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— Interface — Display the MAC Address table entries that relate to the specific interface.
* VLAN ID —Displaysthe VLAN ID number to which the entry refers.
* MAC Address— Displaysthe MAC address to which the entry refers.
* Interface— Displaysthe interface to which the entry refers.
2. Select the Search By key from the list in the provided field.
3. Enter the value to be searched for in the provided box.
4. Click GO to execute the query.
To delete all addresses from the Advanced Address Table:

1. Click Switching > Address Table > Advanced > Address Table. The Advanced Address
Table screen displays.

2. Click CLEAR ALL todelete dl entriesin the address table.
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Chapter 5
Configuring QoS

Configuring the Basic and Advanced QoS Settings

The navigation pane at the top of the web browser interface contains a QoS tab that enablesyou to
manage your GS700TS Smart Switch with features under the following main heading:

« “CoS’

The description that follows in this chapter describes configuring and managing QoS settingsin
the GS700TS Smart Switch.

CoS

Quality of Service (QoS) provides the ability to implement QoS and priority queuing within a
network. For example, certain types of traffic that require minimal delay, such as Voice, Video,
and real-time traffic can be assigned to a high priority queue, while other traffic can be assigned to
alower priority queue. The result is an improved traffic flow for traffic with high demand. QoSis
defined by:

» Classification — Specifies which packet fields are matched to specific values. All packets
matching the user-defined specifications are classified together.

» Action — Definestraffic management where packet forwarding is based on packet information
and packet field values such as VLAN Priority Tag (VPT) and DiffServ Code Point (DSCP).

After packets are assigned to a specific egress queue, CoS services can be assigned to the queue.
Egress queues are configured with a scheduling scheme by one of the following methods:

e Srict Priority — Ensures that time-sensitive applications are always forwarded. Strict Priority
(SP) alowsthe prioritization of mission-critical, time-sensitive traffic over lesstime-sensitive
applications. For example, under SP, Voice over IP (VoIP) traffic can be prioritized so that it is
forwarded before FTP or email (SMTP) traffic.
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* Weighted Round Robin — Ensures that a single application does not dominate the device
forwarding capacity. Weighted Round Robin (WRR) forwards entire queues in around robin
order. All queues can participate in WRR, except SP queues. If the traffic flow isminimal, and
SP queues do not occupy the whole bandwidth allocated to a port, the WRR queues can share
the bandwidth with the SP queues. This ensures that the remaining bandwidth is distributed
according to the weight ratio. If WRR is selected, the following weights are assigned to the
queues: 1, 2, 4, 8.

The CoS menu contains the following options:

.« “Basic’
 “Advanced”
Basic

The CoS Basic menu contains the following options:
* “CoSGloba Configuration”

» “CoS Interface Configuration”

e “Queue”

« “Bandwidth”

CoS Global Configuration
The CoS Global Configuration screen contains information for enabling QoS globally.
To configure CoS global parameters:

1. Click QoS> CoS > Basic > CoS Global Configuration. The CoS Global Configuration
screen displays:
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The CoS Glabal Configuration screen contains the following:

e QoS Satus— Sdect whether QoS is enabled or disabled on the device. The possible
values are

Enable — Enables QoS globally. Thisis the default value.
Disable — Disables QoS globally.

* QoS Mode - Select whether basic or advanced mode is enabled on the device. The
possible values are:

Basic — Indicates that basic QoS mode is enabled on the device. Basic CoS mode
alowsthe user to classify framesinto broad classes, by the ingressinterface or by the
value of asingle frame header field. Each class can be directed to adesired egress
gueue, and the user can also configure the queue servicing parameters.

Advanced — Indicates that advanced QoS mode is enabled on the device. In Advanced
mode the user has access, and must explicitly configure all aspects of all CoS/QoS
facilitiesin use. Traffic may be classified into broad classes or fine-grained flows.
Selecting the Advanced option disables the Trust Mode field.
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* Trust Mode— Select which packet fields to use for classifying packets entering the
device. The possible Trust Mode field values are:

— CoS-Classifies traffic based on the CoS (VPT) tag value.
— DSCP - Classifiestraffic based on the DSCP tag value.
2. Select Enable or Disable in the QoS Satusfield.
Select the QoS M ode and Trust M ode in the provided fields.
Click APPLY to update the device.

CoS Interface Configuration

The CoS Interface Configuration screen contains information for configuring the default CoS
value on a selected interface. After CoS has been configured, the device's original CoS default
settings can be reassigned to the interface in the CoS I nterface Configuration screen.

To configure CoS interface parameters:

1. Click QoS> CoS> Basic > CoS Interface Configuration. The CoS Interface Configuration
screen displays:
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The CoS Interface Configuration screen contains the following fields:
* Interface— Displaysthe interface for which the default CoS parameters are defined.

» Default CoS— Select the default CoS value for incoming packets to the selected interface
for which aVLAN priority (VPT) is not defined.

* Restore Defaults — Restore the factory CoS default settings to the selected interface. The
possiblefield values are:

— Checked — Restores the factory CoS default settings to the ports.
— Unchecked — Maintains the current CoS settings.
Select the interface.
Select the Default CoS value from the list in the provided field in the first row.
Check or uncheck the Restor e Defaults box in the interface entry row.
Click APPLY to update the device.

Queue

The Queue screen contains fields for defining the QoS queue forwarding types.

To set the queue settings:

1. Click QoS> CoS > Basic > Queue. The Queue screen displays:
NETGEAR P oy
Quelne

Figure 5-3

The Queue screen contains the following fields:

o Grict Priority — Select to specify traffic scheduling based strictly on the queue priority.

*  WRR —Sélect to assign WRR weights to queues. The queue weights are preconfigured

andaresetto 1, 2, 4 and 8.
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2. Select either Srict Priority or WRR to specify the traffic scheduling method.
3. Click APPLY to update the device.

Bandwidth

After packets are assigned to a queue, a scheduling scheme can be assigned to an interface, using
either:

e Committed Burst Size — Indicates the maximum number of data bits transmitted within a
specific timeinterval.

« Committed I nformation Rate — Indicates the rate that data is transmitted. Therateis
averaged over a minimum time increment.

The Bandwidth screen allows the network manager to define Ingress Rate Limit and Egress
Shaping Rates.

To define bandwidth settings:
1. Click QoS> CoS > Basic > Bandwidth. The Bandwidth screen displays.
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The Bandwidth screen contains the following fields:
* Interface— Displaysthe ports for which the bandwidth settings are displayed.

* IngressRateLimit Status— Select whether rate limiting is defined on the interface. The
possible field values are:

— Enable—Enablesingress rate limiting on the interface.
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— Disable—Disablesingress rate l[imiting on the interface.

* IngressRatelLimit — Enter theratelimit in kilobits per second. The possiblefield rangeis
3500 to the maximum port speed. GE (Gigabit Ethernet) ports have a maximum speed of
1000000 kilobits per second. The field default value is 3500.

* Egress Shaping Rates Status — Select whether egress shaping is defined on the interface.
The possible field values are:

— Enable — Enables egress shaping rate on the interface.
— Disable— Disables egress shaping rate on the interface. Thisisthe default value.

» Egress Shaping Rates CIR — Enter the Egress Shaping Committed Information Rate
(CIR) in kilobits per second. The possible field range is 64 to 1000000.

* Egress Shaping Rates CbS — Enter the Egress Shaping Committed Burst Size (CbS) in
bits per second. The possible field range is 4096 to 16769020.

2. Sdect theinterface.

3. Choose either Enable or Disablein the Ingress Rate Limit Status provided field in the first
row.

4. If you selected Enablein the Ingress Rate Limit Statusfield, enter theIngress RateLimit in
the provided field in the first row.

5. Choose either Enable or Disable in the Egress Shaping Rate Satus provided field in the first
row.

6. If you selected Enablein the Egress Shaping Rate Satusfield, enter the Egress Shaping
Rates CIR and CbSin the provided fields in the first row.

7. Click APPLY to update the device.

Advanced

The CoS Advanced menu contains the following options:
* “CoSto Queue Mapping”

» “DSCP to Queue Mapping”

* “Creating Class Mapping”

*  “Palicy Table Mapping”

e “Policy Binding”
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CoS to Queue Mapping

The CoS to Queue Mapping screen contains fields for mapping CoS valuesto traffic queues.

To map CoS values to queues:

1. Click QoS> CoS> Advanced > CoSto Queue Mapping. The CoSto Queue Mapping screen
displays:
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Figure 5-5

The CoS to Queue Mapping screen contains the following fields:
CoSto Queue Mapping
e CoS-Displaysthe CoS priority tag values, where 0 isthe lowest and 7 is the highest.

*  Queue — Select the traffic forwarding queue to which the CoS priority is mapped. Four
traffic priority queues are supported (Lowest, Low, Normal and High). The High Queueis
reserved for special traffic and is not recommended for use.

Restore Default M apping

* Restore Defaults — Restore the device factory defaults for mapping CoS valuesto a
forwarding queue. The possible field values are;

— Checked — Restores the factory default settings for mapping CoS valuesto a
forwarding queue.

— Unchecked — Maintains the current CoS queue mapping settings.
2. Select the Queue values for each CoS value in the provided fields.
3. Check or uncheck the Restore Defaults box in the provided field.
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4. Click APPLY to update the device.

DSCP to Queue Mapping

The DSCP To Queue Mapping screen contains fields for mapping DSCP va ues to traffic queues
for various PHBs (Per-Hop Behaviors). These include the CS (Class Selector), AF (Assured
Forwarding) and EF (Expedited Forwarding). For example, a packet with a DSCP tag value of 1
can be assigned to the High queue.

To map DSCP values to queues:
1. Click QoS> CoS> Advanced > DSCP To Queue Mapping. The DSCP To Queue Mapping
screen displays:

NETGEAR' GS748TS

A8-port Gigabit Stackable Smart Switch

System Switching Security Monitoring Maintenance Help

DSCP To Queue Mapping =

Basic
DSCP To Queue Mapping
Class Selector (C5) PHE

52 CE3 cE4
> @lloes s [Lones =1 (ggioopy Lot = (qygnngy  TLowest =1 (g 1pggy | TLowest 2]

cs6 cs7 cs8
i Pelligy Tl donoony |t =] gy [Lowedt 21 Rigng,  [Lowest =1 5y, [Lomed =1
» Policy Binding

» Co% to Queue
Mapping

Assured Forwarding (AF) PHB

(o550 Jaueue_[vsce in gueus [osce in guews [osce in [gueue |
1 AF 21 AF 31 AF 41

o101 [Lowest =] ©10010) [Lowest =] o101 [Lowest =] (10001 [Lowest =]
AF 22 AF 32 AF 42

(o110 [Lowest =] ©10100) [Lowest =] 11100 [Lowest = | dooton [Lowest = |
AF 13 AF 23 AF 33 AF 43

ooy Lot =] grggg  [Lowest =] gy gy TLowest =] fygyg  [Lowest =]

Expedited Forwarding (EF) PHB

EF (101110 Lowest ~
Other DSCP Yalues {Local /Experimental Use}

1(000001) | |Lowest =] 2(000010) | [Lowest =] 3(000011)  [Lowest - | 4(000100)  |Lovest -
5(000101) [Lowest =] 6¢000110) [Lowest =] 700001113 [Lowest =] 800010011 [Lowest = |
Mooy [Low 2] 13@01101) [Law =] 15@0111) [Low =] 17(@10001) [Low =]
18(010011) [Low -] 21 @0101) [Low =] 28@0111) [Low = [ 2511001 [Low =] =l |

Cnmurinl Rt @ 1996-20N2 Hatnaarm

Figure 5-6

The DSCP To Queue Mapping screen contains the following fields:
DSCP to Queue Mapping

» DSCP In — Displaysthe incoming packet’s DSCP value. The following DSCP In values
are predefined: 3, 11, 19, 27, 35, 43, 51, 59.
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* Queue— Select the traffic-forwarding queue to which the DSCP is mapped. Four traffic
priority queues are supported (Lowest, Low, Normal and High). The High Queueis
reserved for special traffic and is not recommended for use.

Restore Default Mapping

* Restore Defaults — Restore the DSCP Mapping device factory default values. The
possible field values are:

— Checked — Restores the factory default settings for DSCP mapping values.
— Unchecked — Maintains the current DSCP mapping settings.
2. Select the Queue values for each DSCP In value in the provided fields.
Check or uncheck the Restore Defaults box in the provided field.
Click APPLY to update the device.

Creating Class Mapping

OneIP ACL and/or one MAC ACL comprise a class map. Class maps are configured to match
packet criteria, and are matched to packets on afirst-fit basis. For example, ClassMap A is
assigned packets based only on an |P based ACL or aMAC-based ACL. Class Map B is assigned
to packets based on both an 1P-based and a MAC based ACL.

To define class maps:
1. Click QoS> CoS> Advanced > Class M apping. The Class Mapping screen displays:

NETGEAR GS5748T5
+ with fne d8-part Gigabh Srackable Emart Swhch

Systam switching Security Menitaring Malntenance Help

Class Mapping

Class Mapping

Figure 5-7

The Class Map screen contains the following fields:
» Class-Map Name — Displays the user-defined name of the class map.
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e |Pv4 ACL —Select auser-defined IPv4 ACL from thelist.

*  Or —Indicates the criteria used to match class maps with an IP ACL address. Matches
either IPv4 or IPv6 or MAC to the packet.

 |Pv6 ACL — Select auser-defined IPv6 ACL from the list.

* And/Or —Indicates the criteria used to match class maps with an IP ACL address.
Matches both IPv4 or IPv6 and/Or MAC to the packet.

* MAC ACL - Sdlect auser-defined MAC ACL from thelist.
2. Enter the anew Class-Map Name in the provided field in the first row.
3. SelectthelPv4 ACL or IPV6 ACL in the provided field in the first row.

4. Click APPLY to update the device.
To add a new class mapping entry:

Click QoS > CoS> Advanced > Class Mapping screen. The Class Mapping screen displays.
Enter the Class-M ap Name in the provided field in the first row.

Select the IPv4 ACL or IPv6 ACL fromthelist in the provided field in the first row.

Select the AND or OR from the AND/Or field.

Select the MAC ACL from thelist in the provided field in the first row.

10. Click ADD to update the device.
To remove a class mapping entry:

© o N o O

11. Click QoS> CoS> Advanced > Class Mapping . The Class Mapping screen displays.
12. Select the Class-M ap Name from thelist in the provided field.
13. Click DEL ETE to remove the entry.

Policy Table Mapping

A policy isacollection of classes, each of which isacombination of a class map and a QoS action
to apply to matching traffic. Classes are applied in afirst-fit manner within a policy.

Before configuring policies for classes whose match criteria are defined in a class map, aclass
map must first be defined, or the name of the policy map to be created, added to, or modified must
first be specified. Class policies can be configured in apolicy map only if the classes have defined
match criteria.
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An aggregate policer can be applied to multiple classes in the same policy map, but an aggregate
policer cannot be used across different policy maps. Define an aggregate policer if the policer is
shared with multiple classes.

policersin one port cannot be shared with other policersin another device. Traffic from two
different ports can be aggregated for policing purposes.

To define policies:
1. Click QoS> CoS> Advanced > Policy Table screen. The Policy Table screen displays:

NETGEAR GS748TS
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Policy Table

Pulicy Table

Figure 5-8

The Policy Table screen contains the following fields:
* Policy Name — Define the user-defined policy name.
* ClassMap — Select a class map for the class.
» Action — Define the action assigned to incoming packets exceeding the CIR.
— Type— Set the packets DSCP, Queue, or CoStag.
— Vaue - Set the packets DSCP, Queue, or CoStag value.
2. Select aClassMap fromthelist in the first row.
3. Sedlect an Action and define anew value in the first row.
4. Click APPLY to update the device.
To add anew policy entry:
5. Click QoS > CoS> Advanced > Policy Table. The policy Table screen displays.
6. Select aClassMap fromthelist in thefirst row.
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7. Select an Action and define anew valuein the first row.

8. Click ADD to update the device.
To remove a class mapping entry:

9. Click QoS> CoS> Advanced > Policy Table screen. The Policy Table screen displays.
10. Select the Policy Name from the list in the provided field.
11. Click DELETE to remove the entry.

Policy Binding
The Policy Binding screen contains information for attaching policies on interfaces.
1. Click QoS> CoS> Advanced > Policy Binding screen. The Policy Binding screen displays:

NETGEAR GS748TS |
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Figure 5-9

The Policy Binding screen contains the following fields:
Policy Binding Table

» Policy Name — Displays the user-defined policy name.
Port Selection Table

e Port Number — Displays the bound and unbound ports on the device.
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Chapter 6
Managing Security

Setting Security Configuration Options

The navigation pane at the top of the web browser interface contains a Security tab that enables
you to manage your GS700TS Smart Switch with features under the following main menu options:

* “Management Security”
* “Port Authentication”

o “Traffic Control”

. “ACL”

The description that follows in this chapter describes configuring and managing security settings
in the GS700TS Smart Switch.

Management Security

The Management Security menu contains the following options:
e “User Configuration”

 “RADIUS

e« “TACACS+"

e “Authentication List”

User Configuration

The User Configuration menu contains the following options:

* “Change Password’
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Change Password

The Change Password screen contains parameters for configuring device passwords.
Authentication on this device uses only a password, not a username.

To change the device password:

1. Click Security > Management Security > User Configuration > Change Password. The
Change Password screen displays:

NETGEAR' (GS748TS

Abpon Gigabin Srack

System Switching Qo5 Manitaring 4 Malntenance Help

Change Password

Change Passwor d

Figure 6-1

The Change Password screen contains the following fields:

e User Name - Displays the User Name.

* Old Password — Enter the current password for accessing the system.

* New Password — Enter a new password for accessing the system.

* Retype New Password — Repeat the new password used to access the system.
2. Enter the Old Password, New Password and Retype New Password in the provided fields.
3. Click APPLY to update the device.

RADIUS

Remote Authorization Dial-In User Service (RADIUS) servers provide additional security for
networks. RADIUS servers provide a centralized authentication method for web access. The user-
assigned RADIUS parameters are applied to newly defined RADIUS servers. If values are not
defined, the system defaults are applied to the new RADIUS servers.

To configure RADIUS servers:
1. Click Security > Management Security > RADIUS. The RADIUS screen displays:
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Figure 6-2

The RADIUS screen contains the following fields:
* Host IP Address— Enter the RADIUS Server IP address.

« Authentication Port — Enter the authentication port number. The authentication port is
used to verify the RADIUS Server authentication. The field default is 1812.

* Number of Retries— Enter the number of transmitted requests sent to the RADIUS
Server before afailure occurs. Possible field values are 1-10. The default valueis 3.

» Timeout for Reply — Enter the amount of time (in seconds) the device waits for an answer
from the RADIUS Server before retrying the query, or switching to the next server.
Possible field values are 1-30. The default valueis 3.

* Dead Time— Enter the default amount of time (in minutes) that a RADIUS Server is
bypassed for service requests. Therange is 0-200. The default valueis 0.

» Key String — Enter the default key string used for authenticating and encrypting all
RADIUS-communications between the device and the RADIUS Server. This key must
match the RADIUS encryption.

» Usage Type— Select the RADIUS Server usage type. The default valueisLogin. The
possible field values are:

— Login—Indicates the RADIUS Server is used for authenticating user names and
passwords.

— 802.1x — Indicates the RADIUS Server is used for 802.1x authentication.

— All —Indicates the RADIUS Server is used for authenticating user names and
passwords, and 802.1x port authentication.
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* Active— Select the priority in which the system performs authentication with a RADIUS
Server. The system performs authentication initially with the RADIUS Primary Server,
and if it fails, it performs authentication with the RADIUS Backup Server. The possible
values are:

—  Primary — Defines the RADIUS Primary Server.
— Backup — Defines the RADIUS Backup Server.
2. Select the RADIUS Server entry.

3. Enter theHost | P Address, Authentication Port, Number of Retries, Timeout for Reply,
Dead Time and Key Sring in the provided fieldsin the first row.

4. Select the Usage Type and Active Server from the lists in the provided fields in the first row.
5. Click APPLY to update the device.

To add anew RADIUS Server entry:

1. Click Security > Management Security > RADIUS. The RADIUS screen displays.

2. Enter theHost 1P Address, Authentication Port, Number of Retries, Timeout for Reply,
Dead Time and Key Sring in the provided fieldsin the first row.

3. Select the Usage Type and Active Server from the listsin the provided fields in the first row.
4. Click ADD to update the device.

To remove a RADIUS Server entry:

1. Click Security > Management Security > RADIUS. The RADIUS screen displays.

2. Select the RADIUS Server entry.

3. Click DELETE to remove the entry.

Accounting Server Configuration

RADIUS accounting enables recording of device management sessions (web login/logout but not
SNMP) aswell as 802.1x authentication sessions.To configure RADIUS Accounting Servers:

1. Click Security > Management Security > RADIUS > Accounting Server Configuration.
The RADIUS Accounting Server Configuration screen displays
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Figure 6-3

The RADIUS Accounting Server Configuration screen contains the following fields:

» Accounting Mode — Select the RADIUS accounting method. The possible field values
are:

— None - Indicates RADIUS accounting is disabled. Thisis the default.
— 802.1x — Indicates 802.1x authentication sessions are recorded.
— Login - Indicates device management (Web login and logout) sessions are recorded.

— Both —Indicates both 802.1x authentication and device management sessions are
recorded.

* Accounting Server Address— Select the RADIUS Accounting Server |P address.

» Accounting Port — Enter the RADIUS Accounting port number. The accounting port is
used to handle RADIUS server accounting. The field default is 1813.

2. Select the RADIUS Accounting Made from the list in the provided field.

3. Select the RADIUS Accounting Server Address from the list in the provided field.

4. Enter the RADIUS Accounting Port in the provided field.

5. Click APPLY to update the device.
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TACACS+

Terminal Access Controller Access Control System (TACACS+) provides centralized security
user access validation. The system supports up-to 2 TACACS+ servers.

TACACSH+ provides a centralized user management system, while still retaining consistency with
RADIUS and other authentication processes.

The TACACS+ protocol ensures network integrity through encrypted protocol exchanges between
the client and TACACS+ server. The user-assigned TACACS+ parameters are applied to newly
defined TACACS+ servers. If values are not defined, the system defaults are applied to the new
TACACSH servers.

To configure TACACS+ Settings:
1. Click Security > Management Security > TACACS+. The TACACS+ screen displays:
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Figure 6-4

The TACACS+ screen contains the following fields:
* Host IP Address— Enter the TACACS+ Server | P address.

» Key String — Enter the default authentication and encryption key for TACACS+
communication between the device and the TACACS+ server.

» Authentication Port — Enter the port number via which the TACACS+ session occurs.
The default port is port 49.

» Timeout for Reply — Enter the amount of time (in seconds) the device waits for an answer
from the TACACS+ server before retrying the query, or switching to the next server.
Possible field values are 1-30. The default valueis 5.
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5.

» Single Connection — Select whether a single open connection between the host
Authentication Port and the TACACS+ server is enabled or disabled. The possible field
values are:

— Enable — Enables a single connection.
— Disable — Disables a single connection.

* Active— Select whether this server isthe Primary or Backup TACACS+ server used for
authentication. The possible values are:

— Primary — Defines the TACACS+ server asthe Primary Server.
— Backup — Defines the TACACS+ as the Backup Server.
Select the TACACS+ server entry.

Enter the Host | P Address, Key Sring, Authentication Port and Timeout for Reply in the
provided fieldsin the first row.

Select the Single Connection status and Active server from the listsin the provided fieldsin
the first row.

Click APPLY to update the device.

To add anew TACACS+ server entry:

1
2.

4.

Click Security > Management Security > TACACS+. The TACACS+ screen displays.

Enter the Host I P Address, Key String, Authentication Port and Timeout for Reply in the
provided fieldsin the first row.

Select the Single Connection status and Active server from the listsin the provided fieldsin
the first row.

Click ADD to update the device.

To remove a TACACS+ server entry:

1
2.
3.

Click Security > Management Security > TACACS+. The TACACS+ screen displays.
Select the TACACSH server entry.
Click DELETE to remove the entry.
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Authentication List

The Authentication List screen contains information for defining an authentication method for the
selected Authentication List. For example, if the user selects TACACS+ asthe first entry, None as
the second, this causes authentication to first occur at the TACACS+ server. If the TACACS+
server isinaccessible or not defined, the session is permitted.

Once the Authentication List is defined as Local, it is hot possible to define an aternative
authentication method as it is a built-in system authentication method.

In order to configure RADIUS/TACACS+ authentication, the user name should be configured as
$enab15$ on the RADIUS/TACACS+ server.

To configure the Authentication List method:

1. Click Security > Management Security > Authentication List. The Authentication List
screen displays:
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Figure 6-5

The Authentication List screen contains the following fields:
* 1,2,3 - Select the order in which authentication is applied. The possible field values are;

— TACACS+ — Authenticates the user at the TACACS+ server. For more information,
see “TACACSH”.

— RADIUS - Authenticates the user at the RADIUS server. For more information, see
“RADIUS".

— Loca — Authenticates the user at the device level. The device checks the user name
and password for authentication

— None — Assigns no authentication method to the authentication list.
2. Select the Authentication List entry.
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3. Select the order of authentication (1,2,3) for each method from the list in the provided field in
the first row.

4. Click APPLY to update the device.

Port Authentication

The Port Authentication menu contains the following options:

« “Basic’
o “Advanced”
Basic

The Port Authentication Basic menu contains the following option:
» “802.1x Configuration”

802.1x Configuration

The Basic 802.1x Configuration screen allows network managers to configure network
authentication parameters. In addition, the Guest VLAN option is enabled from the Basic 802.1x
Configuration screen.

To define the 802.1x configuration:
1. Click Security > Port Authentication > Basic > 802.1x Configuration. The Basic 802.1x
Configuration screen displays:
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The Basic 802.1x Configuration screen contains the following fields:

Port Based Authentication State — Select whether port-based authentication is enabled
or disabled on the device. The possible field values are:

— Disable — Disables port-based authentication on the device.
— Enable — Enables port-based authentication on the device.

Authentication M ethod — Select the authentication method used for port authentication.
The possiblefield values are:

— RADIUS, None—Indicates port authentication isfirst attempted through the RADIUS
server. If the RADIUS server isinaccessible or not defined, then no authentication
method (None) is used and the session is permitted.

— RADIUS - Indicates port authentication is through the RADIUS server.
— None - Indicates no authentication method is used to authenticate the port.

Guest VL AN — Select whether the Guest VLAN is enabled or disabled on the device. The
default VLAN cannot be defined as a Guest VLAN. The possible field values are:

— Disable — Disables the Guest VLAN on the device. Thisisthe default value.

— Enable—Enables using a Guest VLAN for unauthorized ports. If aGuest VLAN is
enabled, the unauthorized port automatically joinsthe VLAN selected inthe VLAN
List field.

Guest VLAN ID — Select the guest VLAN ID from the list of currently defined VLANS.

EAPOL Handling — Select the method of handling EAPOL (Extensible Authentication
Protocol Over LAN) packets when 802.1x authentication is disabled. The possible field
values are:

— Filtering — Indicates EAPOL packets are filtered.
— Flooding — Indicates EAPOL packets are flooded to all ports.

2. Select Disable or Enable for the Port Based Authentication State in the provided field.

3. If you selected Enable for the Port Based Authentication State, then select the
Authentication Method from the list in the provided field.

Select Disable or Enable for the Guest VL AN status in the provided field.

If you selected Enable for the Guest VL AN field, then select the VLAN ID from thelist in the
provided field.
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6. If you selected Disable for the Port Based Authentication State, select the EAPOL
Handling mode in the provided field.

7. Click APPLY to update the device.

Advanced

The Port Authentication Advanced menu contains the following options:
e “802.1x Configuration”
* “Port Authentication”

802.1x Configuration

The Advanced 802.1x Configuration screen allows network managers to configure network
authentication parameters. In addition, the Guest VLAN option is enabled from the Advanced
802.1x configuration screen.

To define the 802.1x configuration:

1. Click Security > Port Authentication > Advanced > 802.1x configuration. The Advanced
802.1x Configuration screen displays:
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The Advanced 802.1x Configuration screen contains the following fields:

* Port Based Authentication State — Enable port-based authentication on the device. The
possible field values are:

— Disable— Disables port-based authentication on the device. Thisisthe default value.
— Enable — Enables port-based authentication on the device.
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* Authentication M ethod — Enter the authentication method used for port authentication.
The possiblefield values are:

— RADIUS, None - Indicates port authentication isfirst attempted through the RADIUS
server. If the RADIUS server isinaccessible or not defined, then no authentication
method (None) is used and the session is permitted.

— RADIUS - Indicates port authentication is through the RADIUS server.
— None - Indicates no authentication method is used to authenticate the port.

* Guest VLAN — Enter whether the Guest VLAN is enabled on the device. The possible
field values are:

— Disable—Disables Guest VLAN on the device. Thisisthe default value.

— Enable—Enables using a Guest VLAN for unauthorized ports. If aGuest VLAN is
enabled, the unauthorized port automatically joinsthe VLAN selected in the VLAN
List field.

* Guest VLAN ID — Select the guest VLAN ID from the list of currently defined VLANS.

« EAPOL Handling — Select the method of handling EAPOL (Extensible Authentication
Protocol Over LAN) packets when 802.1x authentication is disabled. The possible field
values are:

— Filtering — Indicates EAPOL packets are filtered.
— Flooding — Indicates EAPOL packets are flooded to all ports.
Select Disable or Enable for the Port Based Authentication State in the provided field.

If you selected Enable for the Port Based Authentication Sate, then select the
Authentication Method from the list in the provided field.

Select Disable or Enable for the Guest VL AN status in the provided field.

If you selected Enable for the Guest VL AN field, then select the VLAN ID fromthelist in the
provided field.

6. If you selected Disable for the Port Based Authentication State, select the EAPOL
Handling mode in the provided field.

7. Click APPLY to update the device.

Port Authentication

The Port Authentication screen enables configuring port authentication interface parameters.
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To configure port-based authentication global properties:

1. Click Security > Port Authentication > Advanced > Port Authentication. The Port
Authentication screen displays
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The Port Authentication screen contains the following fields:

* Interface— Displaysthe interfaces.

» User Name— Displays the supplicant (client) user name, once the user is authenticated.
* Port Control — Select the port authorization state.

— Auto — Indicates the port control is set to Auto and a single client has been
authenticated via the port.

— Authorized — Indicates the port control is Forced Authorized, and clients have full port
access.

— Unauthorized — Indicates either the port control is force Unauthorized, or the port
control is Auto but a client has not been authenticated via the port.
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*  Guest VLAN — Select whether the Guest VLAN is enabled or disabled on the port. The
default VLAN cannot be defined as a Guest VLAN. The possible field values are:

— Enable—Enables using aGuest VLAN for the unauthorized port. If aGuest VLAN is
enabled, the unauthorized port automatically joinsthe VLAN selected in the VLAN
List field.

— Disable—Disables the Guest VLAN on the port. Thisisthe default value.

* Periodic Reauthentication — Select whether periodic port reauthentication is enabled or
disabled. The possible field values are:

— Enable — Enables periodic port reauthentication.
— Disable — Disables port reauthentication. Thisisthe default value.

» Reauthentication Period — Enter the time span (in seconds) in which the selected port is
reauthenticated. The field default is 3600 seconds.

* Authenticator Sate — Displays the port authentication status. The possible field values
are Initialize, Disconnected, Connecting, Authenticating, Authenticated, Aborting, Held,
ForceAuth and ForceUnauthNew.

* Quiet Period — Enter the number of seconds that the device remainsin the quiet state
following afailed authentication exchange. The possible field range is 0-65535. The field
default is 60 seconds.

* Resending EAP — Enter the amount of time (in seconds) that lapses before EAP requests
areresent. The field default is 30 seconds.

* Max EAP Requests — Enter the total amount of EAP requests sent. If aresponseis not
received after the defined period, the authentication process is restarted. The field default
is2retries.

» Supplicant Timeout — Enter the amount of time (in seconds) that lapses before EAP
reguests are resent to the supplicant. The field default is 30 seconds.

* Server Timeout — Enter the amount of time (in seconds) that lapses before the device re-
sends a request to the authentication server. The field default is 30 seconds.

* Termination Cause — Displays the reason port authentication was terminated. The
possible field values are Supplicant logoff, Port failure, Supplicant restart,
Reauthentication failed, Force unauthorized, Port reinitialize, Port admin disabled and
Undefined.

2. Sdect theinterface.
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3. Select the Port Control state, Guest VL AN mode and Periodic Reauthentication statusin
the provided fieldsin the first row.

4. If you selected Enable as the Periodic Reauthentication status, enter the Reauthentication
Period in the provided field in the first row.

5. Enter the Quiet Period, Resending EAP time, Max EAP Requests, Supplicant Timeout
and Server Timeout in the provided field in the first row.

6. Click APPLY to update the device.

Traffic Control

The Traffic Control menu contains the following options:
* “Storm Control”

» “Port Security”

* “Protected Ports’

Storm Control

Storm Control limits the amount of Multicast and Broadcast frames accepted and forwarded by the
device. When Layer 2 frames are forwarded, Broadcast, and Multicast frames are flooded to all
ports on the relevant VLAN. This occupies bandwidth and loads all hodes on all ports.

A Broadcast Storm is aresult of an excessive amount of broadcast messages simultaneously
transmitted across a hetwork by a single port. Forwarded message responses are heaped onto the
network, straining network resources or causing the network to time out.

Storm control can be enabled per port by defining the packet type and the rate the packets are
transmitted. The system measures the incoming Broadcast and Multicast frame rates separately on
each port, and discards the frames when the rate exceeds a user-defined rate. By default, Storm
Control is enabled on al ports for Broadcast packets with a threshold of 200 kbps.

The Storm Control screen provides fields for configuring broadcast storm control.
To configure Storm Control:

1. Click Security > Traffic Control > Sorm Control. The Storm Control screen displays:
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Figure 6-9

The Storm Control screen contains the following fields:

I nterface — Displays the port number for which the storm control information is
displayed.

Broadcast Control — Select whether storm control is enabled or disabled on the interface
according to Broadcast mode. The possible field values are:

— Enable - Enables storm control on the interface.
— Disable — Disables storm control on the interface.

Broadcast M ode — Select the Broadcast control mode on the interface. The possible field
values are:

— Multicast & Broadcast & Unknown Unicast — Counts Broadcast, Multicast and
Unknown Unicast traffic together.

— Multicast & Broadcast — Counts Broadcast and Multicast traffic together.
— Broadcast Only — Counts Broadcast traffic only. Thismode is enabled by default.

Broadcast Rate Threshold — Enter the maximum rate (kilobits per second) at which
broadcast packets are forwarded. FE (Fast Ethernet) ports have arange of 70 - 100000 and
GE (Gigabit Ethernet) ports have arange of 3500 - 1000000. The default value for both
FE and GE portsis 3500.

6-16

Managing Security
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

2. Select theinterface.
Select Enable or Disable Broadcast Control in the provided field in the first row.

If you selected Enable Broadcast Control, select the Broadcast Mode from the list in the
provided field in the first row.

5. If you selected Enable Broadcast Control, enter the Broadcast Rate Threshold in the
provided field in the first row.

6. Click APPLY to update the device.

Port Security

Network security can be increased by limiting access on a specific port only to users with specific
MAC addresses. The MAC addresses can be dynamically learned or statically configured. Locked
port security monitors both received and learned packets that are received on specific ports.
Accessto the locked port islimited to users with specific MAC addresses. These addresses are
either manually defined on the port, or learned on that port up to the point when it islocked. When
apacket is received on alocked port and the packet source MAC addressis not tied to that port
(either it was learned on adifferent port, or it is unknown to the system), the protection mechanism
isinvoked. It provides the following options for unauthorized packets arriving at alocked port:

* Forwarded

» Discarded with no trap
» Discarded with atrap
»  Shuts down the port

Locked port security also enables storing alist of MAC addresses in the configuration file. The
MAC address list can be restored after the device has been reset.

To define port security:

1. Click Security > Traffic Control > Port Security. The Port Security screen displays:
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The Port Security screen contains the following fields:
* Interface— Displaysthe port or LAG name.
» Status— Select the port security status. The possible field values are:
— Locked — Indicates the port is currently locked.
— Unlocked — Indicates the port is currently unlocked. Thisis the default value.
* Learning Mode— Select the locked port type. The possible field values are:

— Classic Lock — Locks the port, and only forwards packets that have been learned
statically or dynamically, prior to locking the port. The lock is effective immediately.

— Limited Dynamic Lock — Indicates the port is unlocked. Locks the port after a user-
defined number of MAC addresses have been dynamically learned on the port. After
the port islocked, packets are forwarded only from MAC addresses that have been
learned prior to locking the port.

* Max Entries— Enter the maximum number of MAC addresses that can be learned on the
port. The Max Entriesfield is enabled only if the Limited Dynamic Lock modeis selected.
Therangeis 1-128 entries. The default valueis 1.

» Action — Select the action to be applied to packets arriving on alocked port. The possible
field values are:
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— Forward — Forwards packets from an unknown source without learning the MAC
address.

— Discard — Discards packets from any unlearned source. Thisis the default value.

—  Shutdown — Discards packets from any unlearned source and shut down the port. The
port remains shut down until reactivated or until the device is reset.

* Trap — Select whether traps are enabled or disabled when a packet from an unknown
source is received on alocked port. The possible field values are:

— Enable—Enables traps.
— Disable—Disablestraps. Thisisthe default value.

» Trap Frequency — Enter the frequency at which traps are sent. Thefield format isin
seconds. Therangeis 1-1,000,000. The default value is 10 seconds.

2. Select the port security Status, Learning M ode, Action and Trap status from the listsin the
provided fieldsin the first row.

Enter the Max Entriesand Trap Frequency in the provided fieldsin the first row.
Click APPLY to update the device.

Protected Ports

The Protected Ports Membership screen alows network managers to define protected port
membership. Protected ports isolates Layer 2 traffic between interfaces that share the same
Broadcast domain. The isolated ports are defined as protected ports and can forward traffic to
unprotected ports, but not to other protected ports. Undefined ports are perceived as unprotected
and can send traffic to any port; whether protected or unprotected. The default configuration is
unprotected.

To define protected ports:

1. Click Security > Traffic Control > Protected Ports > Protected Ports Member ship. The
Protected Ports Membership screen displays:
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The Protected Ports Membership screen contains the following fields:
Protected Ports Membership Table
* Port Number (1-XX) — Displays the unprotected and protected ports on the device.
2. Select the interfaces to the be defined as a Protected Port by one of the following methods.

a. Click onthe Unit’sUnit’sor LAG’sgold bar to display the associated interfaces, and then
select the interfaces to bind by clicking on the boxes below the interfaces.

or
b. Click onthe Unit’sor LAG’s quick box to select al the associated interfaces.
Click on the gold button. The port panel displays.

Select the ports to be defined as protected ports.

Click APPLY to update the device.

ACL

Access Control Lists (ACL) allow network managers to define classification actions and rules for
specific ingress ports. Packets entering an ingress port, with an active ACL, are either admitted or
denied entry and the ingress port is disabled. If they are denied entry, the user can disable the port.

The ACL menu contains the following options:
« “MACACL”
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* “MACRuUles’
* “MAC Binding Configuration”

o “IPv4ACL”
s “IPv4 Rules’
e “IPv4 Binding Configuration”
s “IPv6 ACL”
e “IPv6 Rules’

* “IPv6 Binding Configuration”
e “Binding Table”

MAC ACL

The MAC Configuration screen allowsaMAC Based ACL to be defined.

To view or rename MAC Based ACLs:
1. Click Security > ACL > MAC ACL. The MAC Configuration screen displays:
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Figure 6-12

The MAC Configuration screen contains the following fields:

MAC ACL

e Current number of ACL — Displays the current number of user-defined ACLs.
MAC ACL Table
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2.
3.
4.

* Name— Enter the user-defined MAC based ACL name.

* Number of Rules— Displays the current number of rulesin the ACL.
Select the ACL entry.

Enter the new ACL Name in the provided field in the first row.

Click APPLY to update the device.

To add anew MAC-based ACL entry:

1
2.
3.

Click Security > ACL > MAC ACL. The MAC Configuration screen displays.
Enter the ACL Name in the provided field in the first row.
Click ADD to update the device.

To remove a MAC-based ACL entry:

1
2.
3.

Click Security > ACL > MAC ACL. The MAC Configuration screen displays.
Select the ACL entry.
Click DELETE to remove the entry.

MAC Rules

The MAC Rules screen alows a MAC Rule to be defined within a configured ACL. Rules can be
added only if the ACL is not bound to an interface.

To define MAC Rules:
1. Click Security > ACL > MAC Rules. The MAC Rules screen displays:
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Figure 6-13
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The MAC Rules screen contains the following fields:
MAC Rules

* ACL Name - Select the ACL Name from the list.
MAC Rules Table

e Priority — Enter the rule priority. When the packet is matched to arule, user groups are
either granted permission or denied device management access. The rule number is
essential to matching packets to rules, as packets are matched on afirst-fit basis.

» Source MAC Address— Enter the source MAC Address.

» SourceMask — Enter the mask of the new source MAC address.

» Destination MAC Address — Enter the destination MAC address.

* Destination Mask — Enter the mask of the new destination MAC address.

e VLANID -Enter theVLAN ID to which the MAC addressis attached in the MAC Rules
database.

» Action — Select the action applied to packets with MAC addresses that have been filtered.
The possible field values are:

— Permit — Permits access to the device.
— Deny — Denies access to packets originating from the blocked MAC address.

—  Shutdown — Drops packets that meet the ACL criteria, and disable the port to which
the packet was addressed.

Select the ACL Name from the list in the provided field.
Select the rule entry.

Enter the provided fields in the first row.

Click APPLY to update the device.

Toadd aMAC rule:

1
2.
3.
4.

Click Security > ACL > MAC Rules. The MAC Rules screen displays.
Select the ACL Name from the list in the provided field.

Enter the provided fields in the first row.

Click ADD to update the device.

To delete aMAC rule:
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Click Security > ACL > MAC Rules. The MAC Rules screen displays.
Select the ACL Name from the list in the provided field.

Select the rule entry.

Click DELETE to remove the entry.

A w DN P

MAC Binding Configuration

The MAC Binding Configuration screen contains information for mapping ACLsto MAC addressess.
When an ACL isbound to an interface, all the ACE rules that have been defined are applied to the
selected interface. Whenever an ACL is assigned on aport, LAG or, VLAN, flows from that ingress
interface that do not match the ACL are matched to the default rule, which is Drop unmatched
packets.

To bind interfacesto an ACL :

1. Click Security > ACL > MAC Binding Configuration. The MAC Binding Configuration
screen displays:
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Figure 6-14

The MAC Binding Configuration screen contains the following fields:
MAC Binding Configuration
* ACL Name- Select the ACL Name for viewing and modifying ACL bound interfaces.
Port Selection Table

* Sdect the interfaces for which the ACLSs are bound.
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2. Select theinterfaces to which the ACLs are bound.
Select the ACL Name from the list in the provided field.
Select the interfaces to bind to the selected ACL Name by one of the following methods.

a. Click ontheUnit'sor LAG’sgold bar to display the associated interfaces, and then select

the interfaces to bind by clicking on the boxes below the interfaces.
or
b. Click onthe Unit’'sor LAG’s quick box to select all the associated interfaces.
5. Click APPLY to update the device.

IPv4 ACL

The IPv4 ACL screen allows an IPv4 Based ACL to be defined.

To view or rename |Pv4 Based ACLs:

1. Click Security > ACL >1Pv4 ACL. TheIPv4 ACL screen displays:
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Figure 6-15

The IPv4 ACL screen contains the following fields:

IPv4 ACL

* Current number of ACL — Displays the current number of user-defined ACLs.
IPv4 ACL Table

* Name - Enter the user-defined | P based ACL name.
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*  Number of Rules—Displays the current number of rulesin the ACL.

IPv4 Rules

The IPv4 Rules screen allows an |P Rule to be defined within a configured ACL. Rules can be
added only if the ACL is not bound to an interface.

To define IPv4 Rules:
1. Click Security > ACL > IPv4 Rules. The IPv4 Rules screen displays:
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Figure 6-16

The IPv4 Rules screen contains the following fields:
IPv4 Rules

* ACL Name - Select the ACL Name from the list
IPv4 Rules Table

* Priority — Enter the rule priority. When the packet is matched to arule, user groups are
either granted permission or denied device management access. The rule number is
essential to matching packets to rules, as packets are matched on afirst-fit basis.

* Protocoal I D — Enter the protocol in the rule to which the packet is matched.
* SourcelP Address— Enter the source IP Address.

* Source Mask — Enter the mask of the new source IP address.

* Destination I P Address— Enter the destination | P address.

» Destination Mask — Enter the mask of the new destination |P address.
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* Source Port — Enter the source port that is matched to packets.
» Destination Port — Enter the destination port that is matched to packets.

e Action — Select the action applied to packets with | P addresses that have been filtered. The
possible field values are;

— Permit — Permits access to the device.
— Deny — Denies access to packets originating from the blocked | P address.

—  Shutdown — Drops packets that meet the ACL criteria, and disable the port to which
the packet was addressed.

Select the ACL Name from thelist in the provided field.
Select the rule entry.

Enter the provided fields in the first row.

Click APPLY to update the device.

To add an IPv4 rule:

1
2
3
4.
5
6

Click Security > ACL > |Pv4 Rules. The IPv4 Rules screen displays.
Select the ACL Name from thelist in the provided field.

Click ADD to create a new entry or duplicate an existing entry.

Select the added entry.

Enter the provided fields in the first row.

Click APPLY to update the device.

To delete an IPv4 rule:

1

2
3.
4

Click Security > ACL > IPv4 Rules. The IPv4 Rules screen displays.
Select the ACL Name from the list in the provided field.

Select the rule entry.

Click DELETE to remove the entry.
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IPv4 Binding Configuration

The 1Pv4 Binding Configuration screen contains information for mapping ACLs to |Pv4 interfaces.
When an ACL isbound to an interface, all the ACE rules that have been defined are applied to the
selected interface. Whenever an ACL is assigned on aport, LAG or, VLAN, flows from that ingress
interface that do not match the ACL are matched to the default rule, which is Drop unmatched
packets.

To bind IPv4 interfaces to an ACL:

1. Click Security > ACL > IPv4 Binding Configuration. The IPv4 Binding Configuration
screen displays:
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The IPv4 Binding Configuration screen contains the following fields:
I Pv4 Binding Configuration
* ACL Name - Select the ACL Name for viewing and modifying ACL bound interfaces.
Port Selection Table
»  Sdlect theinterfaces for which the ACLs are bound.
2. Select theinterfaces to which the ACLs are bound.
3. Select the ACL Name from thelist in the provided field.
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IPv6 ACL

The IPv6 ACL screen allows an 1Pv6 Based ACL to be defined.

To view or rename |Pv6 Based ACLs:

1. Click Security > ACL >1Pv6 ACL. The IPv6 ACL screen displays:
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Figure 6-18

The IPv6 ACL screen contains the following fields:
IPv6 ACL
e Current number of ACL — Displaysthe current number of user-defined ACLs.
IPv6 ACL Table
* Name— Enter the user-defined I P based ACL name.
*  Number of Rules— Displays the current number of rulesin the ACL.
2. Select the ACL entry.
3. Enter the new ACL Namein the provided field in the first, editable row.
4. Click APPLY to update the device.
To add anew I1P-based ACL entry:
1. Click Security > ACL >1Pv6 ACL. The IPv6 ACL screen displays.
2. Click ADD to create anew entry or duplicate an existing entry.
3. Select the ACL entry.
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4. Enter the ACL Namein the provided field in the first, editable row.
5. Click APPLY to update the device.

To remove an |P-based ACL entry:

1. Click Security > ACL >1Pv6 ACL. The IPv6 ACL screen displays.
2. Select the ACL entry.

3. Click DELETE to remove the entry.

IPv6 Rules

The IPv6 Rules screen allows an 1Pv6 Rule to be defined within a configured ACL. Rules can be
added only if the ACL is not bound to an interface.

To define IPv6 Rules:
1. Click Security > ACL > IPv6 Rules. The IPv6 Rules screen displays.
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The IPv6 Rules screen contains the following fields:
IPv6 Rules

* ACL Name - Select the ACL Name from the list.
IPv6 Rules Table

* Priority — Enter the rule priority. When the packet is matched to arule, user groups are
either granted permission or denied device management access. The rule number is
essential to matching packets to rules, as packets are matched on afirst-fit basis.

* Protocol 1D — Enter the protocol in the rule to which the packet is matched.
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e SourcelP Address— Enter the source |P Address.

» Prefix Length — Enter the source I P Prefix Length. The Prefix field is applicable only
when the IPV6 Static IP address is defined as a Global |Pv6 address. Therangeis5 - 128.

+ Destination |P Address— Enter the destination |P address.

» Prefix Length — Enter the destination | P Prefix Length. The Prefix field is applicable only
when the IPV6 Static IP address is defined as a Global 1Pv6 address. Therangeis5 - 128.

» Source Port — Enter the source port that is matched to packets.
» Desgtination Port — Enter the destination port that is matched to packets.

» DSCP — Match the packet DSCP value to the ACL. Either the DSCP value or the IP
Precedence value is used to match packetsto ACLs. The possible field rangeis 0-63.

* |P Prec. — Match the packet |P Precedence value to the ACL.

* Action — Select the action applied to packets with | P addresses that have been filtered. The
possible field values are:

— Permit — Permits access to the device.
— Deny — Denies access to packets originating from the blocked |P address.

— Shutdown — Drops packets that meet the ACL criteria, and disable the port to which
the packet was addressed.

Select the ACL Name from thelist in the provided field.
Select the rule entry.

Enter the provided fields in the first row.

Click APPLY to update the device.

To add an IPv6 rule;

1
2
3
4.
5
6

Click Security > ACL > IPv6 Rules. The IPv6 Rules screen displays.
Select the ACL Name from thelist in the provided field.

Click ADD to create a new entry or duplicate an existing entry.

Select the added entry.

Enter the provided fields in the first row.

Click APPLY to update the device.

To delete an IP rule;
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Click Security > ACL > IPv6 Rules. The IPv6 Rules screen displays.
Select the ACL Name from the list in the provided field.

Select the rule entry.

Click DELETE to remove the entry.

A w DN P

IPv6 Binding Configuration

The IPv6 Binding Configuration screen contains information for mapping ACLsto IPv6
interfaces. When an ACL isbound to an interface, all the ACE rules that have been defined are
applied to the selected interface. Whenever an ACL is assigned on aport, LAG or, VLAN, flows
from that ingress interface that do not match the ACL are matched to the default rule, which is
Drop unmatched packets.

To bind interfacesto an ACL :

1. Click Security > ACL > IPv6 Binding Configuration. The IPv6 Binding Configuration
screen displays:
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Figure 6-20

The IPv6 Binding Configuration screen contains the following fields:
I Pv6 Binding Configuration
» ACL Name- Select the ACL Name for viewing and modifying ACL bound interfaces.
Port Selection Table
e Port Number (1-XX) — Displays the bound and unbound ports on the device.
2. Select theinterfaces for which the ACLs are bound.
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3. Select the ACL Name from thelist in the provided field.
4. Select the interfaces to bind to the selected ACL Name by one of the following methods.

a. Click ontheport or LAG gold bar to display the associated interfaces, and then select the
interfaces to bind by clicking on the boxes below the interfaces.

or
b. Click onthe port’'sor LAG's quick box to select all the associated interfaces.
5. Click APPLY to update the device.

Binding Table
To view the ACL Binding Table:
1. Click Security > ACL > Binding Table. The Binding Table screen displays:
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The Binding Table screen contains the following fields:

Interface Binding Table

* Interface— Displaysthe interfaces for which the ACLs are bound.

* MACACL —-Displaysthe MAC Based ACL bound to the interface.
* IPv4 ACL —Displaysthe IPv4 Based ACL bound to the interface.

* |Pv6 ACL —Displaysthe IPv6 Based ACL bound to the interface.

Managing Security 6-33
v1.0, June 2009



Chapter 7
Monitoring the Switch

Setting Monitoring Options

The navigation pane at the top of the web browser interface contains a Monitoring tab that enables
you to manage your GS700TS Smart Switch with features under the following main menu options:

e ‘“Logs
* “RMON”
* “Port Mirroring”

The description that followsin this chapter describes configuring and managing monitoring
settings in the GS700TS Smart Switch.

Logs

Event messages have aunique format, as per the SY SLOG RFC recommended message format for
all error reporting, for example, Syslog+ local device reporting. Messages are assigned a severity
code, and include a message mnemonic, which identifies the source application generating the
message. Messages are filtered based on their urgency or relevancy. The following table contains
the Log Severity Levels:

Table 7-1. Severity Levels

Severity Severity Level | Severity Level Description

Emergency |0 The system is not functioning.

Alert 1 The system needs immediate attention.

Critical 2 The system is in a critical state.

Error 3 A system error has occurred.

Warning 4 A system warning is logged.

Notice 5 The system is functioning properly, but a system notice is logged.
Informational | 6 Device information is provided.

Debug 7 Detailed log information is provided.
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This section provides information for managing logs. The logs enable viewing device eventsin
real time, and recording the events for later usage. Logs record and manage events and report
errors and informational messages.

The L ogs menu contains the following options:

* “Logs Configuration”

* “Log Filter”

* “Memory Log’
* “FashLog”
 “Server Log’

Logs Configuration

The Logs Configuration screen contains fields for enabling and disabling logs globally.

To enable or disable event logging:

1. Click Monitoring > Logs > L ogs Configuration. The Logs Configuration screen displays:

NETGEAR GS74875
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Figure 7-1

The Logs Configuration screen contains the following field:

* Logging Sate — Select whether to enable or disable the device global logs for Cache, File
and Server Logs. Console logs are enabled by default. The possible field values are:

— Disable—Disables device logs.

— Enable—Enables devicelogs. Thisisthe default value.
2. Select either Enable or Disable as the L ogging State in the provided field.
3. Click APPLY to update the device.
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Log Filter

The Log Filter screen contains fields for defining which events are recorded to which logs. Log
messages are listed from the highest severity to the lowest severity level.

To configure log filters:

1

Click Monitoring > Logs > Log Filter. The Log Filter screen displays:
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Figure 7-2

The Log Filter screen contains the following fields:

*  RAM Logs— Select the minimum message severity level to appear inthe RAM Log. The
following are the available message severity levels:

— Emergency — Indicates the system is not functioning. Emergency is the highest
warning level. If the system is down or not functioning properly, an emergency log
message is saved to the specified logging location.

— Alert — Indicates the system needs immediate attention. Alert is the second highest
warning level. An dert log is saved, if there is a serious device malfunction; for
example, al device features are down.

— Critical —Indicates the system isin acritical state. Critical isthe third highest warning
level. A critical logis saved if acritical device malfunction occurs; for example, two
device ports are not functioning, while the rest of the device ports remain functional.

— Error — Indicates a system error has occurred; for example, if asingle port is offline.

— Warning — Indicates the lowest level of asystem warning. The system is functioning,
but an operational problem has occurred.

— Notice - Indicates the system is functioning properly, but a system notice is logged.

— Informational — Provides device information.

7-3

Monitoring the Switch
v1.0, June 2009



GS700TS Smart Switch Software Administration Manual

Debug — Provides debugging messages.

* Log File— Select the minimum message severity level to appear in the log file. The
following are the available message severity levels:

Emergency — Indicates the device is not functioning. Emergency is the highest
warning level. If the device is down or not functioning properly, an emergency log
message is saved to the specified logging location.

Alert — Indicates the device needs immediate attention. Alert is the second highest
warning level. An alert log is saved, if thereis a serious device malfunction; for
example, all device features are down.

Critical — Indicatesthe deviceisin acritical state. Critical isthe third highest warning
level. A critical log is saved if acritical device malfunction occurs; for example, two
device ports are not functioning, while the rest of the device ports remain functional.

Error — Indicates a system error has occurred; for example, if asingle port is offline.

Warning — Indicates the lowest level of a system warning. The device is functioning,
but an operational problem has occurred.

Notice — Indicates the system is functioning properly, but a system noticeis logged.
Informational — Provides device information.

Debug — Provides debugging messages.

2. Select the minimum severity level for RAM logs.

3. Select the minimum severity level for FLASH logs.
4. Click APPLY to update the device.

Memory Log

The Memory Log screen contains all system logsin a chronological order that are saved in RAM
(Cache). The memory logs are unavailable after reboot.

To view the Memory Log screen:

1. Click Monitoring > Logs> Memory Log. The Memory Log screen displays:
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The Memory Log screen contains the following fields:
* LogIndex — Displays the log number.
* Log Time - Displaysthe time at which the log was generated.

» Severity —Displaysthelog severity and urgency level. The following are the available log
severity levels:

— Emergency — Indicates the device is not functioning. Emergency is the highest
warning level. If the deviceis down or not functioning properly, an emergency log
message is saved to the specified logging location.

— Alert — Indicates the device needs immediate attention. Alert is the second highest
warning level. An alert log is saved, if there is a serious device malfunction; for
example, al device features are down.

— Critical —Indicatesthe deviceisin acritical state. Critical isthe third highest warning
level. A critical log is saved if acritical device malfunction occurs; for example, two
device ports are not functioning, while the rest of the device ports remain functional .

— Error — Displays a device error has occurred; for example, if asingle port is offline.

— Warning — Displays the lowest level of a device warning. The device is functioning,
but an operational problem has occurred.

— Notice — Indicates the system is functioning properly, but a system notice is logged.
— Informational — Provides device information.
— Debug — Provides debugging messages.

e Description — Displays the log message text.
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2. Click REFRESH or CLEAR LOGS to refresh or reset the Memory L ogs screen.

Flash Log

The Flash Log screen contains information about log entries saved to the log file in Flash,
including the time the log was generated, the log severity, and a description of the log message.
The message log is available after reboot.

To view the message logsin Flash:

1. Click Monitoring > Logs > Flash Log. The Flash Log screen displays:
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Figure 7-4

The Flash Log screen contains the following fields:

L og Index — Displays the log number.
L og Time— Displays the time at which the log was generated.

Severity — Displaysthelog severity and urgency level. The following are the available log
severity levels:

— Emergency — Displays the highest warning level. If the device is down or not
functioning properly, an emergency log message is saved to the specified logging
location.
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— Alert —Indicates the device needs immediate attention. Alert is the second highest
warning level. An alert log is saved, if thereis a serious device malfunction; for
example, all device features are down.

— Critical —Indicatesthe deviceisin acritical state. Critical isthe third highest warning
level. A critical log is saved if acritical device malfunction occurs; for example, two
device ports are not functioning, while the rest of the device ports remain functional.

— Error — Indicates a device error has occurred; for example, if asingle port is offline.

— Warning — Displays the lowest level of adevice warning. The deviceis functioning,
but an operational problem has occurred.

— Notice — Indicates the system is functioning properly, but a system notice is logged.
— Informational — Provides device information.
— Debug — Provides debugging messages.
» Description — Displays the log message text.
2. Click REFRESH or CLEAR LOGS to refresh or reset the Flash Logs screen.

Server Log

The Server Log screen contains information for viewing and configuring the remote log servers.
New log servers can be defined and the log severity sent to each server.

To configure remote log servers:

1. Click Monitoring > Logs> Server Log. The Server Log screen displays:
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Figure 7-5
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The Server Log screen contains the following fields:

Server | P —Enter the server’s | P address to which logs can be sent.

UDP Port — Enter the UDP port to which the server logs are sent. The possible rangeis 1
- 65535. The default valueis 514.

Facility — Select an application from which device logs are sent to the remote server. Only
one facility can be assigned to asingle server. If asecond facility level isassigned, the first
facility is overridden. All applications defined for a device utilize the same facility on a
server. Thefield default isLocal 0. The possible field valuesare Local O - Local 7.

Description — Enter a user-defined server description.

Minimum Severity — Select the minimum severity level for which logs are sent to the
server. For example, if Notice is selected, all logs with a severity level of Notice and
higher are sent to the remote server. The default value is Informational. The possible field
values are:

— Emergency — Displays the highest warning level. If the system is down or not
functioning properly, an emergency log message is saved to the specified logging
location.

— Alert — Indicates the system needs immediate attention. Alert is the second highest
warning level. An dert log is saved, if there is a serious device malfunction; for
example, al device features are down.

— Critical —Indicates the system isin acritical state. Critical isthe third highest warning
level. A critical logis saved if acritical device malfunction occurs; for example, two
device ports are not functioning, while the rest of the device ports remain functional.

— Error — Indicates a device error has occurred; for example, if asingle port is offline.

— Warning — Displays the lowest level of adevice warning. The deviceis functioning,
but an operational problem has occurred.

— Notice — Indicates the system is functioning properly, but a system notice is logged.
— Informational — Provides device information.

— Debug — Provides debugging messages.

2. Select the server entry.

3. Enter the Server I P addressin the provided field in the first row.

4. Enter the UDP Port number in the provided field in the first row.

5. Select the Facility assigned to the server from the list in the provided field in the first row.
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6. Enter an optional server Description in the provided field in the first row.

7. Select the Minimum Severity level message sent to the server from thelist in the provided
field in the first row.

8. Click APPLY to update the device.

To add aremote log server:

Click Monitoring > Logs > Server Log. The Server Log screen displays.

Enter the Server | P addressin the provided field in the first row.

Enter the UDP Port number in the provided field in the first row.

Select the Facility assigned to the server from the list in the provided field in the first row.

Enter an optional server Description in the provided field in the first row.

o g b~ w NP

Select the Minimum Sever ity level message sent to the server from thelist in the provided
field in the first row.

7. Click ADD to update the device.

To remove aremote log server:

1. Click Monitoring > Logs> Server Log. The Server Log screen displays.
2. Select thelog server entry.

3. Click DELETE to removethelog server entry.

RMON

This section contains information for viewing Remote Monitoring Statistics. RMON Statistics
alow network managers to view network traffic information from a single workstation.

The RMON menu contains the following options:

« “Basic”
 “Advanced”
Basic

The RMON Basic menu contains the following options:
o  “Statistics”
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Statistics

The RMON Basic Statistics screen contains fields for viewing information about device utilization
and errors that occurred on the device.

To view RMON Basic Statistics:

1. Click Monitoring> RMON > Basic > Satistics. The RMON Basic Statistics screen
displays:
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Figure 7-6

The RMON Basic Statistics screen contains the following fields:
» Interface— Displaysthe port or LAG for which statistics are displayed.

» Drop Events— Displaysthe number of dropped eventsthat have occurred on the interface
since the device was last refreshed.

* Received Bytes— Displaysthe number of octets received on the interface since the device
was last refreshed. This number includes bad packets and FCS octets, but excludes
framing bits.

» Received Packets— Displays the number of packets received on the interface, including
bad packets, Multicast, and Broadcast packets, since the device was last refreshed.

» Broadcast Packets Received — Displays the number of good broadcast packets received
on the interface since the device was | ast refreshed. This number does not include
Multicast packets.
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* Multicast Packets Received — Displays the number of good Multicast packets received
on the interface since the device was last refreshed.

» CRC & Alignment Errors— Displays the number of CRC and Align errors that have
occurred on the interface since the device was last refreshed.

2. Click REFRESH or CLEAR ALL COUNTERS to refresh or reset the RMON Basic
Statistics screen.

Advanced

The RMON Advanced menu contains the following options:
o “Statigtics”

e “History Control”

e “History Table”

» “Events Control”

« “EventsLog”

+ “Alarmg’

Statistics

The RMON Advanced Statistics screen contains fields for viewing information about device
utilization and errors that occurred on the device.

To view RMON Advanced Statistics:

1. Click Monitoring >RMON > Advanced > Satistics. The RMON Advanced Statistics screen
displays:
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The RMON Advanced Statistics screen contains the following fields:
RMON Interface Satistics

* Interface— Select the device for which statistics are displayed. The possible field values

are:
— Port — Select the specific port for which RMON statistics are displayed.
— LAG — Select the specific LAG for which RMON statistics are displayed.

* Received Bytes— Displaysthe number of octets received on the interface since the device

was last refreshed. This number includes bad packets and FCS octets, but excludes

framing bits.

» Broadcast Packets Received — Displays the number of good broadcast packets received

on the interface since the device was last refreshed. This number does not include
Multicast packets.

* Multicast Packets Received — Displays the number of good Multicast packets received

on the interface since the device was last refreshed.

* CRC & Align Errors—Displays the number of CRC and Align errors that have occurred

on the interface since the device was last refreshed.
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Under size Packets — Displays the number of undersized packets (less than 64 octets)
received on the interface since the device was |ast refreshed.

Over size Packets— Displays the number of oversized packets (over 1518 octets) received
on the interface since the device was last refreshed.

Fragments — Displays the number of fragments (packets with less than 64 octets,
excluding framing bits, but including FCS octets) received on the interface since the
device was last refreshed.

Jabbers— Displays the total number of received packets that were longer than 1518
octets. This number excludes frame bits, but includes FCS octets that had either a bad
Frame Check Seguence (FCS) with an integral number of octets (FCS Error) or abad FCS
with a non-integral octet (Alignment Error) number. The field range to detect jabbersis
between 20 ms and 150 ms.

Coallisions — Displays the number of collisions received on the interface since the device
was last refreshed.

Frames of 64 Bytes— Displays the number of 64-byte frames received on the interface
since the device was last refreshed.

Frames of 65 to 127 Bytes— Displays the number of 65 to 127 byte frames received on
the interface since the device was last refreshed.

Framesof 128 to 255 Bytes— Displays the number of 128 to 255 byte frames received on
the interface since the device was last refreshed.

Frames of 256 to 511 Bytes— Displays the number of 256 to 511 byte frames received on
the interface since the device was last refreshed.

Frames of 512 to 1023 Bytes— Displays the number of 512 to 1023 byte frames received
on the interface since the device was | ast refreshed.

Frames of 1024 to 1522 Bytes — Displays the number of 1024 to 1522 byte frames
received on the interface since the device was last refreshed.

RMON Summary Statistics

Interface — Displays the port or LAG for which statistics are displayed.

Drop Events— Displays the number of dropped events that have occurred on the interface
since the device was last refreshed.

Received Bytes— Displays the number of octets received on the interface since the device
was last refreshed. This number includes bad packets and FCS octets, but excludes
framing bits.
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* Received Packets— Displays the number of packets received on the interface, including
bad packets, Multicast, and Broadcast packets, since the device was last refreshed.

» Broadcast Packets Received — Displays the number of good broadcast packets received
on the interface since the device was last refreshed. This number does not include
Multicast packets.

* Multicast Packets Received — Displays the number of good Multicast packets received
on the interface since the device was last refreshed.

* CRC & Alignment Errors— Displays the number of CRC and Align errors that have
occurred on the interface since the device was | ast refreshed.

2. Toview RMON Interface Statistics, select Port or LAG asthe type of | nterface and select the
interface from the list in the provided field. The RMON Interface Statistics for the selected
interface are displayed.

3. Toview RMON Summary Statistics, select the interface and click GO.
To refresh or clear the RMON Advanced Statistics screen:
1. Openthe RMON Advanced Statistics screen.

2. Click REFRESH or CLEAR ALL COUNTERS to clear or reset the RMON Advanced
Statistics screen.

History Control

The RMON History Control screen contains information about samples of data taken from ports.
For example, the samples may include interface definitions or polling periods.

To configure RMON history information:

1. Click Monitoring> RMON > Advanced > History Control. The RMON History Control
screen displays:
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The RMON History Control screen contains the following fields:
» History Entry No. — Displays the entry number for the History Control Table screen.
» Source Interface — Enter the interface from which the history samples were taken.

» Sampling I nterval — Enter in seconds the time that samples are taken from the ports. The
field range is 1-3600. The default is 1800 seconds (equal to 30 minutes).

e Samples Requested — Enter the number of samplesto be saved. Thefield rangeis
1-65535. The default value is 50.

e Current Number of Samples— Displays the current number of samples taken.
» Owner —Enter the RMON station or user that requested the RMON information.
Select the history control entry.

Enter the Sour ce I nterface, Sampling I nterval, Samples Requested and Owner in the
provided field in the first row.

Click APPLY to update the device.

To add a history control entry:

1. Click Monitoring >RMON > Advanced > History Control. The RMON History Control
screen displays.

2. Enter the Source Interface, Sampling I nterval, Samples Requested and Owner in the
provided field in the first row.

3. Click ADD to update the device.
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To remove a history control entry:

1

2.
3.

Click Monitoring >RMON > Advanced > History Control. The RMON History Control
screen displays.

Select the history control entry.
Click DELETE to remove the history control entry.

History Table

The RMON History Table screen contains interface specific statistical network samples. Each
table entry represents all counter values compiled during a single sample.

To view the RMON History Table:

1

Click Monitoring> RMON > Advanced > History Table. The RMON History Table screen
displays:
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Figure 7-9

The RMON History Table screen contains the following fields:
History Entry
* History Entry No. — Select the entry number for the History Control Table screen.

e Owner —Displaysthe RMON station or user that requested the RMON information. The
field range is 0-20 characters.

History Table
» Sample No. — Displays the sample number from which the statistics were taken.

» Drop Events— Displays the number of dropped events that have occurred on the interface
since the device was |ast refreshed.
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Received Bytes— Displays the number of octets received on the interface since the device
was last refreshed. This number includes bad packets and FCS octets, but excludes
framing bits.

Received Packets — Displays the number of packets received on the interface since the
device was last refreshed, including bad packets, Multicast, and Broadcast packets.

Broadcast Packets— Displays the number of good Broadcast packets received on the
interface since the device was last refreshed. This number does not include Multicast
packets.

Multicast Packets— Displays the number of good Multicast packets received on the
interface since the device was last refreshed.

CRC Errors—Displays the number of CRC and Align errors that have occurred on the
interface since the device was last refreshed.

Under size Packets — Displays the number of undersized packets (less than 64 octets)
received on the interface since the device was last refreshed.

Over size Packets— Displays the number of oversized packets (over 1518 octets) received
on the interface since the device was last refreshed.

Fragments — Displays the number of fragments (packets with less than 64 octets,
excluding framing bits, but including FCS octets) received on the interface since the
device was last refreshed.

Jabbers— Displays the total number of received packets that were longer than 1518
octets. This number excludes frame bits, but includes FCS octets that had either a bad
Frame Check Sequence (FCS) with anintegral number of octets (FCS Error) or abad FCS
with a non-integral octet (Alignment Error) number. The field range to detect jabbersis
between 20 ms and 150 ms.

Collisions— Displays the number of collisions received on the interface since the device
was last refreshed.

Utilization — Displays the percentage of the interface utilized.

2. Select the History Entry No. from thelist in the provided field. The statistics are displayed.
3. To refresh the RMON History Table screen, click REFRESH.
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Events Control
The RMON Events Control screen contains fields for defining RMON events.
To configure RMON events control:

1. Click Monitoring> RMON > Advanced > Events Control. The RMON Events Control
screen displays:
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Figure 7-10

The RMON Events Control screen contains the following fields:
» Event Entry Interface — Displays the event.
e Community — Enter the community to which the event belongs.
» Description — Enter the user-defined event description.
* Type— Select the event type. Possible values are:
— None - Indicates no event has occurred.
— Log-Indicates the event isalog entry.
— Trap —Indicates the event isatrap.
— Log & Trap — Indicates the event is both alog entry and a trap.
» Time- Displaysthetime that the event occurred.
*  Owner — Enter the device or user that defined the event.
2. Select the events control entry.
3. Enter the Community, Description and Owner in the provided field in the first row.
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4. Select the event Type from thelist in the provided field in the first row.
5. Click APPLY to update the device.
To add an events control entry:

1. Click Monitoring> RMON > Advanced > Events Control. The RMON Events Control
screen displays.

2. Enter the Community, Description and Owner in the provided field in the first row.
3. Sdlect the event Type from thelist in the provided field in the first row.

4. Click ADD to update the device.

To remove an events control entry:

1. Click Monitoring> RMON > Advanced > Events Control. The RMON Events Control
screen displays.

Select the events control entry.

Click DELETE to remove the events control entry.

Events Log
The RMON Events Log screen contains alist of RMON events.
To view RMON eventslogs:

1. Click Monitoring>RMON > Advanced > Events L og. The RMON Events Log screen
displays:
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Figure 7-11
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The RMON Events Log screen contains the following fields:
* Event — Displaysthe RMON Events.
» Log Number — Displays the log number.
* Log Time- Displays the time when the log entry was entered.
» Description — Displays the log entry description.
2. Torefresh the RMON Events Log screen, click REFRESH.

Alarms

The RMON Alarms screen contains fields for setting network alarms. Network alarms occur when
a network problem or event, is detected. Rising and falling thresholds generate events.

To set RMON alarms:
1. Click Monitoring>RMON > Advanced > Alarms. The RMON Alarms screen displays:
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The RMON Alarms screen contains the following fields:

e Alarm Entry — Displays the alarm entry.

* Counter Name— Select the MIB variable.

* Interface— Enter the port or LAG interface.

* Counter Value — Displays the selected MIB variable value.
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Sample Type — Select the sampling method for the selected variable and comparing the
value against the thresholds. The possible field values are:

— Absolute— Compares the values directly with the thresholds at the end of the sampling
interval.

— Déeta— Subtracts the last sampled value from the current value. The differencein the
valuesis compared to the threshold.

Rising Threshold — Enter the rising counter value that triggers the rising threshold alarm.
The rising threshold is presented on top of the graph bars. Each monitored variableis
designated a color.

Rising Event — Enter the event number by which rising alarms are reported.

Falling Threshold — Enter the falling counter value that triggers the falling threshold
alarm. The falling threshold is graphically presented on top of the graph bars. Each
monitored variable is designated a color.

Falling Event — Enter the event number by which falling alarms are reported.

Sartup Alarm — Select the trigger that activates the alarm generation. Rising is defined
by crossing the threshold from alow-value threshold to a higher-value threshold. The
possible field values are:

— Rising Alarm — Indicates the alarm is triggered by the rising counter crossing the
rising threshold value.

— Faling Alarm — Indicates the alarm is triggered by the falling counter crossing the
falling threshold value.

— Rising and Falling — Indicates the alarm is triggered by either the rising counter
crossing the rising threshold value or the falling counter crossing the falling threshold
value.

Interval — Enter the alarm interval time in seconds.

Owner — Enter the device or user that defined the alarm.

2. Select the dlarm entry.

3. Select the Counter Name from thelist of MIB variable valuesin the provided field in the first
row.

4. Enter the Interfacein the provided field in the first row.
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5. Select the Sample Type from thelist in the provided field in the first row.
Select the Sartup Alarm from thelist in the provided field in the first row.
If you selected Rising Alarm or Rising and Falling as the Sartup Alarm, enter the Rising
Threshold and select the Rising Event number in the provided fields in the first row.

8. If you selected Falling Alarm or Rising and Falling as the Sartup Alarm, enter the Falling
Threshold and select the Falling Event number in the provided fields in the first row.

9. Enter theInterval and Owner in the provided fieldsin the first row.

10. Click APPLY to update the device.

To add an alarm entry:

1. Click Monitoring> RMON > Advanced > Alarms. The RMON Alarms screen displays.

2. Select the Counter Name from thelist of MIB variable valuesin the provided field in the first
row.

3. Enter the Interface in the provided field in the first row.

4. Select the Sample Type from thelist in the provided field in the first row.

5. Select the Sartup Alarm from the list in the provided field in the first row.

6. If you selected Rising Alarm or Rising and Falling as the Startup Alarm, enter the Rising
Threshold and select the Rising Event number in the provided fields in the first row.

7. If you selected Falling Alarm or Rising and Falling asthe Startup Alarm, enter the Falling
Threshold and select the Falling Event number in the provided fields in the first row.

8. Enter the Interval and Owner in the provided fieldsin the first row.

9. Click ADD to update the device.

To remove an events control entry:

1. Click Monitoring> RMON > Advanced > Alarms. The RMON Alarms screen displays.

2. Select theaarm entry.

3. Click DELETE to remove the alarm entry.
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Port Mirroring

Port mirroring monitors and mirrors network traffic by forwarding copies of incoming and
outgoing packets from one port to a monitoring port. Port mirroring can be used as a diagnostic
tool aswell as a debugging feature. Port mirroring also enables switch performance monitoring.

Network administrators can configure port mirroring by selecting a specific port from which to
copy al packets, and other ports to which the packets are copied. The device supports one
destination port and up to eight source ports.

The Port Mirroring menu contains the following option:

e “Port Mirroring”

Port Mirroring

To define port mirroring:

1. Click Monitoring > Port Mirroring > Port Mirroring. The Port Mirroring screen displays:
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The Port Mirroring screen contains the following fields:

Destination Port

» Destination Port — Enter the port to which port traffic is copied.
Source Port Table

» Source Port — Enter the port from which the packets are mirrored.
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* Type— Select the port mode configuration for port mirroring. The possible field values
are:

— TX Only — Indicates port mirroring is configured on transmitting ports only.
— RX Only — Indicates port mirroring is configured on receiving ports only.

— TX and RX —Indicates port mirroring is configured on both receiving and
transmitting ports. Thisisthe default value.

Enter the Destination Port in the provided field.

Select the source port entry.

Select the port mirroring Type from the list in the provided field in the first row.
Click APPLY to update the device.

To add a source port entry:

1
2.
3.
4.

Click Monitoring > Port Mirroring > Port Mirroring. The Port Mirroring screen displays.
Enter the Source Port in the provided field in the first row.

Select the port mirroring Type from the list in the provided field in the first row.

Click ADD to update the device.

To remove a source port entry:

1. Click Monitoring > Port Mirroring > Port Mirroring. The Port Mirroring screen displays.
2. Select the source port entry.

3. Click DELETE to remove the source port entry.
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Chapter 8
Maintenance

Using the Maintenance Options

The navigation pane at the top of the web browser interface contains a Maintenance tab that
enables you to manage your GS700TS Smart Switch with features under the following main menu
options:

¢ “Reset’

+  “Upload”

* “Download”

* “File Management”
e “Troubleshooting”

The description that followsin this chapter describes configuring and managing maintenance
optionsin the GS700TS Smart Switch.

Reset

The Reset menu contains the following options:
» “Device Reboot”

» “Factory Default”

Device Reboot

The Device Reboot screen resets the device. There are two options to reboot:

* Rebooting a particular unit.

» Rebooting the entire stack.

To reset the device:

1. Click Maintenance > Reset > Device Reboot. The Device Reboot screen displays:
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Figure 8-1

The Device Reboot screen contains the following fields:
* Reboot Unit Number — Select the unit to be reset. The possible field values are:

— 1,2, 3, 4,5, 6—Reboots the stacking member associated with the selected unit
number.

— All —Reboots al stacking members.

» Check thisbox and click Apply below to reboot unit(s) — Select the confirmation box to
confirm unit changes.

2. Select aunit number or All asthe Reboot Unit Number in the provided field.
Check the confirmation box.
4. Click APPLY to reboot the device.

Factory Default

The Factory Default screen alows network managers to reset the device to the factory defaults
shipped with the switch. Restoring factory defaults results in erasing the configuration file.
Note: Selecting this option automatically reboots the device.

The stacking defaults are not restored from this screen, including:

»  The stacking mode

» Thestacking cables

e TheUnit ID numbering

To restore stacking defaults, press the reset button on the front panel of your device. To reset the
deviceto the factory defaults:

1. Click Maintenance > Reset > Factory Default. The Factory Default screen displays:
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2. Check the confirmation box.

3. Click APPLY to reset the device to the factory defaults.

Upload
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The Upload menu contains the following option:

“Upload”

Upload

System Files can be backed up using the Upload screen.

To back up files:

1. Click Maintenance > Upload. The Upload screen displays:
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The Upload screen contains the following fields:
» File Type— Enter the type of fileto be uploaded. The possible field values are:
— Firmware — Upload the Firmware File.
— Configuration — Upload the Configuration File.
» viaTFTP - Select to upload the Firmware or Configuration File to the TFTP Server.

* ViaHTTP — Select to upload the Configuration File via the web browser interface
(HTTP).

e TFTP Server | P —Enter the TFTP Server |P Address to which the Firmware or
Configuration file is uploaded.

* Remote Filename — Enter the name of the destination file on the TFTP server.
Select Firmware or Configuration as the upload File Type from the provided field.

Select whether to upload via TFTP or viaHTTP. If you selected the Firmware File to upload,
you must select via TFTP.

If you selected via TFTP, enter the TFTP Server | P address in the provided field.
If you selected via TFTP, enter the Remote Filename in the provided field.
Click APPLY to upload thefile.
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Download

The Download menu contains the following option:

“Download”

Download

System files can be downloaded using the Download screen.

To download system files:

1. Click Maintenance > Download. The Download screen displays:
NETGEAR I o
s  ——
Figure 8-4
The Download screen contains the following fields:
» File Type— Enter the file type to be downloaded. The possible field values are:
— Firmware — Downloads the Firmware file.
— Boot File— Downloads the Boot file.
— Configuration — Downloads the Configuration file.
» viaTFTP — Select to download the file from the TFTP Server.
» viaHTTP — Select to download the file via the web browser interface (HTTP) and enter
the file name in the provided box.
e TFTP Server | P — Enter the TFTP Server IP Address from which the Firmware, Boot or
Configuration file is downloaded.
* Remote Filename — Enter the destination file name to be downloaded.
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Select Firmware, Boot File or Configuration as the download File Type from the provided
field.

Select whether to download via TFTP or viaHTTP.

If you selected via HT TP, enter the file name in the provided box.

If you selected via TFTP, enter the TFTP Server | P address in the provided field.
If you selected via TFTP, enter the Remote Filename in the provided field.

Click APPLY to download the file. You must reboot the device for the downloaded file
settings to take effect. See “Device Reboot” for detailed instructions on rebooting the device.

File Management

The File Management menu contains the following option:

“Active Image”

Active Image

The Active Image screen enables the user to select which image will be set as active after the next
reset. The Active Image file for each unit in a stacking configuration can be individually selected.

To define the active image:

1. Click Maintenance > File Management > Active Image. The Active Image screen displays:
NETGEAR T Wy oy 3
Figure 8-5
The Active Image screen contains the following fields:
* Unit No. — Displays the unit number for which the Image file is sel ected.
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» Activelmage — Displays theimage file which is currently active on the unit.

* After Reset — Select the image file that is active after the specific unit isreset. The
possible field values are:

— Image 1 — Activates Image file 1 after the device isreset.
— Image 2 — Activates Image file 2 after the device isreset.
Select the unit entry.
Select the image file to be active in the After Reset provided field in the first row.

4. Click APPLY to update the device. You must reset the device for the active image setting to
take effect. See “Reset” for detailed instructions on resetting the device.

Troubleshooting

The Troubleshooting menu contains the following option:
» “Diagnostics’

Diagnostics
The Diagnostics menu contains the following option:
o “Cable Test”

Cable Test

The Cable Test screen contains fields for performing tests on copper cables. Cable testing provides
information about where errors occurred in the cable, the last time a cabl e test was performed, and
the type of cable error that occurred. Thetests use Time Domain Reflectometry (TDR) technol ogy
to test the quality and characteristics of a copper cable attached to a port. Cables up to 120 meters
long can be tested. Cables are tested when the ports are in the down state, with the exception of the
Approximated Cable Length test.

To test cables:
1. Click Maintenance > Troubleshooting > Cable Test. The Cable Test screen displays:
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The Cable Test screen contains the following fields:

» Interface— Enter the port to which the cable is connected.

» Test Result — Displays the cable test results. Possible values are:

No Cable — Indicates a cable is hot connected to the port.
Open Cable — Indicates a cable is connected on only one side.
Short Cable — Indicates a short has occurred in the cable.

OK — Indicates the cable passed the test.

» CableFault Distance — Displays the distance from the port where the cable error
occurred.

* Last Update— Displaysthe last time the port was tested.
* Test —Click TEST to perform the cable tests for the selected port.

» CableLength — Displays the approximate cable length. Thistest can only be performed
when the port is up and operating at 200Mbps or 1 Gbps.

2. Ontherow containing the interface to be tested, click TEST to test the cable connected to the
interface.
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Chapter 9
Online Help

Online Help

The navigation pane at the top of the web browser interface contains a Help tab that provides
access to informational services including support and an online user guide in PDF format. The
Help menu contains the following options:

* “Support”
*  “User Guide”

The description that followsin this chapter covers these features.

Support

The Support screen provides access to the NETGEAR online support site at www.netgear.com.
To access the Support screen:

1. Click Help > Online Help > Support. The Online Help menu opens and the Support screen
displays:

NETGEAR GS748TS

dB-pars Bigabis Siackabis

System  Switching =~ QoS Security  Monitoring  Maintenance

Suppaort
Gt A Support

Bl click ALY bubow t ba aben 1o B Onlios Support site ot

natgearsam

Figure 9-1

2. Click APPLY to go to the NETGEAR Online Support site at www.netgear.com.
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User Guide

The User Guide screen provides access to the online User Guide.
To view the User Guide screen:

1. Click Help > Online Help > User Guide. The User Guide screen displays:

NETGEAR GS74875

Abpon Gigabin Srchoble Smar

System switching Qo5 Security Maonitoring Maintenance

User Guide
user Guide

Pluase dlich APPLY beluw b view the User Guide.

Figure 9-2

2. Click APPLY to open awindow and display the User Guide in PDF format.
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Chapter A
Default Settings

This appendix provides default settings for the NETGEAR Model GS700TS Smart Switch. You
can always configure the switch to default settings by using the Factory Reset function from aWeb
browser.

Table A-1. Default Settings

Feature GS700TS Default Setting

Port Speed Auto-negotiation

Port Duplex Auto-negotiation

Flow Control (half duplex) Disabled

Flow Control (full duplex) Disabled

IP Configuration DHCP enabled

Password password

VLAN 802.1q based VLAN

Link Aggregation (Trunk) Disabled

Traffic Prioritization (QoS) Optimized for flow control, all ports set normal priority
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